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Abstract

This work considers the multiple-access multicast ermyrection scenario over a packetized network with
z malicious edge adversaries. The network has minseudnd packets of lengtli, and each sink demands all
information from the set of source&s The capacity region is characterized for both a “side-ae#irmodel (where
sources and sinks share some random bits that are secrettioadversary) and an “omniscient” adversarial
model (where no limitations on the adversary’s knowledgeassumed). In the “side-channel” adversarial model,
the use of a secret channel allows higher rates to be achimwagared to the “omniscient” adversarial model,
and a polynomial-complexity capacity-achieving code isvided. For the “omniscient” adversarial model, two
capacity-achieving constructions are given: the first iseblaon random subspace code design and has complexity

exponential iném, while the second uses a novel multiple-field-extensiohriggie and ha®(¢m!S!) complexity,

* In other words, MANIAC codes.
** The first five authors had equal contribution to this work amelytare named in alphabetical order.

T.K. Dikaliotis, T. Ho, M. Effros and S. Vyetrenko are withetibepartment of Electrical Engineering, California Ingtt of Technology,
Pasadena, CA 91125, USA, e-mdtdikal,tho,effro§ @caltech.edu and svitlana@acm.caltech.edu respectively

S. Jaggi is with the Department of Information Engineerifipe Chinese University of Hong Kong, Shatin N.T., Hong Kormg,
mail:sidjaggi@gmail.com.

H. Yao was with Tsinghua University, Beijing, China. He isanwith the California Institute of Technology, Pasadena, €425, USA,
e-mail: yaohongyi03@gmail.com.

J. Kliewer is with the Klipsch School of Electrical and ContgruEngineering, New Mexico State University, Las Crucels] 88003-8001,
USA, e-mail: jkliewer@nmsu.edu.

E. Erez was with the California Institute of Technology, &#ena, California. She is now with the School of Engineednépplied
Science, Yale University, e-mail: elona.erez@gmail.com.

Subsets of the authors T.K. Dikaliotis, S. Vyetrenko, T. b, Effros and E. Erez were supported by subcontract #069%8Ged by
BAE Systems National Security Solutions, Inc. and by theehsé Advanced Research Projects Agency (DARPA) and theeSpatNaval
Warfare System Center (SPAWARSYSCEN), San Diego underr&anto. N66001-08-C-2013, AFOSR under Grant 57100019age€h’s
Lee Center for Advanced Networking, and NSF grant CNS-09858he work of S. Jaggi was supported by the RGC GRF grant§0&L2
and 412809, the CUHK MoE-Microsoft Key Laboratory of Humeentric Computing and Interface Technologies, the Instiad Theoretical
Computer Science and Communications, and Project No. AO2/&8 from the University Grants Committee of the Hong Kd®gecial
Administrative Region, China. The work of H. Yao was suppdrby the National Natural Science Foundation of China G8a683001 and
61073174, the National Basic Research Program of Chinat@¥CB807900 and 2007CB807901, the Hi-Tech research &IDpment
Program of China Grant 2006AA10Z216. The work of J. Kliewersvsupported by NSF grant CCF-0830666.


http://arxiv.org/abs/1012.0112v1

which is polynomial in the network size. Our code constutsi are “end-to-end” in that all nodes except the
sources and sinks are oblivious to the adversaries and magyysimplement predesigned linear network codes

(random or otherwise). Also, the sources act independevithout knowledge of the data from other sources.
Index Terms

Double extended field, Gabidulin codes, network errorextion, random linear network coding, subspace

codes.

I. INTRODUCTION

Information dissemination can be optimized with the useatiwork coding. Network coding maximizes
the network throughput in multicast transmission scesad. For this scenario, it was shown in [2] that
linear network coding suffices to achieve the max-flow cagdoom the source to each receiving node.
An algebraic framework for linear network coding was presdrin [3]. Further, the linear combinations
employed at network nodes can be randomly selected in abditgd manner; if the coding field size is
sufficiently large the max-flow capacity is achieved withthigrobability [4].

However, network coding is vulnerable to malicious attafksn rogue users. Due to the mixing
operations at internal nodes, the presence of even a snmalbemuof adversarial nodes can contaminate
the majority of packets in a network, preventing sinks froetatling. In particular, an error on even a
single link might propagate to multiple downstream linka vietwork coding, which might lead to the
extreme case in which all incoming links at the sink are iroerfThis is shown in Figl]1l, where the
action of a single malicious node contaminates all incontiimigs of the sink node due to packet mixing
at downstream nodes.

In such a case, network error-correction (introduced ii f&her than classical forward error-correction
(FEC) is required, since the former exploits the fact that ¢irors at the sinks are correlated, whereas
the latter assumes independent errors.

A number of papers e.d.![6]./[7].][8] have characterized #teo$ achievable communication rates over
networks containing hidden malicious jamming and eavexgung adversaries, and given corresponding
communication schemes. The latest code constructiongn@tance([8] and [9]) have excellent parameters
— they have low computational complexity, are distributaall are asymptotically rate-optimal. However,
in these papers the focus has been on single-source mulicddems, where a single source wishes to

communicate all its information to all sinks.



Fig. 1. Propagation of network errors via network codinge Httion of a single malicious node contaminates all incgntiimks of the
sink node due to packet mixing at downstream nodes.

In this work we examine the problem of multiple-access roakt, where multiple sources wish to
communicate all their information to all sinks. We charaetethe optimal rate-region for several variants
of the multiple-access network error-correction problerd give matching code constructions, which have
low computational complexity when the number of sourcegnsalb

We are unaware of any straightforward application of exgstsingle-source network error-correcting
subspace codes that achieve the optimal rate regions.slbécause single-source network error-correcting
codes such as those 6f [9] and [8] require the source to akty insert redundancy into the transmitted
codeword; however, in the distributed source case the codsiare constrained by the independence of

the sources.

II. BACKGROUND AND RELATED WORK

For a single-source single-sink network with min-cut the capacity of the network under arbitrary

errors on up to: links is given by

R<C -2z (1)

and can be achieved by a classical end-to-end error-camemtde over multiple disjoint paths from source
to the sink. This result is a direct extension of the Singldtound (seee.g, [10]). Since the Singleton
bound can be achieved by a maximum distance separable code; axample a Reed-Solomon code,
such a code also suffices to achieve the capacity in the ssoglece single-sink case.

In the network multicast scenario, the situation is more glcated. For the single-source multicast the

capacity region was shown {[5],/[6].][7]) to be the same[as \{@h C' now representing the minimum



of the min-cuts [[6]. However, unlike single-source singiek networks, in the case of single-source
multicast, network error correction is required: netwodding is required in general for multicast even
in the error-free case [1], and with the use of network codengrs in the sink observations become
dependent and cannot be corrected by end-to-end codes.

Two flavors of the network error correction problem are oftemsidered. In theoherentcase, it is
assumed that there is centralized knowledge of the netwap&ldgy and network code. Network error
correction for this case was first addressed by the work of &di Yeung [[5], [[6], [[7] for the single
source scenario by generalizing classical coding theotfigmetwork setting. However, their scheme has
decoding complexity which is exponential in the networkesiz

In the hardemon-coherentase, the network topology and/or network code are not kregriori to
any of the honest parties. In this setting, [9],/[11] proddestwork error-correcting codes with a design
and implementation complexity that is only polynomial ire thize of network parameters. Refererice [11]
introduced an elegant approach where information trarsamisoccurs via the space spanned by the
received packets/vectors, hence any generating set faathe space is equivalent to the sink [11]. Error-
correction techniques for this case were proposed_in [1d][8hin the form of constant dimension and
rank metric codes, respectively, where the codewords diredeas subspaces of some ambient space.
These works considered only the single source case.

For the non-coherent multi-source multicast scenarithout errors, the scheme ofl_|[4] achieves any
point inside the rate-region. An extension of subspace £ddemultiple sources, for a non-coherent
multiple-access channel model without errors, was pralidg12], which gave practical achievable (but
not rate-optimal) algebraic code constructions, and_irj, [dich derived the capacity region and gave
a rate-optimal scheme for two sources. For the multi-souase with errors/ [14] provided an efficient

code construction achieving a strict subregion of the dapaegion.

1. CHALLENGES

In this work we address the capacity region and the corratipgrcode design for the multiple-source
multicast communication problem under different adveatascenarios. The issues which arise in this
problem are best explained with a simple example for a siaglk, which is shown in Fig.12. Suppose
that the sources; andS, encode their information independently from each other.céafe allocate one
part of the network to carry only information fro, and another part to carry only information from

8. In this case only one source is able to communicate reliabtler one link error. However, if coding
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Fig. 2._ A simple example to show that in the multiple sourceecia-network coding is required to achieve the networkrecosrection
capacity.

at the middle nodes$V; and NV, is employed, the two sources are able to share network d¢ggacsend
redundant information, and each source is able to commugniesiably at capacity under a single link
error. This shows that in contrast to the single source aasing across multiple sources is required, so
that sources can simultaneously use shared network capaci#end redundant information, even for a
single sink.

In Section VIl we show that for the example network in Hi§. 2 ttapacity region is given by

R1 S mes, — 2z
Ry <mg, — 22 (2)

R1 + R2 S ms,.s, — 22,

where for: = 1, 2, rate R; is the information rate of;, min-cutmg, is the minimum cut capacity between
S, and sinkT', min-cutms, s, is the minimum cut capacity betweeh, S, and7” and z is the known
upper bound on the number of link errors. Hence, similarlgitgle-source multicast, the capacity region
of a multi-source multicast network is described by the settbounds. From that perspective, one may
draw a parallel with point-to-point error-correction. Hewver, for multi-source multicast networks point-
to-point error-correcting codes do not suffice and a canedtdvork code design is required. For instance,
the work of [14], which applies single-source network eworrecting codes for this problem, achieves

a rate-region that is strictly smaller than the capacityaed?) whenms, + ms, # ms, s, [15].

V. OUR RESULTS

In this paper we consider a “side-channel” model and an “soient” adversarial model. In the former,
the adversary does not have access to all the informatiafablain the network, for example as inl[9],

[16] where the sources share a secret with the sink(s) inmeévaf the network communication. Lét



be the set of sources in the netwokkbe the number of source®; be the multicast transmission rate
from sourceS;, 1 <i < s, to every sink, and for any non-empty sub&etC S let mgs: be the minimum
min-cut capacity between any sink asd

In Section V] we prove the following theorem:

Theorem 1. Consider a multiple-source multicast network error-catien problem on networg—possibly
with unknown topology—where each source shares a randoretseith each of the sinks. For any errors

on up toz links, the capacity region is given by:

> Ri<mg—2VS'CS. (3)

i€T(S")

and every point in the rate region can be achieved with a pmiyial-time code.

By capacity region we mean the closure of all rate tugles, . .., Rs) for which there is a sequence of
codes of lengtt?, message setg; = {1,...,J;} and encoding and decoding functiofi}, {¢;} for
every node in the network and every sink so that for every > 0 andé > 0 there is integel.(e, §) > 0
such that for every > L(e,d) we haveilog| 7’| > R; — e and the probability of decoding error at any
sink is less tham regardless of the message.

In “omniscient” adversarial model, we do not assume anytétion on the adversary’s knowledge,
i.e. decoding should succeed farbitrary error values. In Section VII-A we derive the multiple-acees
network error-correction capacity for both the cohererd aon-coherent case. We show that network
error-correction coding allows redundant network capattitbe shared among multiple sources, enabling
the sources to simultaneously communicate reliably at thdividual cut-set capacities under adversarial

errors. Specifically, we prove the following theorem:

Theorem 2. Consider a multiple-source multicast network error-catren problem on networlky whose

topology may be unknown. For any errors on upzttinks, the capacity region is given by:

> R <ms —2:VS CS. (4)
i€Z(S")

The rate-regions are, perhaps not surprisingly, largetHerside-channel model than for the omniscient
adversarial model.
Finally, in Sectioi_ VII-B we provide computationally efféit distributed schemes for the non-coherent

case (and therefore for the coherent case too) that arepéiteal for correction of network errors injected



by computationally unbounded adversaries. In particalar,code construction achieves decoding success
probability at leastl — |s||E|/p wherep is the size of the finite field, over which coding is performed,
with complexity O (¢/m!S!), which is polynomial in the network size.

The remainder of the paper is organized as follows: In Se@fove formally introduce our problem
and give some mathematical preliminaries. In Sectioh VI weivé the capacity region and construct
multi-source multicast error-correcting codes for theesittannel model. In Sectidn_VII, we consider
two network error-correction schemes for omniscient agsiwgr models which are able to achieve the
full capacity region in both the coherent and non-coheresec In particular, we provide a general
approach based on minimum distance decoding, and then iefioea practical code construction and
decoding algorithm which has polynomial complexity (in prameters except the number of sources).
Furthermore, our codes are fully distributed in the sens¢ diifferent sources require no knowledge of
the data transmitted by their peers, and end-to-eadall nodes are oblivious to the adversaries present
in the network and simply implement random linear networdling [17]. A remaining bottleneck is that
while the implementation complexity (in terms of packeatgdéh, field-size, and computational complexity)
of our codes is polynomial in the size of most network paramsetit increases exponentially with the
number of sources. Thus, the design of efficient schemes farge number of sources is still open.

Portions of this work were presented in [18] and(in/[19].

V. PRELIMINARIES

A. Model

We consider a delay-free acyclic netwogk= (V,£) whereV is the set of nodes anél is the set
of edges. The capacity of each edge is normalized to be onbdywh the finite fieldF, per unit time
wherep is a power of a prime. Edges with non-unit capacity are matlake parallel edges.

There are two subsetS, 7 C V of nodes whereS = {S5;,S,,...,S,} is a set ofs sources and is
a set of sinks within the network. L&®; be the multicast transmission rate frafp 1 < : < s, to every
sink. For any non-empty subs&t C S, let Z(S’) C {1,2,..., s} be the indices of the source nodes that
belong toS’. Let ms be the minimum min-cut capacity betweéh and any sink. For each let C; be
the code used by souréelLet Cs be the Cartesian product of the individual codes of the smuncS’.

Within the network there is a computationally unboundedeasiary who can observe all the transmis-
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sions and inject its own packets on upztdinksﬂ that may be chosen as a function of his knowledge of
the network, the message, and the communication schemdo@dt®n of thez adversarial links is fixed
but unknown to the communicating parties. In case aide-channel modethere additionally exists a
random secret shared between all sources and each of tteasnk [9], [16].

The sources on the other hand do not have any knowledge ahclitother’s transmitted information
or about the links compromised by the adversary. Their go#b jjudiciously add redundancy into their

transmitted packets so that they can achieve any rate-wifién the capacity region.

B. Random Linear Network Coding

In this paper, we consider the following well-known distribd random linear coding scheme[17].

Sources:All sources have incompressible data which they wish tovdelio all the destinations over
the network. Sourcé; arranges its data into batchesipfpackets and insert these packets inth a ¢
message matrix\/; over F, (the packet-length? is a network design parameter). Each sous¢ehen
takes independent and uniformly random linear combinatimrerF, of the rows of)/; to generate the
packets transmitted on each outgoing edge.

Network nodes:Each internal node similarly takes (uniformly) random &necombinations of the
packets on its incoming edges to generate packets traesnaitt its outgoing edges.

Adversary:The adversarial packets are defined as the difference betieereceived and transmitted
packets on each link. They are similarly arranged into a imn&irof size z x /.

Sink: Each sinkt € 7 constructs aB x ¢ matrix Y over F, by treating the received packets as
consecutive lengtli-row vectors ofY. Since all the operations in the network are linear, each kas

an incoming matrixy” that is given by
Y:T1M1+T2M2—|—...+TSMS—|—TZZ, (5)

whereT;, 1 < i < s, is the overall transform matrix fron$;, to t € 7 andT, is the overall transform

matrix from the adversary to sinke 7.

C. Finite Field Extensions

In the analysis below denote [i#/"*" the set of alln x n matrices with elements froifi,. The identity

matrix with dimensionn x m is denoted by/,,, and the zero matrix of any dimension is denoted(hy

INote that since each transmitted symbol in the network isnf finite field, modifying symbolz to symbol y is equivalent to
injecting/adding symbol — z into x.



The dimension of the zero matrix will be clear from the contstated. For clarity of notation, vectors

are in bold-faced.g. A).

Every finite fieldF,, wherep can bealgebraically extendgi[ZO] to a larger finite fieldF,, where
q = p" for any positive integer.. Note thatF, includesF, as a subfield; thus any matrix € F**¢ is
also a matrix inF,;”‘. Hence throughout the paper, multiplication of matricesfrdifferent fields (one
from the base field and the other from the extended field) @&l and is computed over the extended

field.

The above extension operation defines a bijective mappithgeeaF,"*" andF;" as follows:

« For eachA € F;™", the folded version ofd is a vectorA’ in F,* given by Aa"™ wherea =
{ai,...,a,} is a basis of the extension fiel}, with respect tdF,. Here we treat the™ row of A
as a single element iR, to obtain thei element ofA’.

« For eachB < F", the unfolded version oB is a matrix B* € F;"*". Here we treat the" element

of B as a row inF,*" to obtain thei" row of B*.

We can also extend these operations to include more germaaros. Specifically any matrid €
F,»< can be written as a concatenation of matrices= [4, ... A/], where A, € F;™". The folding
operation is defined as followst/ = [A{ . .Af]. Similarly the unfolding operatiom can be applied to
a number of submatrices of a large matrix, e[d] ... AJ]* = [(A])*... (A))"] = [4,... A/

In this paperdouble algebraic extensiorere also considered. More precisely I&f be an algebraic
extension fromF,, where@ = ¢ = p"V for any positive integefV. Tablel] summarizes the notation of

the fields considered.

TABLE |
SUMMARY OF FIELD NOTATIONS

Field| F, | T, Ty
Size| p |q=p"|Q=¢"

Note: Of the three field¥,, F, andF, defined above, two or sometimes all three appear simultaheou
in the same equation. To avoid confusion, unless othervapeseified, the superscrigt for folding is from

F, to F,, and the superscript for unfolding is fromF, (or Fy) to I,

%Let F,[2] be the set of all polynomials ovéf, and f(z) € F,[z] be an irreducible polynomial of degree ThenTF,[x]/f(x) defines
an algebraic extension fielfl,» by a homomorphic mapping_[20].
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D. Subspace codes

In [11] an algebraic framework was developed for the noneceht network scenario in the single-
source case. The idea behind it is to treat the fixed-lengthgia as the vector subspaces spanned by
them. Then what really matters at the decoder is the subgpareed by the received packets rather than

the individual packets.

Let V' be the vector space of lengthsectors over the finite field,, representing the set of all possible
values of packets transmitted and received in the netwakPIL}") denote the set of all subspaceslof
A code(C consists of a nonempty subset®fV), where each codeword € C is a subspace of constant

dimension.

Subspace errors are defined as additions of vectors to themitied subspace and subspace erasures
are defined as deletions of vectors from the transmittedpsides Note that depending on the network
code rate and network topology, network errors and eradwaeslate differently to subspace errors and
erasures. For instance, subject to the position of adyemnsdhe network, one network error can result in
both dimension addition and deletion (i.e., both subspae® and subspace erasure in our terminology).
Let p be the number of subspace erasures antllbetthe number of subspace errors caused bgtwork

errors.

The subspace metric [11] between two vector spdged/, € P(V) is defined as

ds(Ul, Ug) = d1m(U1 + Ug) — d1m(U1 N Ug)

In [11] it shown that the minimum subspace distance decodarsuccessfully recover the transmitted

subspace from the received subspace if
2(p +1t) < D",

whereDg“in is the minimum subspace distance of the code. Note dhateats insertions and deletions
of subspaces symmetrically. 10 _[21] the converse of thisestant for the case when information is

transmitted at the maximum rate was shown.

In [22] a different metric onV/, namely, the injection metric, was introduced and shownnprove

upon the subspace distance metric for decoding of non-aondimension codes. The injection metric
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between two vector spacé§, U, € P(V) is defined as

d[(Ul, UQ) = max(dim(Ul), dlm(Ug)) - d1m(U1 N UQ)

= dim(U; + Uz) — min(dim(U;), dim(Us)).

dy can be interpreted as the number of error packets that amsaslyeneeds to inject in order to transform
input spacel/; into an output spacé&,. The minimum injection distance decoder is designed to deco
the received subspace as with as few error injections ashpp@sNote that for constant-dimensional codes

ds andd; are related by

1
dI(U17 UZ) = §dS(U17 UZ)

E. Gabidulin Codes and Rank Metric Codes

Gabidulin in [23] introduced a class of error correcting esadverF,;"*". LetX & Ff be the information
vector,G € F;**® be the generator matrix(GX)" € F7*" be the transmitted matrix; € F;**" be the
error matrix, and(GX)" + Z € F*" be the received matrix. Then decoding is possible if and @nly
rankZ) < | 4], whered = m — R + 1 is the minimum distance of the code.

The work of [8] utilizes the results of [23] to obtain netwagkror-correcting codes with the following

properties:

Theorem 3 (Theorem 11 in[[B]) Let Z be expressed ag = Eie[m L,E;, such that:
. For eachi € [1,7], L; e F;**! and E; € F}*™;
. For eachi € [1, ], L; is known a priori by the sink;
. For eachi € [+ 1, + 9], E; is known a priori by the sink;
e 2T—p—0<d-1,

using Gabidulin codes the sink can decadewith at mostO(mn) operations ovetr,,.

When = § = 0, Theoreni B reduces to the basic case where the sink has nokpowledge about
Z.
For any matricesB; € F,”*™ and B, € F;"?*™ the following proposition holds and is a direct

consequence of Corollatyin [8]:
Proposition 1. ds((B1), (Bs)) < 2rank(B; — Bs)

where(B;), (B,) are the row-spaces of matricés, B, respectively.



12

VI. SIDE-CHANNEL MODEL

The side-channel model is an extension of the random seadelntonsidered in [16] to the case of
multiple sources. In that model every source shares a umijodistributed random secret with each of
the sinks. For each source the “secret” consists of a setrabsls drawn uniformly at random from
the base field®, and the adversary does not have access to these secret syififisl set of uniformly
random symbols can be shared between each source and tkeestimr before the transmission starts
or during the transmission through a low capacity channa ith secret from the adversary and cannot
be attacked by it. Each source has a different secret fronhalbther sources which makes this scheme
distributed.

Proof of Theoreni]1: Converséet/;;,j =1,...,n;, be the outgoing links of each sourcg i =
1,...,s. Take anyS’ C S. We construct the grapis: from G by adding a virtual super source node
wsr, andn; links [} ;. j = 1,...,n;, from ws to sources; for eachi € Z(S’). Note that the minimum cut
capacity betweems and any sink is at leastis,. Any network code that multicasts rateé from each
sourcesS;,i € Z(S’) overG corresponds to a network code that multicasts r@ R; from wg to all
sinks overGs:; the symbol on each link ; is the same as that on link;, andletzkfgl)coding operations at
all other nodes are identical fof and Gs.. For the case of a single source, the adversary can choose the
z links on the min-cut and set their outputs equal to zero. &loee in this case the maximum possible

achievable rate? is
R<SC—-z2 (6)

where(C' is the multicast min-cut capacity of the network. The coseefollows from applying inequality
(@) to ws for eachS’ C S. [ ]
Achievability: In the case of the side-channel model, for notational caevee, we will restrict
ourselves to the analysis of the situation where there ahg two sourcesS;, S, € V transmitting
information to one sink € V, since the extension of our result to more sources and ssrétsaightforward
and analyzed briefly in Sectidn VIII.
Encoding: SourceS; encodes its data into matriX; € FPR“(Z‘M of size Ry x (¢ — «), wherea =
mg, s, + 1, with symbols fromF, and arranges its message intfy = [Ll X1] where L, € Ff1* is
a matrix that will be defined below. Similarly, sour& arranges its data into matrix/, = [Lz XQ]

where L, € F x> will be defined below and\, € Fi2x(-a),
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The shared secret between sourSe and sink ¢t is composed of a length~ vector W; =
[wﬂ .. w| € Fp** and a matrixH; € Fl%**, where the elements of bofl¥; and H; are drawn
uniformly at random froniF,. The vectoriV; defines aparity-checkmatrix P; € F** whose(m, n)-th
entry equals(w;,)™, i.e., the elementw;, taken to them™ power. The matrixL; is defined so that the

following equality holds
Hi = MP; = [Li Xi] — | = LiVi+ X, P, (7)

whereV;, P, correspond to rowg1,...,a} and{a +1,...,¢} of matrix P; respectively. MatrixV; €
Fy*< is a Vandermonde matrix and is invertible whenever vebitpicontains pairwise different non-zero
elements froniF,, elselV; is non-invertible which happens with probability at mest/p (each of the
elementsw;; is zero or identical to another element with probability aistry/p). Whenever the matrix
V; is invertible sourceS; solves equatiori{7) to find; and substitutes it into matriX/;. When the matrix

V. is non-invertible therl; is substituted with the zero matrix.

Linear Coding: Once matricesM;, M, are formed then both sources and the internal nodes perform

random linear network coding operations and therefore sigéts

Y = T1M1 + T2M2 + TZZ

M,

oY =|n 7 1] |Mm €)

whereT; € F;n‘sleQXRi andT, € Fpmsl,sQXZ_

Decoding: Assume that matrix” € F;*s1.52*¢ has column rank equal to and matrixYs € Fmsi.s2*"
containsr linearly independent columns df. Since all the columns ot” can be written as linear
combinations of columns of*, thenY = Y*F where I’ € F;**. The columns of)M;, M, and Z

corresponding to those i® are denoted ad/; € Ff2x", M5 € Ff2*" and Z* € F7*" respectively.
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Therefore

My
Ve = [T1 T TZ] M3 ()
ZS
and by using equation§l(8).1(9) we have
M, M;

Y:WF%hiﬂfd My| =7 T L] g | F

ThereforeM; = M; F and M, = M3 F since for large enough, matrix [TI T, Tz] is invertible with
high probability [9]. Consequently, equatidd (7) can betteri asM; (F' P,) = H; where matriced”, P,
and H, are known and matrix/; is unknown and can be found using standard Gaussian elimmat
As in [9] it can be proved that the solution obtained by the €3&n elimination is with high probability
the unique solution to equatiavi; P, = H;. Indeed, using Claim 5 of [9], for aan # M; the probability
(over wyy, ..., wi,) that Mf(FPl) = H, is at most(ﬁ)a. Since there arg@’ " different matricesM,
(M, = M;F and M; e FF ") by taking the union bound over all differedt;; (Corollary 6 in [9])
we conclude that the probability of having more than one tgmtufor equation), P, = H; is at most
pftims;,s, (;ﬁ)a < % Decoding of X, is similar.
Probability of error analysisin order for the decoding to fail one or more of the followirigee events

should occur:

1) At least one of the network transform matric[aﬂsl T, Tz] is not full column rank. According

to [17], this happens with probability less th{n'g| )% where|£|, | T| is the number of edges

z

and the number of sinks in the network. Te(rﬁg| ] is the number of different sets aflinks the

adversary can attack ar@ is an upper bound for the probability that matr{ijv1 T, Tz} is not

full column rank when the adversary has attacked a specifiofdenks.



15

2) Either of the Vandermonde matric&% or V5, are not invertible. By using the union bound this
happens with probability at mogt?/p.
3) There are more than one solutions for equatidfj F' P;) = H; for i € {1,2}. This happens with
probability at moseee /p = 20515+ /p,
Hence, it is not difficult to see that the probability of decwfailure can be made arbitrarily small as
the sizep of the finite field increases. Moreover increasihgithout bound we can approach any point
inside the rate-region. The decoding complexity of the algm is dominated by the complexity of the

Gaussian elimination that i9(¢/mj, ,).

VIl. OMNISCIENT ADVERSARIAL MODEL
A. General approach

In this section we construct capacity-achieving codes i@ multiple-source multicast non-coherent
network scenario. We use the algebraic framework of sulespades developed in [11], which provides
a useful tool for network error and erasure correction ovaregal unknown networks. In Section V-D,
we gave basic concepts and definitions of subspace netwoksaweeded for further discussion.

In the proof of Theoreni]2 we show how to design non-coheretwark codes that achieve upper
bounds given byl (4) when a minimum (or bounded) injectionagise decoder is used at the sink nodes.
Our code construction uses random linear network codingtatmediate nodes, single-source network
error-correction capacity-achieving codes at each soar@ an overall global coding vector. Our choice
of decoder relies on the observation that subspace eraatgesot arbitrarily chosen by the adversary,
but also depend on the network code. Since, as we show beitiwhigh probability in a random linear
network code, subspace erasures do not cause confusioedretinansmitted codewords, the decoder
focuses on the discrepancy between the sent and the receidsivords caused by subspace errors.
The error analysis shows that injection distance decodilegeeds with high probability over the random
network code. On the other hand, the subspace minimum destairthe code is insufficient to account for
the total number of subspace errors and erasures that can d&és is in contrast to constant dimension
single-source codes, where subspace distance decodiggiigkent to injection distance decodirig [22].

Proof of Theorem]2: Convers@he proof is similar to the converse of the proof of Theotémithw
the exception that after connecting any subset of soust&s S by a virtual super-source nodes/, we

apply the network Singleton bound [6] tos: for eachS’ C S.

3From the three probability events the third one dominatesather two when packet size is large.
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Achievability: 1) Code constructionConsider any rate vectdiR,, . .., R;) such that

> Ri<mg—2:Y8CS. (10)
i€T(S")
LeteachC;,i =1,..., s be a code consisting of codewords that Aredimensional linear subspaces. The

codeword transmitted by sourc® is spanned by the packets transmitted$y From the single source

case, for each sourde=1,...,s we can construct a cod& where
ki > R; + 2 (11)

that corrects any additions [9]. This implies that by [21]7; has minimum subspace distance greater

than2z, i.e. for any pair of distinct codewords, V; € C;
ds(V;, V) = dim(V;) + dim(V}) — 2dim(V; N V/) > 2z.
Hence,
dim(V;NV/) <k;—2z VV,V/ eC,. (12)

By (1), we have:
Y k> > R4S
i€Z(S") i€Z(S")
Therefore, by combining it witH (10) and scaling all sourates and link capacities by a sufficiently large

integer if necessary, we can assume without loss of gehethit we can choosg; satisfying

Y ki<me+(S|-2)z2VS CS. (13)

1€Z(S")

We can make vectors from one source linearly independenteofovs from all other sources by

prepending a Iengtf{—z k;) global encoding vector, where thgh global encoding vector; =
i€Z(S)
1’27"'7Zi61(8) k;, is the unit vector with a single nonzero entry in thih position. This adds an

overhead that becomes asymptotically negligible as pdekgth grows. This ensures that

dim(V; NV;) = 0 Vi £ j, Vi € G, V; €C. (14)
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Error analysis:Let X € Cs be the sent codeword, and |Btbe the subspace received at a sink. Consider
anyS’ C S. LetS’ =S8\S'. LetX = VW, whereV € Cs/, W € Cy andV is spanned by the codeword
V; from each codé&;,: € Z(S’). We will show that with high probability over the random net code,
there does not exist another codewadfd= V' & W, such thatV” is spanned by a codeword’ # V;
from each code;,i € Z(S’), which could also have producdé under arbitrary errors on up tolinks

in the network.

Fix any sinkt. Let R be the set of packets (vectors) receivedtbye. R is the subspace spanned by
‘R. Each of the packets iR is a linear combination of vectors froi and W and error vectors, and can
be expressed gs = u, + wp, Wherew,, is in W and the global encoding vector af, has zero entries
in the positions corresponding to sources in 5e¥’).

The key idea behind our error analysis is to show that witln lpgobability subspace deletions do not
cause confusion, and that more thaadditions are needed fof be decoded wrongly at the sink, i.e we

will show that
di(R,V' & W) =dim(R) —dim(RN (V' & W)) > 2.

Let P = spa{u, : p € R}. Let M be the matrix whose rows are the vectprs R, where thejth
row of M corresponds to thgth vectorp € R. Similarly, let M, be the matrix whosgth row is the
vectoru,, corresponding to thgth vectorp € R, and let)/;, be the matrix whosgth row is the vector
wp, corresponding to thgth vectorp € R. Consider matricesi, B such that the rows ofiM, form a

basis forP NV’ and, together with the rows a8, form a basis forP. The linear independence of

AMy | AM : : : :
the rows of implies that the rows o are also linearly independent, since otherwise
BM, BM
there would be a nonzero matrix such that
AM [ AN,
=0=D =0
BM BMs,
AM,
=D =0,
BM,

a contradiction. Fow,, in W, u, + wy, is in V' @ W only if u,, is in V', because the former implies
u, = u, +wp, — Wy is in V' @ W and sinceu,, has zero entries in the positions of the global encoding

vector corresponding t6(S’) it must be inV’. Thus, since any vector in the row spaceRi/,, is not in
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V', any vector in the row space @M is not in V' @& WW. Since the row space dBM is a subspace of
R, it follows that the number of rows aoB is equal todim(P) — dim(P NnV’) and is less than or equal

to dim(R) — dim(R N (V' & W)). Therefore,

di(R, V' & W) = dim(R) — dim(R N (V' & W) (15)

> dim(P) — dim(P NV").

We next show that for random linear coding in a sufficientiggéafield, with high probability
dim(P) —dim(PNV’) > z (16)

for all V' spanned by a codeword’ # V; from each cod&;,i € Z(S').

Consider first the network with each sourcen S’ transmittingk; linearly independent packets from
V;, sources inS’ silent, and no errors. From the maxflow-mincut bound, ang xector (i, ..., kis/),

such that

d hi<mse ¥S'C S

ies"”
can be achieved. Combining this with {13), we can see thahénerror-free case, each € S’ can

transmit information to the sink at rafe — (\‘9“\37% for a total rate of

> ki— (8] -2) (17)

i€T(S")

With sources inS’ still silent, consider the addition af unit-rate sources corresponding to the error links.
The space spanned by the received packets corresponds@onsider anyi”’ spanned by a codeword

V! # V; from each code;,i € Z(S').

Let Z be the space spanned by the error packets, and tet: be the minimum cut between the error
sources and the sink. Lét = P, & Pz, where P, = PN Z and Py, is a subspace di’. There exists a

routing solution, which we distinguish by adding tildes iaraotation, such thatim P, = 2’ and, from

@), dim P > > ki — (18| - 2)z, so

i€Z(S")

dim(Py) > > ki — (IS = 2)z - 2" (18)
1€Z(S")
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Note that, by[(14), a packet froivi is not in anyV} € C;,j # 4, and hence is i/’ if and only if it is
in V/. Therefore, by[(12)

dim(Py N V) < Y dim(VinV)) < Y ki — |8z

i€T(S") ieT(S")

Therefore, using (18) we have

dim(Py U V") = dim(Py) + dim(V’) — dim(P, N V')

> dim(Py) + dim(V") + |S'|z — Z k;

1€Z(S")
> Y k= (8-2)z -2 +152
i€L(S)
= ) ki+2:-2> ) ki+=
i€Z(S") i€Z(S")

Then

and this also holds for any or fewer errors, all sinks, and all’ spanned by a codeword’ # V; from

each code’;,i € Z(S'). Then, [(16) follows by

dim(P) — dim(P NV') = dim(P U V') — dim(V").

Hence, using[(16) and_(115),

di(R, V& W) =dim(R) —dim(RN (V' & W))
> dim(P) — dim(PNV') > z
Thus, more than additions are needed to produBgrom Y = V'@ 1. By the generic nature of random

linear coding, with high probability this holds for a$§/. Therefore, at every sink the minimum injection

distance decoding succeeds with high probability over gmelom network code.
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Decoding complexityTake any achievable rate vectoR;, R,, ..., R,). For eachi = 1,...,s, S; can
transmit at mosp” independent symbols. Decoding can be done by exhaustivehs&ehere the decoder
checks each possible set of codewords to find the one withhmimi distance from the observed set of
packets, therefore, the decoding complexity of the minimuj@ction distance decoder is upper bounded

by O(p'>i=1 1), u

B. Polynomial-time construction

Similar to the side-channel model, we will describe the céatethe case where there are only two
sourcesS;, S, € V transmitting information to one sink € V, since the extension of our results to
more sources and sinks is straightforward and analyzedlybiie Section[VIIl. To further simplify the
discussion we show the code construction for rate-tUgle R,) satisfyingR; < ms, —2z, Ry < mg,—2z,

Ry + Ry + 22 = mg, s, and exactlymg, s, edges incident to sink (if more do, redundant information
can be discarded).

Encoding:Each sourcss;, i € {1,2}, organizes its information into a matri; € F/%**"" with elements
from IF,, wheren = R; + 22, N = R, + 2z andk is an integer (and a network parameter). In order to
correct adversarial errors, redundancy is introducedutiitdhe use of Gabidulin codes (see Secfionl V-E
for details).

More precisely the information @, can be viewed as a matriX, € F/"**V whereF, is an algebraic
extension offF, and ¢ = p" (see Sectiofh V-C for details). Before transmissi®n is multiplied with a
generator matrix(7; € F >, creatingG, X, € F**¥ whose unfolded versiod/; = (G, X;)" is a
matrix inF;»>k"~ The information ofS, can be viewed as a matriX, € IF‘S?X’“, wherelF, is an algebraic
extension ofF, where @ = ¢" = p"V. Before transmissiorX, is multiplied with a generator matrix,
Gy € Fy*™, creatingGy X, € Fy** whose unfolded versiod/, = (G»X,)" overF, is a matrix in
FN>knN_Both G; and G, are chosen as generator matrices for Gabidulin codes aredthavcapability
of correcting errors of rank at mostover[F, and[F, respectively.

In the scenario where sinkdoes not knowl; and7; a priori the two sources append headers on
their transmitted packets to convey information ab®utand 7, to the sink. Thus sourcé; constructs
message matrix/; = [[n 0] M{] with the zero matrixO having dimensions x N, and sourceS,
constructs a message matr{i@ In Mg} with the zero matrixO having dimensionV x n. Each row
of matricesM;, M, is a packet of lengthl = knN +n + N.

Before we continue with the decoding we need to prove thevielilg two Lemmas:
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Lemma 1. Folding a matrix does not increase its rank.

Proof: Let matrix H € F,"**" has rankH) = r in field F,. ThusH = WZ, whereZ € F,**" is of
full row rank andW € F;*" is of full column rank. After the folding operatiodl becomes{/ = W 7/

and therefore has rank in the extension figld whereq = p", is at mostr, i.e. rank H') < r. u
Lemma 2. Matrix [TlGl Tz} € Frsvs2*ms1s: s invertible with probability at least — |£]/p.

Proof: Let X’ be the set of random variables ou&y comprised of the local coding coefficients used

in the random linear network code. Thus the determinanﬁ:/qt;1 TQ} is a polynomialf(X) overF,

of degree at mosfE| (see Theorem 1 in [17] for details). Since the variabksn f(X') are evaluated
over[F,, f(X) is equivalent to a vector of polynomialg; (&X'), fo(X), ..., fu(X)), where f;(X) € F,[X]

is a polynomial oveif, with variables inX. Note thatf;(X’) also has degree no more thgf| for each

i €{1,...,n}. Thus once we prove that there exists an evaluatioA’ gfuch thatf is a nonzero vector
over F,, we can show that matri>ET1G1 Tz] is invertible with probability at least — |£|/p by the
Schwartz-Zippel lemmeé [24] (Proposition 98).

Since Ry + N = mg,s,, Bi < mg, and N < mg,, there existR, + N edge-disjoint-
pathsP}, P;,..., Pk, from S, tot andPE, P;,..., Py from S, to t. The variables inY are evaluated

in the following manner:

1) Let O be the zero matrix i7", We choose the variables ik so that theR; independent rows
of [Gl 0} e F;*™msis: correspond to routing information frod; to ¢ via Py, . .. ,73}%1.

2) Let {Ugr,+1,Ur,12,..-,Ung s, } De N distinct rows of the identity matrix iff;"si.s2*™s1.52 such
that for eachi € {1,..., N}, ug,4; has the element located at position?, + i. Then theseV
vectors correspond to routing information frafa to sink ¢ via P?, Pz, ..., P3.

G, O

Under such evaluations of the variables Ay matrix [T1G1 Tz] equals | , Where G €
O In

F /< consists of theR; independent rows of7;. Hencef is non-zero. Using the Schwartz-Zippel
Lemmaf # 0 and thus[TlG1 Tz} is invertible with probability at least — |£|/p over the choices of
X. |

Decoding: The two message matrice®/;, M, along with the packets inserted by the adversary are

transmitted to sink through the network with the use of random linear networkimgpdsee Sectioh V-B)
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and therefore sink gets:

Y - T1M1 + T2M2 + TZZ

Y=y v, vi|=|n n 4|+F (19)

where A = Ty M| + Ty M, € Fjrsis:*knN gand E € F"s1.s2:*¢ has rank no more than over fieldF,. Let
E = [El E, Eg}, where By € Fjrsvs:*n By € Fprsvs:*N and By € Fjrsvs: kN Sink ¢ will first
decodel, and thenl/;.

Stage 1: Decoding\,: Let Y, = [YlGl Y, Ygf] be a matrix inIFgLsLsQX(RHNMN), To be precise:

Yo = |nG noAf|+ |EGy By B (20)

Sink t uses invertible row operations ovéf, to transformY, into a row-reduced echelon matrix
[TRRE MRRE] that has the same row space ¥s whereTrpr hasms, s, = Ry + N columns and

Mgrre haskN columns. Then the following propositions are from the reSybroved in [8]:

L _ Ic+LUT v

Proposition 2. 1) The matrix |T;,; Mgge| takes the form[TRRE MRRE} = e
O E

whereU, € F** comprises of: distinct columns of th€’ x C' identity matrix such that/}r = 0

and UTL = —I,. In particular, L in FC*# is the “error-location matrix”, r € FC** is the

“message matrix”, andE € F2*#N is the “known error value” (and its rank is denote.

~

X e
2) Let X = "| ande = » — X and r = rank . Then27 —  — ¢ is no more than
M] 0 E
2

d5(<[TRRE MRRE}>><[ImSLS2 X]>), i.e., the subspace distance betwe<e[rTRRE MRRED

wa{[1,.., ]’

m{‘sl ,Sa}

3) There existr column vectord.;, L, ..., L, € FC and 7 row vectorsEy, E,, ..., E, € F,/**¥ such

thate = > | L;E;. In particular,L;, Lo, . . ., L, are the columns of , andE, 11, E, 2,...,E 45

€1,

are the rows off.

In the following subscript/ stands for the las¥ rows of any matrix/vector. Then we show the following

for our scheme.

Lemma 3. 1) Matrix ¢, = ry — MJ can be expressed as;, = >icio,..r(Li)aEi, where
(L1)a, (La)a, - - -, (L,,)q are the columns of; andE,;1,E,.», ..., E, s are the rows off.

41) is from Prop. 7, 2) from Thm. 9, and 3) from Prop. 10[in [8].
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2) With probability at leastl — |£|/p, 27 — p—§ < 2z

Proof: 1) It is a direct corollary from the third statement of Propiasif2.

2) Using the second statement of Proposifion 2 it suffices tegmith probability at least — |£|/p,
s [one Mns] ) ([, o, X])) <22

As shown in the proof of Lemmal 1, the columns Bﬁ are in the column space aof; (and
then of £) over F,. Thus [E1 E, E:{} and therefore[ElG1 E, E:{] has rank at most equal to
z over F,. Using Propositior_]1 and:(IZO)is((}@),<[T1G1 T, AJ”D) is no more than2z. Since
d5(<[TRRE MRRE]>><Ya>)
=0, we haveds(< [TRRE MRRE} > ; < [TIG1 T, Af} >) < 2z.

Using LemmalR, matrixD = [T1G1 TQ} is invertible with probability at least — |£|/p, so
[]msl,SQ X] has zero subspace distance fr(%m DX] = [T1G1 T, Af]. Thus,

s [re 3]} (e, ]2

u
In the end combining Lemnid 3 and Theorem 3 simlan take(L,, £, ) as the input for the Gabidulin
decoding algorithm and decodé, correctly.
Stage 2: DecodingX;: From ([19) sinkt getsY = [Tl +FE, Ty+FE, A+ E;|, computes(7, +
E,)M,, and then subtracts matri%@ (Ty + Ey) (T + Ez)Mz} from Y. The resulting matrix hasv

zero columns in the middle (columm+ 1 to columnn + N). Disregarding these we get:
Y’ = [T1 TlMl] + [El E; — EZMZ} :

The new error matrixy’ = [El E; — EzMz} has rank at most overF, since the columns of’ are
simply linear combinations of columns & whose rank is at most. Therefore the problem degenerates
into a single source problem and sinlcan decodeX; with probability at leastt — |£|/p by following
the approach in |8].

Summarizing the above decoding schemeXgrand X5, we have the following main result:

Theorem 4. Eacht can efficiently decode the information from all sources ectly with probability at

least1 — [s||E]/p.

Decoding complexityFor both coherent and non-coherent cases the computatommaplexity of
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Gabidulin encoding and decoding of two source messagesnsndted by the decoding aoX,, which
requiresO(nNmgllog(pnN)) operations ovelF, (see [8]).

To generalize our technique to more sources, consider aorletwith s sourcesS;, S,,...,Ss. Let R;
be the rate ofS; andn; = R; + 2z for eachi € [1, s]. A straightforward generalization uses the multiple-
field-extension technique so th&t uses the generator matrix over finite field of si#e™2-". In the end
the packet length must be at leagt= n,n, ... n,, resulting in a decoding complexit9(msn log(pn,))
increasing exponentially in the number of soureed hus the multiple field-extension technique works
in polynomial time only for a fixed number of sources.

Note that the intermediate nodes work in the base figldo perform random linear network coding.
The multiple-field-extension is an end-to-end techniquee, only the sources and sinks use the extended

field.

C. Coherent case

Sectiong VIT'VIT-A and [VII-B give code constructions for then-coherent coding scenario. Note that
a non-coherent coding scheme can also be applied in theasghsetting when the network is known.
Hence, the capacity regions of coherent and non-coherdmtorie coding for the same multi-source

multicast network are the same. However, both the constnsbf Sections[_VII-A and[_VII-B include

an overhead of incorporating a global coding vector. Tleeeefthey achieve the outer bounds given by
(4) only asymptotically in packet length. In contrast, ir ttoherent case, the full capacity region can be
achieved exactly with packets of finite length, as shown @ ftillowing:

Proof of Theoreri]2, coherent case achievabilitye first construct a multi-source multicast network
code(C for G that can correct angz errors with known locations, called erasureslin/[25]. We oar
the result of [[26] for multi-source multicast network coglim an alternative model where on each link
either an erasure symbol or error-free information is nei by observing the following correspondence
between the two models. We form a graghby replacing each linK in G with two links in tandem
with a new nodey, between them, and adding an additional source noderate2z connected by a new
link k; to each node),. We use the result from [26] to obtain a multi-source netwookle that achieves
a given rate vector under any pattern of erasure symbols thaththe maxflow-mincut conditions are
satisfied for every subset of sourcesdh In particular, if erasure symbols (by the definition lof |[Ré}e
received on all bukz of the new linksk; (corresponding t@z erasures iry by the definition of [25]),

all the original sources can be decoded.
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Letl;,;,7 = 1,...,n;, be the outgoing links of each soureg: = 1,...,n. Next, we construct the
graphgs from G by adding a virtual super source nogeandn; links ; ;,j = 1,...,n;, from w to each
sources;. Then the codé& for the multi-source problem corresponds to a single-suetwork codes
on Gs where the symbol on each lirk; is the same as that on link;, and the coding operations at all
other nodes are identical f@fss and Gs.

By [25] the following are equivalent in the single-sourcesea

1) a linear network code has network minimum distance at 2as- 1

2) the code corrects any error of weight at most

3) the code corrects any erasure of weight at n2est

This implies thatCs has network minimum distance at le@st+ 1, and so it can correct anyerrors.

VIII. EXTENSION TO MORE THAN TWO SOURCES

When there are more than two sources the extension of ourdemr@nd decoding techniques is
straightforward both for the case of the side-channel aedothniscient model, and up to this point we
have focused on the case of two sources simply for notatmmatenience. To clarify how our techniques
can extend to multiple sources we will outline the encoding decoding for an arbitrary number of
sources equal te and use results from the previous sections.

Side-channel modeFor the case of the side-channel model each source endsdisalX; Ffz‘x(“a%
i€{l,...,s}, in amatrix M; = |:Li Xi] where L; € Ff*> will be such so that equatiofl; = M;P;
holds. SourceS; shares with the receiver/receivers the random mditixc F,%** along with the random
vector W; = [rﬂ Tia ... rm]. The vectorW; defines matrixP, € F;** since its(m,n) — th entry
equals(r;,)™. Every receiver follows the decoding steps described inti®@e&/I] and gets equations
M;P, = Mf(FH;) = H;, i € {1,...,s}, that can be solved with high probability using Gaussian
elimination.

Omniscient modeFor the case of the omniscient adversary we will need toneliktiee field we work with

s times. Assume that; = R; + 2z and the information from sourc§; is organized into a matriX; €

[ fiixkni--ns - Before transmission matriX;, ¢ € {1,...,s — 1}, is viewed as matrixX; € [, ftixknii..ns

in the larger fieldF,, wherep; = p™~" and X, is viewed as a matriXX, € F,?>k wherep, = p™-"=.
Each matrixX; is multiplied with a generator matri&; € F,"*%, creatingG; X; whose unfolded version
M] = (G;X;)" is a matrix inF>km--n< - Al matricesG; are chosen as generator matrices for Gabidulin

codes and have the capability of correcting errors of rank@stz over field[F,,.
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SourceS, create the message mattl{; by appending some header 1d;, specifically the message

is My = [Im Onixns - Opixn. M{] wherel,, is the identity matrix with dimensions;, x n; and
On, xn; is the zero matrix with dimensiong x n;. Similarly M, = [()mxn1 L, - Opyxn. Mbls--o,
M, = [Onsxnl Onuxng - Iy, Msf} and therefore the packet lengthdis= > n;, + k[[;_, n; over

IF, the base field of network coding.

Similar to equation[(119) the received matrix can be written a

Y:T1M1—|——|—TSMS—|—TZZ

where A’ = Ty M| +...+T,M. and E € F;"s** has rank no more thanover fieldF,. For the decoding
of information from sources, we form the matrixy, = [Y1G1 o Y. Gl Y, ys{rl] and transform
it to a row-reduced echelon form as in Proposition 2. Sincé&rimad’ = |:T1G1 oo To1Gey Ts] is
invertible with high probability similar to Lemnid 2 one caseuLemma3 and decod¢,. By subtracting
[Omsxnl oo Omgxngy Vs YSM;] from Y the problem reduces to— 1 number of sources and one

can solve it recursively.

IX. COMPARISON OF OUR CODE CONSTRUCTIONS

TABLE 1l
COMPARISON OF PERFORMANCE METRICS OF THE CODE CONSTRUCTIORSVEN IN SECTIONSVT] VTT-ATAND [VIT-B]FOR ANY
ACHIEVABLE RATE VECTOR (R1, Rz, ..., Rs)

decoding complexity packet length
Side-channel model O(fm%) O(m3%)
Omniscient adversary: O(pims) O(ms)
subspace codes
Omniscient adversary: O(ms " log(pm)) | O(I1_, ms)
field extension codes

In this section we compare some performance metrics of thie amnstructions given in Sec-
tions [V, [VII-Aland [VII-Bl For convenience, Tablelll summags the requirements on the decoding
complexity and the packet length for each of the achievablemmes. For clarity of comparison, we
approximate all quantities presented in Table Il; the exagqtressions are derived in the corresponding
sections.

Based on Tablglll, we can make the following observationsiatite practicality of our constructions:



27

. If the secret channel is available, one should use the $idarel model construction since it not
only achieves higher rates but also provides lower decodomgplexity.

« Multiple-field extension codes have computational comipfethat is polynomial in all network
parameters, but exponential in the number of sources. drerehey are preferable when the number
of sources is small.

« Random subspace codes become beneficial compared to eikilol extension codes as the number

of sources grows.

X. CONCLUSION

In this work we consider the problem of communicating messdgom multiple sources to multiple
sinks over a network that contains a hidden malicious adwerstho observes and attempts to jam
communication. We consider two models. In the first moded, sburces share a small secret (that is
unknown to the adversary) with the sink(s). In the second ehoithis resource is unavailable — no
limitations on the adversary’s knowledge are assumed. \Weepupper bounds on the set of achievable
rates in these settings. Since more resources are avdiatile honest parties in the first model, the rate-
region corresponding to the upper bounds in the first modirger than that in the second model. We
also provide novel algorithms that achieve any point in #ite-regions corresponding to the two models.
Our codes for the first model have computational complekisy ts polynomial in network parameters. For
the second model we have two algorithms. In our codes basedrmiom subspace design, all sources
code over the same field, and decoding is based on minimuratimjedistance. Our codes based on
multiple-field extension have computational complexitgttis polynomial in all network parameters, but
exponential in the number of sources.

Our codes are end-to-end and decentralized — each intesthe s oblivious to the presence of an
adversary, and merely performs random linear network gpdiihey also do not require prior knowledge
of the network topology or coding operations by any honestypahey work in the presence of a
computationally unbounded adversary, even one who knoersi¢twork topology and coding operations
and can decide where and how to jam the network on the bashisoinformation.

A problem that remains open is that of computationally effiticodes for the omniscient adversarial
case with a large number of sources. This may require newlitssin algebraic code design.

Besides multi-source multicast, our codes have implioatitor the much more common scenario of

multiple unicasts. One class of codes (that is not ratesw)i for this problem assumes that each sink
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treats information that it is uninterested in as noise, ascbdes and successively cancels such messages
out. Since the code constructions provided here achieveehigtes than those available in prior work,

they may aid in non-trivial achievability schemes (thouglgeneral still not rate-optimal) for this problem.
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