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Abstract—We address the problem of securing distributed

storage systems against eavesdropping and adversarial atks.

An important aspect of these systems is node failures overntie,

necessitating, thus, a repair mechanism in order to maintai
a desired high system reliability. In such dynamic settingsan
important security problem is to safeguard the system from
an intruder who may come at different time instances during
the lifetime of the storage system to observe and possiblytaf
the data stored on some nodes. In this scenario, we give upper
bounds on the maximum amount of information that can be
stored safely on the system. For an important operating regne
of the distributed storage system, which we call thebandwidth-
limited regime, we show that our upper bounds are tight and
provide explicit code constructions. Moreover, we providea way
to short list the malicious nodes and expurgate the system.
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Index Terms—Byzantine adversary, Distributed Storage, Net-

work Codes, Secrecy.
4 Fig. 1. An example of a distributed data storage system uregeir. A file

F of 4 symbols(a1, a2, b1,b2) € IF§ is stored on four nodes using(d, 2)
. INTRODUCTION MDS code. Nodev; fails and is replaced by a new node that downloads

Distributed storage systenf®SS) consist of a collection of 1()21;: ?r?éf}‘i1“;;ggcﬁvg}yfobggmagﬂtg“;nz i?g(rg ib;;azlbi) 4‘22;‘ ,{l‘gggss

n data storage nodes, typically individually unreliabletthre ., ... vs form a new(4, 2) MDS code. The edges in the graph are labeled

collectively used to reliably store data files over long pési by their capacities. The figure also depicts a data collemionecting to nodes

of time. Applications of such systems are innumerable afga"dvs t© recover the stored file.

include large data centers and peer-to-peer file storagersgs

such as OceanStolg [1], Total Rechll [2] and DHash++ [3] that

use a large number of nodes spread widely across the Interhete to increase the reliability of distributed storagetays.

To satisfy important requirements such as data reliatditg Fig.[d illustrates an example whereg(4 2) maximal distance

load balancing, it is desirable for the system to be designedseparable(MDS) code is used to store a filE of 4 symbols

enable a user, also referred to as a data collector, to dewnlda, a2, b1, bs) € Fi distributively onn = 4 different nodes,

a file stored on the DSS by connecting to a smaller numbervy, ..., v4, €ach having a storage capacity of two symbols.

k < n, nodes. An important design problem for such systeniie (4,2) MDS code ensures that a data collector connecting

arises from the individual unreliability of the system nedeto anyk = 2 storage nodes, out of = 4, can reconstruct the

due to many reasons, such as disk failures (often due to thole file 7. However, what distinguishes the scenario here

use of inexpensive “commodity” hardware) or peer “churiiingrom the erasure channel counterpart is that, in the eveat of

in peer-to-peer storage systems. In order to maintain a higbde failure, the system needs to be repaired by replacing

system reliability, the data is stored redundantly acrées tthe failed node with a new one. A straightforward repair

storage nodes. Moreover, the system is repaired every timenachanism would be to add a replacement node that connects

node fails by replacing it with a new node that connectd toto & = 2 other nodes, downloads the whole file, reconstructs

other nodes and download data to replace the lost one. the lost part of the data and stores it. One drawback of this
Codes for protecting data from erasures have been wstlution is the relatively high repair bandwidite., the total

studied in classical channel coding theory, and can be usadount of data downloaded by the new replacement node.

_ For this straightforward repair scheme, the repair bantwid
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data stored on all the surviving nodes vs, vy, andvs form a for securing networks against malicious nodes as shown in
(4,2) MDS code. The above important observations were tffi@]. The contribution of this paper resides, at a high level,
basis of the original work of[[4] where the authors showeith showing that the networks representing distributedagfer
that there exists a fundamental tradeoff between the storaystems have structural symmetry that makes the security
capacity at each node and the repair bandwidth. They alsmblem more tractable than in general networks. We lever-
introduced and constructadgenerating codeas a new class age this fact to derive the exact expressions of the secrecy
of codes that generalizes classical erasure codes andtperamd resiliency capacities of these systems in the important
the operation of a DSS at any operational point on the optimandwidth-limited regime. Moreover, we present capacity-
tradeoff curve. achieving codes that are linear. These codes are charatteri
When a distributed data storage system is formed usiby a separation property: the file to be stored is first encoded
nodes widely spread across the Internet, e.g., peer-to-pfg security then stored in the system without any modifarati
systems, individual nodes may not be secure and may be thwmghe internal operation of the system nodes. An additional
susceptible to an intruder that can eavesdrop on the nodks emeresting property of our proposed codes is that, in thigec
possibly modify their data, e.g., viruses, botnet, etc.His t adversary case, they permit the identification of a small lis
work, we address the issue of securing dynamic distributeflsuspected nodes guaranteed to contain the malicious ones
storage systems, with nodes continually leaving and jgittie permitting thus the expurgation of the system.
system, against such intruders. The dynamic behavior of theThe rest of this paper is organized as follows. In Sedtibn I,
system can jeopardize the data by making the intruder mave discuss related work on distributed storage systems and
powerful. For instance, while eavesdropping on a new nodecure network coding. In Sectign]lll, we describe the flow
during the repair process, the intruder can observe not omgjsaph model for distributed storage systems and elaborate o
its stored content but also all its downloaded data. Morgovéhe intruder model. We provide a brief summary of our main
it allows an adversary to introduce errors on nodes beyorebults in Sectiof IV. In SectidnlV, we derive an upper bound
his/her control by sending erroneous messages when cedtacin the secrecy capacity of the system and provide an achiev-
for repair. able scheme for the bandwidth-limited regime. We provide
In our analysis, we focus on three different types of ima similar analysis for the omniscient and limited-knowledg
truders: (i) apassive eavesdroppavho can eavesdrop of adversary cases respectively in Secfioh VI and Sedfioh VI,
nodes in the system, (ii) amctive omniscient adversasyho where we find upper bounds on the resiliency capacity and
has complete knowledge of the data stored in the systewnstruct capacity achieving codes for the bandwidthtéohi
and can maliciously modify the data on ahynodes in the regime. We conclude the paper in Section VIIl and discuss
system, and (i) aractive limited-knowledge adversawho some related open problems.
can eavesdrop on an§ nodes and can maliciously corrupt
the data on any nodes among thé observed ones. In the
last case, the intruder's knowledge about the stored data in
the system is limited to what can be inferred from the nodesThe pioneering work of Dimakis et al. irll[4][][7]][8],
he/she is observing. demonstrated the fundamental trade-off between repai-ban
We define thesecrecyand resiliency capacitieof a dis- width and storage cost in a distributed storage system, avher
tributed storage system as the maximum amount of informaedes fail over time and are repaired to maintain a desired
tion that it can store safely, respectively, in the preseoice system reliability. They also introducemgenerating codes
an eavesdropper or a malicious adversary. For these imtrude codes that are more efficient than classical erasure codes
scenarios, we derive general upper bounds on the secréy distributed storage applications. In many scenarios of
and resiliency capacity of the system. Motivated by systeimterest, the data is required to exist in the system always
considerations, we define an important operation regime thia a systematic form. This has motivated the studyeréct
we call thebandwidth-limitedregime where there is a fixedregenerating codef9], [10], [11], [12] that achieve this goal
allowed budget for the repair bandwidth with no constrainsy repairing a failed node with an exact copy of the lost
on the node storage capacity. This regime is of increasifdgta. The construction of exact regenerating codeis|in [@tu
importance due to the asymmetry in the cost of bandwidth \a&ut to be instrumental in achieving the secrecy and resiien
storage. For the bandwidth-limited regime, we show that oaapacity of a DSS in the bandwidth-limited regime.
upper bounds are tight and provide explicit constructiohs o In [7], the construction of regenerating codes was linked to
capacity-achieving codes. finding network codes for a suitable network. Network coding
The work in this paper is related to the recent work in the litvas introduced in the seminal paper of][13] and extends the
erature on secure network coding for networks with restdct classical routing approach by allowing the intermediatdaso
wiretapping sets[]5] and networks comprising traitor nodes the network to encode their incoming packets as opposed
[6]. The problem of studying such networks is known to bt just copying and forwarding it. The literature on network
much harder in general than models considering (unresthict coding is now rich in interesting results which can be found
compromised edges instead of nodes. For instance, the wiorkreferences[[14] and [15], that provide a comprehensive
of [5] implies that finding the secrecy capacity of networkeverview of this area.
with wiretapped nodes is an NP-hard problem. Moreover, non-In this paper, we are interested in securing distributed
linear coding at intermediate network nodes may be neggesssiorage systems under repair dynamics, which is a special
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case of the more general problem of achieving security in
dynamical systems. A node-based intruder model is natural
in this setting and is related to the recent work [ofl [16] on
securing distributed storage systems in the presence of a
trusted verifier and that of Kosut et al. inl [6] on protecting
data in networks with traitor nodes. An intruder model that
can observe and/or change the data on links, as opposed to
nodes, has been extensively studied in the network coding
literature. Cai and Yeung introduced [n [17], [18] the pevhl
of designing secure network codes in the presence of an
eavesdropper, which was further studied [in] [19].] [20].] [21]
[5]. A Byzantineadversary that can maliciously introduce
errors on the network links was investigatedin! [22], [22H]]
[25], [26]. The problem of error correction in networks was
also studied by Cai and Yeung in_[27], [28] from a classical
coding theory perspective. A different approach for cainec
errors in networks was proposed by Koetter and Kschischang
in [29], where communication is established by transngttinFig. 2. The flow graph model of the DSB(4, 2, 3) of Fig.[l when node
subspaces instead of vectors through the network. The us&gfftls and is replaced by node;. Each storage node; is represented by
. . . 0 nodesz’ andz?,, connected by an edger!, ,xz?, ) of capacity «
maximum rank-metric codes for error control under this Miodgypresenting the node storage constraint. A data colld@rconnecting to
was investigated ir[BO]_ nodesvy and v, is also depicted.

I11. M ODEL
A. Distributed Storage System “repair” process, and we call, the total amount of data (in

A distributed storage system (DSS) is a dynamic netwosymbols) downloaded for repair, thepair bandwidthof the
of storage nodes. These nodes include a source node thatHgE™M- _ _ _ _
an incompressible data fil& of R symbols, or units, each Pue to load balancing and *fairness” requirements in the
belonging to a finite field. The source node is connectedito SYStém, the repair process is typicaymmetricwhere the
storage nodes . .., v,, each having a storage capacitycof "€W replacement node downloads equal amount of data,
symbols, which may be utilized to save coded parts of the fil¢'d units, from each of the node participating in the repair
F. The storage nodes are individually unreliable and may f&[ocess. We will adopt the symmetric repair model throughou
over time. To guarantee a certain desired level of religbilie this paper. A distributed storage systé&ms _thus characterized
assume that the DSS is required to always haagtive,ie, aSDP(n k. d), wherek < d <n — 1. For instance, the DSS
non-failed, storage nodes that are simultaneously in eervidepicted in Fig[lL corresponds ®(4,2,3) operating at the
Therefore, when a storage node fails, it is replaced by a n&@/Nt (@,7) = (2,3).
node with the same storage capacity The DSS should be
designed in such a way as to allow any legitimate user Bt Flow Graph Representation

data collegtor, that contacts aﬁyout of then active storage We adopt the same model as A [4] where the distributed
nngs ayallable atany given t|me,.t_o be able to reconslmct tStorage system is represented by an information flow graph
original file 7. We term this condition as theeconstruction G. The graphg is a directed acyclic graph with capacity

property of distributed storage systems_, constrained edges. It consists of three kinds of nodes:gdesin

We assume that nodes fail one at a timand we denote by squrce nodes, input storage nodes:,_ and output storage
vn+s the new replacement node added to the system to reRAllyessi . and data collectors DO‘or”; je{1.2 1. The
the i-th failure. The new replacement node connects then &g ... out? J ’ AR

. nodes holds an information sourcg having the file
somed nodesd > k, chosen, possibly randomly, out of the]_- as a special realization. Each storage nogdé the DSS

remaining active: — 1 nodes and downloadsunits of data in is represented by two nodes, and‘ , in G. To account

total from them, which are then possibly compressed: (i for the storage capacity af;, these two nodes are joined by
7) and stored on the node. The data stored on the replacement - 1o edgézs: . ) of capacitya (see FiglR)
. ins Yout '

node can be different than the one that was stored on theh‘au.a.l.he repair process that is initiated every time a failure

node, as long as the reconstruction property of the Dsso'écurs, causes the DSS, and consequently the flow graph, to be

:ﬁtam?db_'ll?the ']?m%e;; 9f refplengsr:mg r?ﬁ;ndanc%_to ,,mamtﬁynamic and evolving with time. At any given time, each node
€ refiabiily ot a IS referred to as thegeneration” or -, the graph is either active or inactive depending on whathe
IMultiple nodes failing simultaneously is a rare event. Whiais occurs, has failed or not. The gra@' starts with Only the source node

the DSS implements an “emergency” recovery process thalogmp reserved s and the nodes:} ,...,x7 connected respectively to the
set of trusted nodes, guaranteed not to be compromised. rlisied nodes nodeSr}mt, L Initially, onIy the source nodeis active

then replace the failed ones by acting as data collectorglewdloading data . .
from k active nodes. The trusted nodes then consecutively leaveytstem, and '5. connected tp the storagg Input nOd%ﬁ Tt x?n by
thus triggering multiple rounds of the repair process. outgoing edges of infinite capacity. From this point onwards



the source node becomes and remains inactive, and the b) Active Omniscient AdversaryThe active adversary
input and output storage nodes become active. When amod€alvin is omniscient[[24]j.e., he knows the fileF and the
fails in a DSS, the corresponding nodels andz?,, become data stored on all the nodes. Moreover, Calvin can control
inactive inG. If a replacement node; joins the DSS in the b nodes in total, wher@b < k, that can include some of
process of repairing a failure and connectsitactive nodes the original nodes, ..., v,, and/or some replacement nodes
vi,,--.,,, the corresponding nodes,, andz),, with the w,,,.... Calvin can maliciously alter the data stored on the
edge («7,,27,,) are added to the flow grapfi, and node nodes under his control. It can also send erroneous outgoing

x], is connected to the nodes),,...,z.%, by incoming messages when contacted for repair or reconstruction.ein th
edges of capacity) = ~/d units each. A data collector isflow graph, this corresponds to controlling a setboinput
represented by a node connectedkt@ctive storage output nodes{z;’,z;’,...,z;, } and the corresponding output nodes
nodes through infinite capacity links enabling it to dowmloa{z.;, z2,;, ..., T}
all their stored data and reconstruct the fife The graph c) Active Limited-knowledge Adversaryhe active ad-
G constitutes a multicast network with the data collectors agrsary Charlie is nobmniscientbut haslimited knowledge
destinations. An underlying assumption here is that the flabout the data stored in the system. In particular, he has a
graph corresponding to a distributed storage system depelighited eavesdropping capability not sufficient enough to
on the sequence of failed nodes. As an example, we depickimow all the stored data. In addition, Charlie can control
Fig.[2 the flow graph corresponding to the D®%4,2,3) of nodes of his choice and maliciously corrupt their data. In
the previous section (see F[d. 1) when nadefails. distributed storage systems, an intruder controlling eenel

LetV be the set of nodes in the flow graghA cutC(V, V) also observe its data. Therefore, we assumeithat, and that
in the flow graph separating the sourc&om a data collector theseb nodes are a subset of tiieeavesdropped nodes. In the
DC; is a partition of the node set ¢f into two subsety” c v flow graph, this corresponds to eavesdropping on sbmput
andV = V\ V, such thats € V and DG € V. We say that nodes{z;,,...,z;, } and controlling a subset of sizeof these
an edge(n;,n2) belongs to a cuC(V,V) if n; € V and nodes and the corresponding output nodes. A similar model
no € V. Thevalueof a cut is the sum of the capacities of thavas studied in[[23],[[24],[T25] where the authors consider a
edges belonging to it. limited-knowledge adversary that can eavesdrop and dontro

edgesrather thamodesin multicast networks.

C. Intruder Model IV. RESULTS

We assume the presence of an illegitimate intruder in the The primary goal of this work is to secure distributed stor-
DSS who can eavesdrop on some of the storage nodes, 888 Systems with repair dynamics in the presence of differen
possibly alter the stored data on some of them in order §P€s of intruders: passive eavesdropper, active ommiscie
sabotage the system. We characterize the power of an intrug@versary and active limited-knowledge adversary. Weesdr
by two parameterg and b, where¢ denotes the number of the following issues:
nodes that the intruder can eavesdrop on, amténotes the o In the case of a passive eavesdropper, we study the
number of nodes it can control by maliciously corrupting secrecy capacityC’; of the DSS,i.e, the maximum
its data. We distinguish among three categories of intsider ~ amount of data that can be stored on the DSS and
a passive eavesdropp€Eve”, an active omniscient adver- delivered to a legitimate data collector without revealing
sary “Calvin”, and an active limited-knowledge adversary  any information about the data to the intruder.

“Charlie”. We always assume that all the data collectors ande In the case of an active adversary, we studyrésiliency
intruders have the complete knowledge of the storage and the capacity C, of the DSS,i.e., the maximum amount of
repair scheme implemented in the system. data that can be stored on the DSS and reliably made

a) Passive EavesdroppeWe assume that the eavesdrop- ~ available to a legitimate data collector.
per Eve can access up £p/ < k, nodes of her choice among For a DSS with symmetric repair, we provide upper bounds
all the storage nodes;;, vo, ..., possibly at different time on thesecrecycapacity andesiliencycapacity. These bounds
instances as the system evolves. Eve is passive and can @méy maximized for the choice of repair degrée= n — 1.
read the data on the observedodes without modifying it.e., In this case, we provide explicit coding schemes that can
b = 0. In the flow graph model, Eve is an eavesdropper thathieve these bounds in the bandwidth-limited regime. Our
can access a fixed numbéof nodes chosen from the storageesults are summarized in Talile I. We also show that for the
input nodesx} ,z? ,.... Notice that while a data collectoractive adversary controlling nodes, our capacity achieving
observes the output storage nodes, the data stored on theschemes can identify a list, of size at m@stnodes, that is
nodes it connects to, Eve, has access to the input storags,noguaranteed to contain the malicious nodes. Thus, the system
and thus can observe, in addition to the stored data, all tte&n be expurgated of these corrupt nodes, and thereby its
messages incoming to these nodes. As a result, Eve can chaes#iency to active adversaries is rejuvenated.
some of the compromise@inodes to be among the initial The upper bounds in Tab[é | are based on cut arguments
storage nodes, and/or, if she deems it more profitable, she caer the information flow graph representing the DSS [4].eNot
wait for certain failures to occur and then eavesdrop on tlieat when there is no intrudete., ¢ = b = 0, all the upper
replacement nodes by observing its downloaded data. bounds in the second column of the Tdble | collapse to the DSS



Adversary Model Upper bound Bandwidth limited regimeI()
y=4dp d=n-1,d3=T

Passive eavesdroppef £ k, b = 0) Cs(o,y) <K, imin{(d—i+1)8,a} | CPLID)=3F,,  (n—i)B

Active omniscient adversaryl (= k, 2b < k) | Cr(a,7) < S8 o, min{(d —i+1)8,a} | CEEM) =SF 5 1 (n—i)B

Active limited-knowledge adversamy(b < ¢) | Cy (o, ) < 38, min{(d—i+1)8,a} | CELM) =,  (n—i)p

TABLE |
SUMMARY OF OUR CAPACITY RESULTS FOR ADSSD(n, k, d), WITH o UNITS OF STORAGE CAPACITY AT EACH NODE ANDy = df3 REPAIR BANDWIDTH.
AN ADVERSARY IS CHARACTERIZED BY TWO PARAMETERS/, THE NUMBER OF NODES IT CAN EAVESDROP ONAND b, THE NUMBER OF NODES IT CAN
CONTROL. Cs AND C;» DENOTE THE SECRECY CAPACITY AND RESILIENCY CAPACITYRESPECTIVELY I IS THE UPPER LIMIT ON THE REPAIR
BANDWIDTH FOR THE BANDWIDTH-LIMITED REGIME. NOTE THAT IF THE CONDITIONS ON/, b SPECIFIED IN THE FIRST COLUMN ARE NOT SATISFIEpP
THEN C's, C ARE EQUAL TO ZERO

capacityM = Zle min{(d —i+1)8, a} which was derived V. PASSIVE EAVESDROPPER

in the original work of [4]. The upper bound on the secrecy | this section, we consider a distributed storage system
capacity Cs, for the case of a passive eavesdropper can Wn’ k,d) in the presence of a passive intruder “Eve”. As
explained intuitively by recognizing that when the DSS kBOWjescribed in Sectioflll, Eve can eavesdrop on &ny k
the identity of the/ compromised nodes it can discard thergiorage nod@sof her choice in order to learn information
and avoid using them for storage. Hence, in the expressighoyt the stored file. However, Eve cannot modify the data
of the upper bound oif’s, we see a |953 Of terms in the on these nodes. We assume that Eve has complete knowledge
summation as compared to the capacity with no intruder. f the storage and repair schemes implemented in the DSS.
The upper bound on the resiliency capaotty, for the Next, we define theecrecy capacityf a DSS as the maximum
case of an active omniscient adversary, is similar to the 0gg,ount of data that can be stored on a DSS undeerfect

derived in [6] and can be regarded as a network version crecyrequirement,.e. without revealing any information
the Singleton bound: a redundancy 2if nodes is needed in ghout it to the eavesdropper.

order to correct the adversarial errors bmodes. Whereas,
a feasible strategy for the limited-knowledge adversariois A. Secrecy Capacity
delete the data stored on th@odes it controls rendering them ) . o
useless resulting in the corresponding upper bound. Rigoro L€t 9 be @ random variable uniformly distributed oveff
proofs of these results will be provided in the coming sextio €Presenting the incompressible data file of sizeymbols at

To get more insight into the above results for the bandwidt1€ Source node, which is to be stored on thel DSQS' Thus, we
limited case, we consider an asymptotic regime for the DS8VE H (5) = F (measelqu)' Let Vip := {5, 27, }
where the number of nodes goes to infinity whereas t@8dVout := {our; @our, - - } be the sets of input and output

parameterg:, ¢ andb are kept constant. We compute the ratioSicr2ge nodes in the flow graph, respectively. For eachgsora

CBL /M andCBL /M, whereM is the capacity of the DSS in nodev;, let D; andC; be the random variables representing its

the absence of any intruder. This ratio for the secrecy dgpacioWnloaded messages and stored content respectively, Thus
i C; represents the data observed by a data collector DC when

S L _ connecting to node;. If v; is compromised while joining
CPHI) 2 —9)B ¢ (1) the DSS, Eve will observe all its downloaded datg with
M Z’f(n —i)B - E’ H(D;) <+, and not only what it stores.
L . . Let V.2, be the collection of all subsets &f,,, of cardinal-
asn — oo. Similarly, for the resiliency capacities, we have

ity k£ consisting of the nodes that are simultaneously active,

for omniscient adversary, i.e, not failed, at a certain instant in time. For any subiSaif

crPh(T) ~ 11— 2b @) Vout, defineCp := {C; : ¢, € B}. Similarly for any subset
M k- E of Vj,, defineDg := {D, : z!, € E}. The reconstruction
And for limited-knowledge adversary, property at the data collector can be written as
cPtm) 12 3) H(S|Cp) = 0 VBeVg,, 4)
M , ) K . and the perfect secrecy condition implies
Note that these asymptotic ratios are reminiscent of the ca-
pacity of the classical wiretap channgl[31] in the case ofa  H(S|Dg) = H(S) VECV,, and|E|<(.  (5)

assive eavesdro 1), the Singleton bolnd [32] in the ca
P ppﬂ ( ) 9 [ ] 2When Eve observeé > k the secrecy capacity of the system is trivially

of omniscient adversar)EI(Z), _and the CapaCity of the eras@(ﬁlal to zero since Eve can implement the data collectolierse to recover
channel[[3B] for the case of limited-knowledge advershly (3l the stored data.



Given a DSSD(n,k,d) with ¢ compromised nodes, its
secrecy capacity, denoted bY («, ), is then defined to be the
maximum amount of data that can be stored in this system such
that the reconstruction property inl (4) and the perfectesscr
condition in [3) are simultaneously satisfied for all poksib

data collectors and eavesdroppérs, File
R=

Cs(a,y) := sup H(S), (6)
H(S|Cs)=0 VB
H(S|Dg) = H(S) VE

whereB € V4,, E CV;, and|E| < £.

out?

B. Special Cases

Before we proceed to the general problem of determining
The DSSD(4, 3,3) with (e, v) = (3,3), i.e, B = 1. Eve can

the secrecy capacity of a DSS, we analyze two SpECIal Caggsserveﬁ = 2 nodes. Nodev, fails and is replaced by node;, which fails

that shed light on the general problem. in turn after some time and is replaced by nade Nodeswvs and vg are
1) Static SystemsA static version of the problem studiedcompromised and shown with broken boundaries. If randorwarét coding

here corresponds to a DSS with ideal storage nodes thatijsted and Eve observes nodesand vs during repair, it will be able to
. . - ecode all the stored data with a high probability.
not fail, and hence there is no need for repair in the system.
The flow graph of this system constitutes then a well-known
multicast network studied in network coding theory called
the combination network [15, Chap. 4]. Therefore, the statPy & new nodeys that connects ta, vs, v3 and downloads
storage problem can be regarded as a special case of wirdtgp) eachg = 1 random linear combination of their stored
networks [18], [20], or equivalently, as the erasure-amsudata. Now suppose that node fails after some time and is
wiretap-Il channel studied if [84]. The secrecy capacity fdeplaced by nodes in a similar fashion. I = 2 and Eve had
such systems is equal t& — ¢)a, and can be achieved usingaccessed nodes andwvg while they were being repaired, it
either the nested MDS codes 6f [34] or the coset codes \wpuld observes random linear equations of the data symbols.
[20], [31]. Since the underlying field is typically of large size, thénear
Even though the above proposed solution is optimal for tigluations observed by Eve are linearly independent with hig
static case, it can have a very poor security performanc@w[w’obabi”ty. Hence, she will be able to reconstruct the whol
applied directly to dynamic storage systems experiencifif, and the secrecy rate here is equad thater in ExampléBB
failures and repairs. For instance, consider the straighifrd We present a scheme that achieves a secrecy rateioit for
way of repairing a failed node by downloading the whole filghis DSS.
and regenerating the lost data. In this case, if Eve obsé¢inees While random network codes are appealing for use in
new replacement node while it is downloading the whole filglistributed storage systems due to their decentralizedraat
she will be able to reconstruct the entire original data.d¢en and low complexity, the above analysis shows that this may
no secrecy scheme will be able to hide any part of the daiat always be the case for achieving security. This is also in
from Eve, and the secrecy rate would be zero. contrast with the case of multicast networks where an irrud
The case of static systems highlights the new dimension tigain observe a fixed number of edges instead of nddes [18],
the repair process brings into the secrecy picture of Bisted wherein, random network coding performs as good as any
storage systems. The dynamic nature of the DSS rendergéterministic secure code [21].
intrinsically different from the static counterpart magithe
repair process a key factor that should be carefully desig
in order not to jeopardize the whole stored data.
2) Systems Using Random Network Codituging the flow  We present here our two main results for the compromised
graph model, the authors dfl[4] showed thhahdom linear DSS with passive eavesdropper
network code®ver a large finite field can achieve any point Theorem 1:[Secrecy Capacity Upper Bound] For a dis-
(v, v) on the optimal storage-repair bandwidth tradeoff curveibuted storage syste®(n, k, d), with ¢ < k compromised
with a high probability. Consider an example of a randomodes, the secrecy capacity is upper bounded by
linear network code used in a compromised DBS§L, 3, 3) .
which stores a file of siz&? = 6 symbols withg = 1, i.e, . .
~=dB =3, anda = 3. From [4], it can be shown using the Csla,) < Z min{(d =i+ 1), a}, )
max-flow min-cut theorem that the maximum file size that can
be stored on this DSS is equal@symbols. In this case, eachwheres = ~/d.
of the initial nodes, ..., v4 store3 independently generated In the bandwidth-limited regime, we have a constraint on
random linear combinations of th& information symbols. the repair bandwidthy < I", while no constraint is imposed
Assume now that node, fails (see Fig[B) and is replacedon the node storage capacity The secrecy capacity in this

n& Results on Passive Eavesdropper

i=0+1



L eavesdropper, it can get at most one unit of secure infoomati
by ignoring all the information received from the comproets
nodes. The data can only be conveyed securely through the
path(s,z}  x, ,,25 25 ., DC), that has a “bottleneck” edge
(zd,.,22,) with capacity3 = 1 unit. Since our analysis is
based on a worst case scenario, this gives an upper bound of
1 unit on the secrecy capacity. This bound can be reintexgret
as taking the minimum value of a cut separating the source
s from any data collector in the flow graph after deletion of
any two nodes. This argument can be generalized to any DSS
D(n,k,d) by finding an upper bound on the value of the
min-cut in the flow graph after deleting nodes. Thus, we
obtain the upper bound of Theoréin 1 whose detailed proof is
Fig. 4. The flow graph of the DS®(4,3,3) with (a,) = (3,3),3 =1 Provided in AppendiXxA.

and ¢ = 2. Node v; fails and is replaced by nodes. Nodes vi,wv2 Before we provide a coding scheme that achieves the previ-
T o g, 0US Upper bound, we define thested MDS code§4] which

data collector can get at most one unit of information seyue the path Wil be an important building block in our code construction
4zt . a® a5 . DC) which is not observed by Eve. Definition 4 (Nested MDS Codesin (n,k) MDS code

in’ “out) Yin’ Yout’
with generator matrixG is called nested if there exists a

(s,

positive integerky < k such thatG = G , with G, of

regime is thus defined as G
dimensiong kg x n), itself is a generator matrix of afm, &
CSBL(F) = sup CS (O‘a/}/) (8) MDS Codes_( 0 ) 9 a( 0)
y=Tl Our proposed capacity-achieving code is depicted in[Big. 5
a0 and consists of the concatenation of an outer nested MDS code
k with a special inner repetition code that was introduce@®in [
< sup Y (d—i+1)B. (9) for constructing exact regeneration codes. et F, denote
YT i=et1 the information symbol that is to be securely stored on the

system andlC = [K; ... Kj5] be a vector of independent
rﬁandom keys each uniformly distributed ov&y. The MDS
coset code is chosen to be a nested MDS cbde [34] with its

The last inequality follows from Theoreln 1 by settiag=T".
When the parametelis a system design choice, the maximu
in the above optimization is attained d@& = n — 1. In

Sectior V-D, we demonstrate a scheme that achieves this upgenerator matrix given by := gK , Where
bound, thereby establishing the following theorem. o

Theorem 2:[Secrecy Capacity: Bandwidth-Limited 110 0 0 0
Regime] For a distributed data storage systénn,k,d) 101 0 0 0
with d = n — 1 and?¢ < k compromised nodes, the secrecy Gk = 100 1 0 0], and
capacity in the bandwidth-limited regime is given by 10 0 0 1 0

& 10 0 0 01
CPrM) = > (n—i)B, Gs = [1 000 0 0].
i=0+1 GK

where 3 = L and can be achieved for a node storage NO€ that the matrdGz := G } a generator of 46, 6)
capacitya =T, MDS code and the sub-matr%x is a generator of a6, 5)

Before we proceed to prove the above theorems, we consi#DS code &, = 5). Hence, the code generated byis a
an example that gives insights into the proof techniques. nested MDS code. Sef, = S+Zf:1 K, then the codeword
Example 3:Consider again the DSB(4, 3, 3) operating at X given by
a=3,8=1and/¢ = 2 of Section ' V-B2. We show first that

the upper bound on the secrecy capacity of this systelras Gx
given by Theorerfil1, and then provide a scheme that achieves X = [K 5] { G } ; (10)
it.

To obtain the upper bound on the secrecy capacity, considen be written as¥ = [ Z K; ... K; |. The encoded

the flow graph of this DSS shown in Figl 4 where nodes symbolsZ, K1,..., K5 are then stored on the nodes. . ., v4
andv, are compromised and observed by Eve. Suppose that shown in Fig[l5, following the special repetition code of
node vz fails and is replaced bys that downloads3 = 1 Rashmi et al[[B], which we henceforth refer to RSKR-
unit of information from each of thd = 3 nodesv;,v2,v4. repetition code

We focus now on a data collector that connects to the threeln the RSKR-repetition code used here, nodes.. ., v,
nodesv;, v2 andwvs to reconstruct the source file. Even if thestore respectively Z, K1, Ks}, {Z, K3, K4}, {K1, K3, K5}
source node and the data collector knew the location of thend { K, K4, K5}. Sinced = 3, in the case of a failure



the new replacement node contacts all 3heemaining active
nodes in the system and recovers an exact copy of the lost
data. For example, when nodg fails the new replacement
node connects to nodes,v3 and v, and downloads the Node v, T1  Ta41 Td+2 o .- T2d—-1
symbols Z, K; and K, from each, respectively. It can also
be checked that a data collector connecting to anyodes

Node v, T T9 €T3 c T4

Node v: Ty Tdy1 T2 cee T3d-3
observes all the symbolg, K1, ..., K5 and hence can decode ’
the information symbolS as S = Z — 3°7_, K;. However,
an eavesdropper accessing any two nodes will observe some
subset ofs symbols out of6, and therefore cannot obtain any
information abouts. Nodew, | | Zd  T2d-1 T3d-3 Lo
R;ndokaeys Nodeu ‘ 7 KK ‘ Fig. 6. The structure of the RSKR-repetition code of Rashtald9] for
b " 1 n storage nodesy = d = n — 1,8 = 1 andg = 2"~ The RSKR-
N ‘ repetition code store2 copies of each coded symbale., the total number
ode v, Z K3 Ky .
) of stored symbols isid = 26.
Information
symbol R Node vy K, K3 K; ‘
S MDS Z,Ky,... K;
cosetcode ;g v g Nodev | | Ky K, K . o i o . . .
is operating in the bandwidth-limited regime with no coastt
RSKR-repetition code on the node storage capacity, we choase I". From [4], we
know that fora DS (n, k,d =n—1)witha=n—-1,=1
Fig. 5. A schematic representation of the optimal code fa& BSS (n, k, ) B

D(4,3,3), operating al«a, v) = (3, 3) with £ = 2, that achieves the secrecy thek CapaCity in the absencke of an intrUdér:( O) is M =
capacity of1 unit. The information symba# and5 independent random keys > " | (n — 7). Let R := Zi:e+1 (n — i) be the maximum

are mixed appropriately using an MDS coset code. The encegiethols are  number of information that we could store securely on the

then stored on the DSS using the RSKR-repetition code. Aresemopper n(n—1) R
observing any? = 2 nodes cannot get any information about the store@ss- an.d9 : ( 2 LetS = (Sla RS SR) € FX denote the
symbol S. information file andC = (K1,..., Ky —r) € F,/~ " denote

M — R independent random keys each uniformly distributed
In the following section, we provide a generalization of theverF,. Then, the proposed code consists of an o(dei/)
code in this example, and show that it achieves the secramsted MDS code (see_{10)) which takesnd K as an input
capacity of DSS for = n—1 in the bandwidth-limited regime, and outputsX = (z1,...,2¢), as,
thus proving Theorein] 2.

X = [K S] { gK } :
D. Secrecy Capacity in the Bandwidth-Limited Regime S
The special cases studied in SectionV-B pointed out tha Gk . .
the main difficulty in determining the secrecy capacity Owkere,G | Gs is a generator matrix of &, M) MDS

distributed storage systems is due to its dynamic nature. \&ede such thatix itself is a generator matrix of &, M —
will demonstrate that in the bandwidth-limited regime fof?) MDS code. This oute(f, M) nested MDS code is then
d = n — 1, with a careful choice of code, it is possible tdollowed by an inner RSKR-repetition code which stores the
transform the problem of secrecy over a dynamic DSS ine@deword X on the DSS following the pattern depicted in
a static problem of secrecy over a point to point channkig. 8.
equivalent to the erasure-erasure wiretap channel-I[#.[3 The RSKR-repetition codes were introduced [in [9] as a
Then, we show that using nested MDS codes at the souroethod for constructing exact regenerating codes for a dis
one can achieve the secrecy capacity of the equivalentapiretributed storage system. These codes consist of “filling th
channel. storage nodesn,...,v, successively, by repeating “verti-
Our approach builds on the results of [9] where the authotally” (i.e, across all the nodes) the data stored “horizontally”
constructed a family of exact regenerating codes for the D%%., on a single storage node), as shown in . 6. This
D(n,k,d) with d = n — 1, = dB. The “exact” property procedure can be described using an auxiliary completehgrap
of these codes allows any repair node to reconstruct aewer n verticesu,, ..., u, that consists of) edges. Suppose
store an identical copy of the data lost upon a failure. Thbe edges are indexed by the coded symbgls. ., zy. The
code construction in"[9] consists of the concatenation of aede then consists of storing on nodgthe indices of the
MDS code with the RSKR-repetition code. This constructioedges adjacent to vertex in the complete graph. As a result,
is instrumental for obtaining codes that can achieve theesgc the RSKR-repetition code has a special property that every
capacity by carefully choosing the outer code to be a nesteadded symbolz; is stored on exactly two storage nodes, and
MDS coset code as was done in Exanigle 3. any pair of two storage nodes have exactly one coded symbol
For simplicity, we will explain the code fof = 1,i.e, I' = in common. This property along with the fact that the repair
n— 1. For any larger values df, and in turn ofg, the file can degreed = n — 1, enables the exact repair of any failed node
be split into chunks, each of which can be separately encodadhe DSS as it was explained in Example 3.
using the construction correspondingdc= 1. Since the DSS  The use of the RSKR-repetition code transforms the dy-



Ty T2 T3 ‘

namic storage system into a static point-to-point chansel a Nodev;

explained below. Notice first that sinte= o« = n— 1, all the me{0, 1} (6D | mes. e [T ‘
data downloaded during the repair process is stored on the ne Repetition | = " B s
replacement node without any further compressiohhus, Nodevs || =, x4 w6 ‘

accessing a node during repaie., observing its downloaded
data, is equivalent to accessing it after repaar, only observ-
ing its stored data. Second, the RSKR-repetition code mesto. , o .

the replacement node with an exact copy of the Iost daff; bs and - 1. n the presence of an omnisient adversaty Calvin
Therefore, even though there are failures and repairs,ate dwho controlsb = 1 node.

storage system looks exactly the same at any point of time:

any data collector downloads/ symbols out ofxy,...,x

by contactingk nodes, and any eavesdropper can obser@étworks in the presence of an adversary that can control
w= Zf:l(d —i+1) = M — R symbols. Thus, the systemt edges of unit capacity each. It is shown there that the
becomes similar to the erasure-erasure wiretap chanmél-liresiliency capacity of these networks is equaite 2¢, where
parameters 6, M, 11)*. Therefore, since the outer code is & is the capacity of the multicast network in the absence
nested MDS code, fromi [84] we know that it can achieve th#f the adversary. This resiliency capacity can be achieyed b
secrecy capacity of the erasure-erasure wiretap chanriehwhpverlaying an error-correction code such as a Maximum Rank
is equal toM — u. Hence for the DSS, our codes achieve thRistance (MRD) codé [21] on top of the network at the source.

Node v,

T3 T5 g ‘

secrecy rate of This approach turns out to be not very useful here. In faet, th
L capacity in the absence of Calvin Gs(see [4]), andb = 1
M—(M—-R)=R= Z (n — ). corresponds t@ = « = 3. Hence, the above approach will

achieve a storage rate 6f— 2t = 0.

_ We now give a coding scheme that can reliably store 1
This rate corresponds t6 = 1. For the general case Wheny; of information for the DSS. Later, we show that this is
#=T/(n—1), the total secrecy rate achieved is, also the best that can be done,, the resiliency capacity of

i=0+1

k this DSS is equal to 1 unit. The proposed code is formed by
Z (n—1)p, concatenating &, 1) repetition code with an RSKR-repetition
i=041 code as shown in Fig]l7. The repair process is that of the
thus completing the proof of Theordrh 2. RSKR-repetition codes described in Sectlon M-D. When a
node fails, the replacement node recovers the lost bits by
V1. ACTIVE OMNISCIENT ADVERSARY downloading the bits with same indices from the remaining

nge active nodes.
Any data collector contacting three nodes will observe 9
ts. In the static case, when no failure or repair occuryonl

In this section we study distributed storage systems in t
presence of an active adversary “Calvin” that can contrabup bi

fhgogtisrégjlxg] dz;: (;:OF.'S.e g)ngogtt)?sligl?/ y;);j(ejisﬁig(r)]?%iglelz 3 bi_ts (the ones stored on the compromised node) among the
instances as the s’y7ste’m e’volves in time due to failures 90b|ts observed by the data coIIectpr_may be €Ironeous. n
repairs. Moreover, Calvin is assumed to be omnisciént ( atﬂat.case, th.e DC. can perfor”.‘ a majority dgcodmg to recover
k). s0 he knows Ehe source fil&. Moreover. since he hasthe mformauon bit. However, in th_e dynamic model, th_e DC

' ' Gan receive up to 5 erroneous bits. To show how this may

complete knowledge of the storage and_ repair SChemeS’8ccur, assume that the DSS is storing the all-zero codeword,
knows the content stored on each node in the system. Under

this setting, we define theesiliency capacityof a DSS as the LE, @ 0 for i L....6, in Fig.[2, Cerespond|ng 0
. the messagen = 0. Suppose that node, is the one that
maximum amount of data that can be stored on the DSS an . .

. . Is ‘compromised and controlled by the adversary Calvin as
delivered reliably to any data collector that contacts &ny

nodes in the system. shown in Fig[8. Assume that Calvin changes all the 3 stored

Example &:Consider again our example of the DS (LT O PCA 1AL O S
D(4,3,3) with a = v = 3. Assume that there is an omniscienfl e

i . ! or repair. Now suppose that node fails and it is replaced
active adversary Calvin that can control one storage nicelg, b no%evr which pt?ase d on thed??SKR-repetition sﬁructure
b = 1, and can modify its stored data and/or its messagg%wnload; bitse ’ 1 2 0 and x 0 from nodes '

1 = Lydga = 5 =

outgqmg to data coIIec_tors_ and repair nodes._ vy, v3 anduvy respectively. Suppose also that, after some period
A first approach for finding a scheme to reliably store data\E ! . : :
of time, nodews fails and is replaced by node; which

on this DSS would be to use the results in the network codir&% .
literature [24], [27], [28], [29] on the capacity of multisa wnloads bitsz; = 1,24 = 0 andzg = 0 from nodes
' ' ' v1,v4 and vy respectively. An important point to note here

3This corresponds to thelinimum Bandwidth Regeneratir@/BR) codes 1S tha:t_our repair scr_\eme is Tixed and is bas_ed on the RSKR'
described in[[4]. repetition structure irrespective of the possible errarghe

“In the erasure-erasure wiretap channel-ll of parametérs/, ;). the hits downloaded during the repair process. As a result a data
transmitter send& symbols through an erasure channel to a legitimate receive

v
that receivesM symbols. The eavesdropper can observe @arsymbols out collector that ContaCts_noqe@v Us a.nd ?6 observes the data
of the transmitted\/ [34]. as shown in the table in Fi§l 8 which includerrors.
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|Nodev1| |1 11 | A. Results on Omniscient Adversary

In [€], the resiliency capacity of unicast networks with a
single compromised node was analyzed and a cut-set upper
| bound was derived. In the following, Theorér 6 generalizes

the bound in[[B] for the case of distributed storage systems,
whereb > 1 nodes are controlled by an omniscient adversary.

Theorem 6:[Resiliency Capacity Upper Bound] Consider
DC a distributed storage system DE&n, k, d). If an omniscient
adversary controls arly> 1 nodes, with2b < k, the resiliency
capacityC,.(«, ) is upper bounded as,

k
Co(ey) < > min{(d—i+1)8,a}, (1)
i=2b+1
wheref = ~v/d. If 2b > k, thenC,.(«,v) = 0.

This bound is a network version of the Singleton bound and
is obtained by computing the value of certain cuts in the flow
graph of the DSS after the deletion 24 nodes. The detailed

proof of the above theorem is given in Appenfik B.
The resiliency capacity in the bandwidth-limited regime is

|Nodevs |1 0 0 |

| Nodevg | | 1 0

DC observation

defined as
BL —
Fig. 8. Nodev; with broken boundary is compromised and controlled by an ()= sup  Cyp(a,y),
omniscient adversary Calvin. Nodes andwvs fail, and are replaced by nodes v <T
vs, ve respectively. The all-zero codeword corresponding to amEss: = 0 a>0

is stored on the DSS. The Data collector DC connecting to :iogdevs and
vg Observes a total number 6f bits out of which5 bits are erroneous and

equal 1o "1 as shown in the table above. whereT is the upper limit on the total repair bandwidth. We

again note that if the parametéris a system design choice,
the upper bound of Eq[(11) in the bandwidth-limited regime
is maximized ford = n — 1. In the following section we
exhibit a scheme that achieves this upper bound. This result

| o Calvin will be abl il? summarized in Theorefd 7.
n a worst case scenario, Calvin will be able to corrupt all theorem 7:Consider a  distributed storage system

the bits in the DSS having the same indices as the bits stoygd, ;. ; _  _ 1) operating in the bandwidth-limited

on the nodes it controls (here the bits with labelsz» and regime. If an omniscient adversary contrdgisnodes, with

x3). Therefore, Calvin can introduce at most 5 erroneous bgg < k. the resiliency capacity of the DSS is given b
on a collection oft = 3 nodes which may be observed by a ' y capacly g y

data collector. In this case, a majority decoder, or eqaividy B k _
a minimum Hamming distance decoder, will not be able to corr) = _ Z (n—1)B, (12)
decode to the correct message. i=2b+1

. . where 3 = L and can be achieved for a node storage

To overcome this problem, we exploit the fact that Calvin .ﬁ n-1 BL g
. capacitya = T". If 20 > k, thenCZ*(T") = 0.

controls only one node, so he can introduce errors only in T

specific patterns, to design a special decoder that will ydwa

decode to the correct message irrespective of Calvin’s B. Resiliency Capacity in the Bandwidth-Limited Regime

adversarial strategy. In fact, for any possible choice @& th Similar to the proof of Theorefn 2, it suffices to show the
compromised node, one of the following four séfs = achievability for3 = 1, i.e, I' = n — 1. In this case, our
{24, 25,26}, To = {22, 23,26}, T3 = {21,73,25} andTy = capacity achieving code uses a node storage capaeity,—1

{w1, 22,24} is atrusted setthat only contains symbols thatsymbols.

were not altered by Calvin. For example, when Calvin costrol The code has a similar structure to the scheme used in
v1, the trusted set i97. The proposed decoder operates igection[ Y for the case of a passive adversary and is a gener-
the following way. First, it finds a set™ € {Ti,...,T4} alization of the code used in Examjale 5. Tfte1) repetition
whose elements all agree to either O or 1. Then, it declai@sde in the example is replaced by & R) MDS code
accordingly that message = 0 or m = 1 was stored. This where R := Cr(n—1) = Z§:2b+1(n —i)andf = @
decoder will always decode to the correct message since eg¢hhe second layer, the output of the MDS code is stored
setT; intersects with every other sé, j # 4, in exactly one on the DSS following the RSKR-repetition structure as in
symbol and one of them is a trusted set. Therefore each PR[E. As explained in Exampld 5, node failures are repaired
T; contains at least one symbol which is unaltered by Calvigsing the RSKR-repetition structure (also see Sedfibn V for
Thus, if all the symbols irl; agree, they will agree to the additional details) irrespective of the possible erroteoiduced
correct message. by Calvin. Notice that the MDS code used here has a rate
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lower then the one used in the passive adversary case il) The data collector connecting to nodes selects any
Section[ VD to allow for correcting the errors introduced by M symbols with distinct indices, out of ther — 1)k

the adversary. observed symbols, as its inpute Fé” for decoding. In
A data collector accessing arynodes will observe a total Exampld™, Fig8, the DC connecting to nodgsuvs, vg

of ak = (n — 1)k symbols, out of whichM/ = Zle(n —1) observes vector(yi, Y2, Ys, Y1, Ya, Ys, Y2, Ya, Ys). Af-

symbols have distinct indices, ané®-1) symbols are re- ter removing the repeated symbols, we get =

peated due to the RSKR-repetition code. The adversary can (y1,Y2,Ys, 1,95, 9s). Note for a fixed DC,Y is a
corrupt identically the two copies of each symbol stored on ~ codeword of an(), R) MDS code which we callt.

the b controlled nodes. Therefore, the data collector focuses Y includes possible errors introduced by the adversary.
on M symbols with distinct indices out df — 1)k and uses The codeY itself is a punctured code of the outer, 1?)
them for decoding. Thesd/ symbols with distinct indices MDS code.

form a codeword of aiM, R) MDS code, sayt, which are ~ 2) For eachB C {vy,...,v,},[B| =, find Ip.

possibly corrupted by the errors introduced by the advgrsar 3) PunctureY” and the codet’ with pattern/s to obtain
The minimum distance of the MDS cod® is, the observed word’,, and punctured cod&’,,. Note
that due to the RSKR-repetition structure, the size of
such puncturing pattern is

b

2b
dpin(X) =M —R+1=> (n—i)+1.  (13)
i=1

- : [Ig] = (n—i)
e adversary that controls nodes can introduce up to =
t =30, (n—1) errors in the set of\/ symbols with distinct
indices. A simple manipulation shows that> L%J.
Therefore, a classical minimum distance decoderXowill
not be able to recover the original file. Thus, the minimum
distance decoder fails for this specific adversarial gisate
where Calvin corrupts the repeated symbols identically and
cannot be used for a general adversarial strategy.

Next, we present a novel decoder that can correct errors
beyond the classical upper bound|¢f==4Y=1 | in the DSS.  5) If &, = 0, thenYy, is a codeword ofY;,. Assume it
The main idea is to take advantage of the special structure of to be a trusted codeword and decode to message using
the error patterns that can be introduced by the adversary. the codeXy,,.

First, we introduce two definitions that will be useful in  pyoof of Correctness:'We now prove the correctness of
describing the decoding algorithm and that will serve asife apove decoding algorithm by showing that it will always
generalization of the concept of trusted set in the previow§irect the errors introduced by the adversary and output
example. the correct message. Notice first that the syndraine will

Definition 8: Puncturing a vector: Consider a vectot € always be equal to zero whenevBr= B*, the actual set of
FY for some fieldF. Let I C {1,2,...,N},|I| = p, be & nodes controlled by the adversary (which is not known to the
given set. Thepuncturingvectors with pattern/ corresponds data collector). Therefore, the above decoding algorithith w
to deleting the entries i’ indexed by the elements ih to  ajways give an output. Next, we show that this output always
obtain a vector; € FN . corresponds to the correct message stored on the DSS. Denote

Definition 9: Puncturing a Code: Consider a cod€ in by X the true codeword ift, that would have been observed
FY. Let I C {1,2,...,N},|I| = p, be a given set. The py the DC in the absence of Calvin. LBt be the set of thé
punctured cod€ is obtained bypuncturingall the codewords  traitor nodes. Then, the proposed decoding algorithm ftils

which is less than the minimum distance of the MDS
codeX (see [(IB)). Hence, by Propositibnl &9, is an
MDS code.
4) Let Hy,  be the parity check matrix of the punctured
codeX,. Compute the syndrome of the observed word
Y, as
Gy = Hu, Y7,

of C with patternl, i.e,, there exists some other sBt£ B*, and some other codeword
o X' e X, st. X' # X, for whichY;, = X;_ € X,. This
Cr={a1|7 € C}. implies that ?
v/

Proposition 10: If C is an MDS code with parametefs, k) Xipevls = Xipurg.- (14)
then for any given fixed patterh C {1,2,...,n},|I[ =p < But, from the RSKR-repetition code structure we know
(n—k+1), the punctured codé; is also an MDS code with 2
parametergn — p, k). ,

Decoding Algorithm: Let B, |B| < b, denote the set of s Ulp| < > (n—i). (15)

storage nodes controlled by the adversary. Because of ot ex =

repair property of the RSKR-repetition codes, it is suffitie Equations[(I4) and(15) imply thdt,;,(X) < Zfil(n—z‘)

to focus on the case wheB C {vy,...,v,} with |B| = b. which contradicts equatiofi (IL3).

For each such seB, we definelg C {1,2,...,60} to be the

set of the indices of the symbols stored on the nodeBin Remark 11 (Decoder complexityJhe complexity of the

For instance, in Examplg 5, B = {v, }, Ip = {1,2,3}. proposed decoder is exponential in the nunibef malicious
The decoding algorithm proceeds in the following way: nodes. Therefore, it is not practical for systems with large
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values ofb. However, this decoder can be regarded as a proof
technique for the achievability of the resiliency capacit§f®
of TheorentY.

Remark 12:[Expurgation of malicious nodes] As shown
above, the proposed decoder always decodes to the correct
message, and thus, can identify the indices of any erroneous
symbols. The data collector can then report this set of gglic
to a central authority (tracker) in the system. This autigori
will combine all the sets it receives, and knowing the RSKR-
repetition structure (see Fifj] 6), it forms a list of suspdct
nodes that will surely include the malicious nodes that are
sending corrupted data to the data collectors. Since there a
at mostb malicious nodes and each symhgl is stored on
exactly two nodes, the size of the list will be at mast The
system is then purged by discarding the nodes in this list.

Fig. 9.  The limited-knowledge adversary Charlie eavessirapd con-
VIl. ACTIVE LIMITED-KNOWLEDGE ADVERSARY trols node v, shown with the broken boundary. If Charlie erases the

: : : B o~ fata stored on nodey;, the value of the cutC(V,V), with V =
In this section, we consider the case of a non-omnisci 5" 28 a6, 2T 27 DC}, between the source nodeand a data

in? Yout’

active adversary with limited eaVESdrOpping and Contlglli collector DC accessing nodes, v7, vs becomes equal t6.

capabilities. We assume the adversary can eavesdrop on

nodes and control some subsetioK ¢ nodes out of these

¢ nodes. The adversary’s knowledge about the stored file a) Code Construction:The code consists of an outer
is limited to what it can deduce from the observed node§l0, 5) MDS code oveif,., followed by the RSKR-repetition
Moreover, we assume that the adversary knows the coditmde enabling the exact repair of the nodes in the case of
and decoding strategies at every node in the system. Cleddijures. Furthermore, each data packet F,. is appended
when ¢ > k, the adversary becomes omniscient. We aweith a hash vectoh; = (h;1,. .., hi10) € F° computed as,
interested here in the limited-knowledge scenario thas e T

degenerate into the omniscient model studied in the prsviou hig = XX,

sectiop. For this case, we demonstrate tha_lt Fhe resilie%yj — 1,2,...,10, where with abuse of notation; also
capacity of the DSS exceeds that of the omniscient case, gifhotes the vectofz; 1, ..., x;,) in F representing the

can be achieved by storing a smalash on the nodes in corresponding element &f,.. The schematic form of the code
addition to the data. Our approach is similar to thatlof [23js shown in Tabl&]l below.
[24], [25], where the authors consider a limited-knowledge For simplicity, we assume in this example that the hash
adversary that can eavesdrop and con&dgesrather than yajyes stored on the nodes are made secure from Charlie who
nodesin multicast ngtworks. . can neither observe, nor corrupt them. Later in Appefdix C,
[Example 13:Consider a DS(5,3,4) with a = v =4 \ye explain how this can be achieved in the general case with
with an adversary Charlie that can eavesdrop on and contgohegligible sacrifice in the system capacity. Note that even
one nodej.e, b = £ = 1. In the omniscient case with=1,  though Charlie cannot directly observe the hash table, he ca
the resiliency capacity of this system as given by Thedrltmgénerate some of the hash values using the observed data

is equal to2. Here, we show that the limitation on Charlie’spackets on¢ = 1 eavesdropped nodes, since he knows the
knowledge can be leveraged to increase the resiliency #gpagoding scheme. Charlie can use these computed hash values

10 5. . ) . to carefully introduce errors in the data symbols such that i
First, we show that the resiliency capacity for this DSS i§ sl consistent with these hash values.

upper bounded by. To that end, consider the case when node

vy is observed and controlled by Charlie. Moreover, assume Node [ data€ Fqv hashe F.
that nodesv, and vs fail successively and are replaced by v1 X1,X2,X3,X4 | hi ha h3 hy

; ; ; v2 X1,X5,X6, X7 hy,hs, he, hry
nodeswvg andv; as shown in Fig[]9. Consider now a data o Y2 X xa xo | Tz Do his T
collector DC that connects to nodes, vs, vz and wants to va | Xa,%Xe,Xs,%x10 | hs,hs, hs, h1o
reconstruct the stored file. One possible attack that Gharli vs | X4,X7,X9,X10 | hg, h7,hg hio
can perform, is to erase all the data stored on nedd.e., TABLE Il

always change it to a fixed value irrespective of the storedTHE SCHEMATIC FORM OF THE CODE STORED ON THBSSD(5,3,4),
f"e ThIS renders nOdel Useless and the System performs agLONG WITH THE SECURE HASH TABL(I§ THAT IS NOT ACCESSIBLE TO THE
if node v; was removed which reduces the value of the cut ADVERSARYEHARLIE.
C(V,V) (see Fig[®) between the soureand data collector
DC to 5. b) Decoding logic: A data collector contacting nodes
We now exhibit a code that uses a simple “correlatiorbserves 12 symbols in total. In a worst case scenario, i€harl
hash scheme to achieve the above upper bound with higgm corrupt 6 out of these 12 symbols. This can happen,
probability. for instance, when Charlie eavesdrops and controls nede
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. . Data Symbol

and maliciously changes its stored data fromto y; = yly e e B e B
x; + ej,e; # 0,4 = 1,...,4. Then, vy, vs fail successively y2 V [ VI V[V x [ x [ x [ x[x

; : ; y3 v v v v X X X X X
(as shown in Fig.19) .and Charlie sends the erroneous symbols Ve Tt T T P e T [
y1 and ys, respectively, to nodes; and vg during the vs X [ X [ X [ x| V| /7 [ 7 [V
repair process. In this scenario, a data collector, unawhre v XX j 5 j j j

. . . 7

Charlie’s actual node location, accessing nodesvs and va XX [ X [ x [ V|V 777
vy will have among its observatio6 corrupted symbols, Y9 X [ x [ x [ x [V ][ v ][]V ]V
namely those having indicek ..., 4 as shown in Tabl&ll, TABLE IV

where the symboyi denotes the possib|y Corrupted VersionEXAIl\gPINE OF THE COMPAIZISON TABLE OF THE HASH MATRICESY AND
Of Xi7i _ 1’ s 9. Hel’e, we havg’i _ Xi,l’ _ 57 el 9. The . NOTE THAT SINCECHARLIE OBSERVES THE DATA SYMBOLS

{x1, ey X4}, HE CAN INTRODUCE ERRORS SUCH THAT THE HASH
table also shows the hash vectors observed by the same data VALUES OF {y1 ...,ya} ARE CONSISTENT
collector.
Node | datac Fgv hashe F7° ) )
" | y1,¥2,Y3,ya | hi,hz, hg, ha v1. Hence, the proposed decoding will eventually stop and
v6 | ¥1,¥5,¥6,¥7 | hi,hs he hr output a decoding decision. Next, we analyze the probwbilit
v | ¥2,¥5.¥8,¥9 | h2,he hs, ho of selecting a trusted set that results in an error in degpdin
TABLE IlI c) Error Analysis: Let F = {x1,...,x4} denote the
THE DATA SYMBOLS AND HASH VALUES OBSERVED BY THE DATA set Of data Symbols Observed by Char”e by eavesdropping on
COLLECTOR CONTACTING NODESv1, v6, v7, WHEN NODEv1 IS . .
CONTROLLED BY CHARLIE. ¢ =1 node {, in this case). The above proposed decoder may

result in an error only if the chosen trusted §étontains at
least one erroneous symbol, spy. Therefore, we can write
Among the 12. stored symbols; observed by the da}ta 1 = X1 + e; for some errore; # 0 € F,.. Any chosen
collector and their hashek;, each of the 3 symbols with 510 sefr is also guaranteed to contain at least one error-
indices1,2,5 and the corresponding hash vectars ho, hs free symbol that is not observed by Charlie, say= x5 ¢ E.
are repeated twice. Since the advers_ary can change bOBBCOR}, oo this, note that the cardinality of the trusted73és 5,
of each repeated data symbol |dent|caII)_/, our d_echer Erug g by eavesdropping and controlling any one node Charlie
only on a set ofA/ = 9 symbols of distinct indices and .5, ghserve and introduce errors in a maximurd sfmbols
the corresponding hash vectors for decoding. Note that iy gistinct indices to any data collector observation: e
corresponding symbols(xy,...,xg) form a codeword of a setT, containingys,ys along with3 other symbols, to be a
(9,5) MDS code that we refer to a‘y trusted set, it has to generate a consistent hash table ef siz
Let H denote they x 9 hash matrix observed by the dat% x 5. Therefore, Charlie has to pick the errey to satisfy

collector, obtained as T _
Xp5€1" = 0.
h; The observationE = {xi,...,x4} of Charlie is inde-

hy pendent ofxs due to the MDS property of the outer code.
. ) Therefore, for any choice o&; that Charlie makes, there
h’ are ¢ equally likely choices ofxs, out of whichg¢’~! are

9 orthogonal to the chose#y . Hence, the consistency condition
where thei" row h; € F;° corresponds to the hash vector obf hashH;, = Hs , is satisfied with probability,

the symboly;,i = 1,...,9. The data collector then computes - 1
its own 9 x 9 hash matrix// from the9 observed symbols; P(xse1” =0|E,e1) = 7
as . .
ﬁij _ yiij’ 1<i,j<9. Note that if Charlie could observe the complete hash table,

thenxs is no more independent of Charlie’s observation. For
Then, it compares the entries ii with the corresponding example, if Charlie observes the hash vakligs = x2x57,
entries inH to generate & x 9 comparison table. Tab[e]V is then for a given value ok, and Ha 5, there are only;~!
an example of such a comparison table where &ih position equally likely choices forxs. In which case Charlie can
(4,7) indicates that the computed hash and the observed hashays choose; to belong to the space orthogonalie- 1
match,i.e, H;; = H;;, whereas %” indicates that;; # H;; dimensional space of possible choicesxgf thus, deceiving
due to the errors introduced by the adversary. the proposed decoder. Therefore, it is crucial to keep tlsb ha
The decoder selects &usted setof 5 symbols from values secure from Charlie.
{y1,...,yo} that index a5 x 5 sub-table of the com- It can be verified that the above reasoning easily carries to
parison table where all the entries are™; e.g, symbols any choice ob = 1 node controlled by Charlie. Therefore, the
Vs5,¥6,¥Y7,¥s,yo in Table[IM. It then sets the remaining probability of error is upper bounded Hy¢q which vanishes
symbols as erasures and proceeds to decode using a miith increasing the field size.
imum distance decoder for th€,5) MDS code X, that d) Rate Analysis:We encodé information symbols in
can correct up tot erasures. There always exists at leadt,» to form the coded symbols;,i = 1,...,10. For these
one set of5 symbols that generates a consistent hash tabl®, symbols we construct a hash table of sidex 10 with
ed, T = {ys,¥6:y7,¥s,¥o} When Charlie controls node elements inF,. Hence the total overhead of the hash table
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is 229 = O(1) per information symbol. Thus, the rate of our -
code is5—(’)(%) which approaches with an increasing block 0 Nt N
lengthv.

DC

A. Results on Active Limited-Knowledge Adversary MV T
Below we summarize our two main results on the resiliency )
capacity in the case of a limited-knowledge adversary.
Theorem 14:For a DSSD(n, k, d) with an adversary that
can eavesdrop on arfy< k£ nodes and control a subset of size
b of thesel nodes § < ¢), the following upper bound holds
on the resiliency capacity,

k

Crla,y) < Z min{(d —i+1)8,a} (16)

i=b+1

(d—(+1)8

wheredg = ~.
Proof: (sketch) Consider a case when nodgs..., v Fig. 10. Part of the information flow graph corresponding to a DSS

fail SUCCGSS_NGIY and are replaceO_l by NO@ES1, ..., Un+k  D(n,k,d), when nodesus,..., v, fail successively and are replaced by
as shown in Fig[10. Also consider a data collector D@desvnt1,..., v,k A data collector contacts thedgenodes and wants

that contacts these nodes{r,..1,.-., ) 10 retieve the ¢ feconaner Ve Sored fe, Moves ey shoun i rker
source file. If the adversary Charlie controls thenodes
{Un+1,-.-,Unts}, ONE possible adversarial strategy that Char-
lie can use is to erase all the data stored on tliesedes,
i.e. always change it to a fixed value irrespective of the fileart, we demonstrate an efficient scheme to store the halgh tab
stored on the DSS. This renders theontrolled nodes useless,securely and reliably with a negligible sacrifice in the epst
resulting in the upper bound stated in the theorem. m® capacity.

Let R := Zf:b_H min{(d — i + 1)5,a} and & :=
S min{(d — i + 1)8,a}. Our second results states that VIII. CONCLUSION
if the eavesdropping capability of the adversary Charlie is
limited, in particular/ is such that < R, the upper bound in
Theoren I# can be achieved fér=n — 1 in the bandwidth-

In this paper we have considered the problem of securing
a distributed storage system undepair dynamicsagainst
- : eavesdropping and adversarial attacks. We proposed a new
limited regime. . : . : .
] . . dynamical model for the intrusion, wherein the adversary in
Theorem 15:Consider a DS®(n, k,d = n—1) operating . o i )
. ; L . trudes the system at different time instances in order tdoéxp
in the bandwidth-limited regime in the presence of an adv 5 : . . .
9} e system repair dynamics to its own benefit. For the general
sary that can eavesdrop dmodes and controls a subset o 2
. : . _model of an adversary that can eavesdrop and/or maliciously
size b of thesel nodes § < ¢). Then, if the adversary is ) . .
- ) ) o change the data on some nodes in the system, we investigate
limited-knowledgej.e., ¢ is such that < R, the resiliency o . -
capacity of the system is the pr(_)blem of determining thmcrepy capacitgndresiliency
' capacity of the system. We provide upper bounds on the
Bl k . secrecy and resiliencgapacity and show their achievability
CPHM) = Y (n—1i)B, (17) " in the bandwidth-limited regimeGeneral expressions of these
i=b+1 capacities in addition to efficient decoding algorithms agm
where3 =T/(n —1). an open problem.
The conditon£ < R in Theorem[Ib says that the
eavesdropping capability of the adversary is insufficient t APPENDIX
determine the message stored on the D®Sthe adversary is
not omniscient. This limitation in the adversary’s knowded A Proof of Theorerll1
enables every data collector to identify the erroneous sysnb  Consider a DSSD(n, k,d) with ¢ < k, operating at
introduced by the adversary and discard them, thus, regultpoint (a, ) with dg = ~. Assume that nodes;, vs, . .., v
in erasures rather than errors. In this case also, idemgjfine have failed successively and were replaced during the repai
erroneous symbols helps in the expurgation of the system gndcess by the nodes, 1, v,19,...,v,1r respectively as
discarding the malicious nodes, as pointed out in Remark Xhown in the corresponding information flow gragh in
The proof of Theorenh 15 is detailed in Appendix C an&ig. [I0. Now suppose that Eve accesses #haput nodes
is composed of two parts. In the first part, we assume that the set B = {z"' 22 . 2"} <V, while
the hash table is secure from the adversary and generadizettiey were being repaired. Consider also a data collector
reasoning of Example_13 to show how the hash table can BE that downloads data from the output nodes inB =

used to identify, with high probability, the erroneous syisb {z" ! 2""2 x"F1 e va .. The reconstruction property

out s+ r»*%out

introduced by Charlie and thus decode correctly. In thersécoof Eq. (4) implies H(S|Cg) = 0 and the perfect secrecy
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condition in Eq. [(b) impliesH (S|Dg) = H(S). We can
therefore write

H(S) = H(S|Dg) — H(S|Cp)
< H(SICx) - H(SIC)

2
© H(S|CR) — H(S|C, Cp\ 1)
< H(Cp\s|CE)

k

= Z H(Cp+ilCrt1, - -, Cngiz)
i=L+1

3 k
(S) Z min{(d —i+1)8, a}
i=0+1
Inequality (1) follows from the Markov chainS —

Dgp — Cg ie., the stored data’p is dependent onS
only through the downloaded dat@g, (2) from Cp\g =
{Crtt41,---,Cnir}, (3) follows from the fact that each node
can store at most units, and for each replacement node we
have H(C;) < H(D;) < dg, also from the topology of the
network (see Fig._10) where each norﬁ”' is connected to

n+1 n+i—1 o Fig. 11, Part of the information flow graph corresponding to a
each of the nOdesout 1 Tout by an edge Of. capacity DSS (n,k,d) when nodesv;y1,...,v, fail successively and are re-
/3. The upper bound of Theorelm 1 then follows directly frorflaced by nodesin i1, ..., v, 4% ;. A data collector connects to nodes
the definition of Eq.[(B). V1ye ey Ufy Ungl, - - o, Unyi—j tO Tetrieve the file.

B. Proof of Theorerhl6

Consider a DSSD(n,k,d) operating at point(a,v7) Suppose that there exist two distinct messagas # m.
with d3 = ~, in the presence of an omniscient advelsatisfying Xp,(m1) = Xg,(m2). Now, if the symbols
sary that can controb nodes, with2b < k. Assume carried on the edges belonging to the ad{V,V) are
that nodesvjii,vjq2,...,v5, fOor somej, 20 < j < Xp, (m1), Xg,(my) and Xg,(m;) = Xg,(ms). Then, as-
k, have failed consecutively and were replaced by nodsgming all the messages to be equally likely, the data dollec
Unt1,Un42, - -, Uns (k—j)» F€SPeCtively. The information flow will make a decoding error with probability at leaist2. This

graph G of the DSS corresponding to this sequence ¢ true since it will not be able to distinguish between the
node failures and repairs is shown in Fig] 11. Consider fgllowing two cases:

data collector (Fig[Z11) that observes the stored data on

H 1 b
the k nodesvi, ..., v, vn11,--.,Unik_;. Consider also the ° The true message is:; and the nodes:;,, ..., x,
cut C(V, V) with VvV = {z] 2 et LR are controlled by the adversary Calvin who changed the
2 ’ 21 Dey thatoggr;éééteogtthemsoij.r(.:;ngdeon; transmitted symbols on the edges in the #&t from
ou 100ty ou Y

XE1 (mg) to XE1 (ml)

The true message i, and the nodes’™, ..., 22

are controlled by the adversary Calvin who changed the
transmitted symbols on the edges in the &gt from

the data collector DC. We group the edges belonging to this
cut into 3 disjoint sets as follows: °

1) E;: the set of edges outgoing from node§, ,p =

1,...,b.
o X to X .
2) E: the set of edges outgoing from nodes$,p = b + B (1) £ (m2)
1,...,2b. Thus, the capacity of the DSS is upper bounded by the total

3) Ejs: the set of edges outgoing from nodes,p = 26+  capacity of the edges in the sk, i.e,
1,...,7, in addition to the edges belonging to the cut

C(V,V) that are incoming to the node§, ,q = n + J k
L...on+k—j. Colayy) < > ot Y (d=i+1)B,  j=2b+1,... k-1
Let Xg,(m),i = 1,2,3, be the symbols transmitted on the i=2b+1  i=j+l

edges in sef; corresponding to the stored message We

claim that in the presence of an adversary controlling afyj’® Same analysis, as above, can be appliedjfer 2b
b nodes and for any two distinct messages # m, the resultingin,

following condition is necessary for the DC to not make a

decoding error: k

Xpy(m1) # Xg,(ma2). i—ob+1
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. : : Node data packet F,v hashe F9

And also forj = &, which gives, T R o~ T T T T T h

k 2 X1 Xn cen X2n—3 1’11 hn [N h2n73

v3 X2 Xn .. X3n—6 ho hn . hsn_6

Cr(a,vy) < Z Q. }
i=2b+1 an x'n'_1 x2r‘|—3 X.ev hn1 h21;—3 h.e
The bound in Theoreim 6 then follows by taking the minimum
TABLE V

of all the above upper bounds obtained foe 2b, ... k. It
. SCHEMATIC FORM OF THE CODE STORED ON THIDSS(n, k,d =n — 1),
can be easily seen that the above argument extends to the cas, ong wiTH THE HASH TABLE THAT IS NOT ACCESSIBLE TO THE

of 2b > k for which the setEs is empty andC,(«, ) = 0. ADVERSARY CHARLIE.
O

C. Proof of Theoreri 15 i | i their hash . decod
. . o I indices along with their hash vectors to make a decoding
baggvnv?cli?ﬁ—rli?nli?(esds:énirﬁ’ed)i,nV:rI]tg dre_sch}a’ cc))fpaer:a;:jn\?elrr;;?; t decision. Thesel/ symbols form a codeword of af\/, )
gime, P MDS codeX possibly corrupted by errors introduced by the

can eavesdrop ofinodes and control a subset of them of size
adversary.

b, b < ¢. As in the earlier proofs, we show the achievability .
Recall that Charlie can eavesdrop on a totaf obdes and

for p = 1, i.e, I' = n — 1. Any larger values ofs or " ,
can be achieved by repeatedly applying the proposed schefRf¥1trol some subset < ¢ of these eavesdropped nodes in

Since there is no constraint on the node storage capadity M€ Systém.Leyi,i=1,....0, denote the possibly corrupted
bandwidth-limited regime, we choose = n — 1. Let ¢ :— Version of the original data symbais. We havey; = x; +e;,
n(n— k . k . .
( & LIy SF (n—i), R:i=YF, . (n—i)and€ := wheree; is the error introduced by Charlie on the symbols
stored on the nodes he controls, and for rest of symbols

¢ .
Zi:l (n —1). R ; ;
Our proof consists of two parts: 1) We assume that thgé = 0. Without loss of generality, we suppose that the
ata collector observes nodes, ..., v, i.e, data symbols

hash table can be stored securely and reliably, and show an )
achievable scheme that can attain the resiliency capagitye yi and hash valueh;, i € {1,2,..., M}. The data collector

present an efficient method to reliably and securely stage tHbserves the hash values with no errors since the hash table
hash table in the presence of a limited-knowledge adverss assumed to be secure and reliable against the adversary.

Charlie Y% H denote the observeds x 6 hash matrix having the
' vectorsh; € Fg,i = 1,...,M as rows. The data collector

. o o then computes its ow/ x M hash matrixH as
C.1 Resiliency Capacity in the Limited-knowledge Case for

the Bandwidth-Limited Regime

Code Construction:The code that we propose here is a

generalization of the one used in Examiplé 13 of Sedfioh VII. o
It consists of an outefd, R) MDS code whose outpuk = from the observedV/ data packets and compares it with the

(X1,...,%g) € ng is stored on the: storage nodes using ancorresponding entries iH._It generates aMxM_comparison
inner RSKR-repetition code that enables exact repair ire c4&Ple similar to Tabl¢ IV in Example13. In this table &

of any node failure. As shown in Tahld V, each data packi the i-th row andj-th column indicates that the computed
pash and the observed hash matoh, H;; = H,;, whereas

Hij = yiy;”, 1<i,j<M

xi € Fpo,i=1,...,0, is further appended with a hash vecto e - X
hy = (hin hie) € F?. The values of these hashes arex” indicates thatH;; # H;; due to the errors introduced by
Tydly e ey g, q" -
computed as follows, the adversary.
- The decoder then selects a set Bf symbols, among
hij = x5, (y1,.-.,ym), that index an R x R sub-table of the

for j = 1,2,...,0, where with abuse of notatiog; also de- comparisc_m table with all _its entries equal te_/ , and
notes the vector i} representing the corresponding elemefteClares it as arusted setwith no errors. Then, it sets the
of F,.. We assume for now that the hash values stored &#St Of theM — R observed symbols as erased and proceeds
the nodes are secure from Charlie who can neither obsefedecode the obtained vector as a codeword of ah i)

nor corrupt them (as shown in the next section). Althoug§DS code X' with M — R erasures. Since Charlie can
Charlie cannot directly observe the hash table, he can cempgPntrol only b nodes there always exists at least one set
some of the hash values using the observed data packetPbgize M — > i, (n — i) = R symbols that generates a

¢ eavesdropped nodes and possibly introduce errors that @pgsistent hash sub-table of sizex R with “v™. Hence, the
consistent with these hash values. proposed decoder is guaranteed to stop. Next, we compute

Decoding Logic: A data collector accessing ary nodes the probability that the above decoder decodes to an incorre
will observe a total ofn— 1)k symbols and the correspondingnessage.
hash vectors, Wheré;) indices are repeated twice. As noted
earlier, since the adversary can corrupt both of the storedError Analysis: The proposed decoder may resultin an error
symbols with same indices identically, the decoder focusgsdecoding only if the chosen trusted seti®bbserved sym-
only on a set ofM = Zle(n — i) symbols with distinct bols contains at least one erroneous symbolygay x; + e;j,
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Gk
Gs
matrix of a(#, M) nested MDS code over the finite fiel),
(symbols in the hash table also belong to the same field). The
matrix Gk in itself is a generator matrix of &,&) MDS
where the last inequality follows from our assumption (segyde overF,. If the bit to be stored is 1 then choose a
Theorem[1p) that the eavesdropping capabilitys strictly vector s randomly and uniformly fronF2/~¢, otherwise, set
less than the desired storage rateFrom equation[(18), itis § — o < IE‘M £ LetK = (K, ..., Kg) denoteS random keys
clear that the chosen trusted set contains at least onefsgeor mutua”y |ndependent and each un|form|y distributed dﬁ/@r
symbol that is not observed by Charlie, say=x; ¢ £. For - Now, we form the vectorX € F? to be stored on the DSS as

this set to be a trusted set, it has to generate a conS|steImt h@art of the hash table by “mixings with the random keys
table of sizeR x R. In partlcularH” = HU’ ie., xlej =0. usmg the nested MDS code as,

Next, we compute the probability of such event. liethe
the set of symbols in the codeword that are observed by X = KGg +5Gs.
This encoded vectok € IFZ is then stored on thén, &, d)

e; # 0. Also, sinceb < ¢, we have,

Code Construction:Let G = be a generator

b

14
> (n—i)< Z(n—i) <R, (18

i=1

Charlie. SinceX is the output of a(¢, R) MDS code and
|E| < R, any symbolx; of X that does not belong t& is DSS using the RSKR-repetition code as shown in [Fig. 6. The
uniformly distributed inF . conditioned onk, i.e,, RSKR-repetition structure allows the exact repair of a node
1 in case of failure as explained in Sectioh V.

Pr(x; = zi|F) = —, x; € Fgo. (29)
g Security AnalysisThe coding scheme used here is same as

the one in Sectioh V-D that discusses passive adversary and

hence the vecto§, which is of the appropriate ratel — &, is

Therefore, for any choice o#; that Charlie makes based
on his observatiorF, there areq” equally likely choices of

H v—1
X; out Of,Wh'Chq a}r-e orthogoAnaI to the ghosgm. _Henge, perfectly secure from Charlie eavesdropping/omodes. The
the consistency condition of hash ; = H, ; is satisfied with pefect secrecy of implies the perfect secrecy of the hash
probability, bit.

1
Pr(xieJ-T:0|E,eJ-) =-, Next we describe a decoding algorithm that the data
9 collector uses to decode the stored bit with high probabilit

which goes to zero with increasing field size of success even in the presence of errors introduced by
Note that if Charlie could observe the complete hash tabigharlie controllingh nodes.

x; would no more be independent of Charlie’s observation.

Then, as shown in Example]13, Charlie can always chepse Decoding Logic:We denote byD the decoder used by the

to belong to the orthogonal space of all possible choices 0f data collector to recover the stored bit belonging to thehhas

thus deceiving the proposed decoder. Therefore, it is @uciable.D implements the same decoding steps as the decoder of

to keep the hash values secure from Charlie. Sectiof VI-B, of omniscient adversary, except for the decis
Rate Analysis:We encodeR information symbols inf,:  ryle that determines the output. The inputliois the data

using a(f, k) MDS code to form a codewor(k,...,Xg). observed by the data collector accessingiodes which is
For these symbols we construct a hash table of izé with  formed of ko — k(n — 1) symbols, among Wh'Cm ) pairs

symbols inF,. Hence the total overhead of the hash tablgave the same indices. The decoder executes the following
is 5~ = (9( ) per information symbol which goes to zerosteps:

with increasing block length. Hence, asymptotically in block 1) ) selects any set af/ symbols having distinct indices
lengthv, these codes achieve the capacity of Thedrem 15. among the observe#la: symbols. These symbols are

grouped in a vectol” € F2’ which can be written as
Y = KGg+ SGs +e,

where G and Gg are submatrices off and Gg of

C.2 Reliable and Secure Storage of the Hash Table

The scheme described here for storing the hash table
securely and reliably is along the parallel lines of the sohe ! .
proposed([25] in the context of securing multicast networks. size€ x M and (M — f) x M, respectively. The vector
It aims at storingl bit of information securely and reliably. e € IFy’, with up to 377, (n — i) non-zero terms, is the
The scheme can then be repeated to store the complete €TOr vector that accounts for the errors introduced by
hash table which, as shown in the previous section, is of the adversary.
constant size and independent of the block lengttof ~ 2) Let B,|B| = b, denote the set of storage nodes con-
the information symbols. The total overhead incurred by  trolled by the adversary. Again, due to the exact repair

this scheme can be then made arbitrarily small by increasing property of the RSKR-repetition code it is sufficient to
considerB C {vy,...,v,} with |B] = b. For each such

setB, let Ig C {1,2,...,60} denote the set of indices
5The scheme of [25] is matrix-based and is designed for nésvamere

intermediate nodes perform random network coding. Ourreehieere can be
regarded as a simple vector version of the one[in [25]. Thigpkiication

is possible due to the special structure of the networksiinétion flow

graphs) representing distributed storage systems in wotijun with the

RSKR-repetition codes that limit coding in these networkghe source.

of the symbols stored on the nodes/n
For each possibl®3 C {vy,ve,...,v,}, |B] = b, D
puncturesy” with pattern/z to obtainY;, as

Y]B = ’CGKIB + SGSIB +erg,
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vyhereG*K,B and GSIB are the submatrices @¥x and
G5 obtained by deleting the columns corresponding to
the punctured elements 6f, ande,, is the punctured  Rate Analysisin the code proposed above to store the hash
error vector. values securely and reliably we neédsymbols inF, for
D checks whethet;, is a valid codeword of the codeeach1 bit of hash information. Also, in the previous section
generated by the matri&r, by checking whether the we showed that the total size of the hash table of interest is
corresponding syndrome is zero. 6% symbols inFF,. Thus, the total overhead of the proposed
The decodel repeats step8) and4) for each of the code to store the hash tabled$log ¢ symbols ofFF,, that is
(3) sets B until the syndrome obtained in step is independent of the block lengthof information packets.
zero. In this case]) declares that bit “0” was stored. Thus, we have shown how the hash table described in
Otherwise, if for all possible values oB no zero Table[W can be stored on the DSS with a negligible overhead
syndrome is obtained) declares that “1” was stored. and is guaranteed with a high probability to be secret and
resilient to the adversary provided that field sizeand block
Error Analysis: We do the error analysis of the abovdengthv are large enough.
decoding logic considering two different cases based on the
value of the stored hash bit.
« Hash bit ‘0": We will show that when the stored infor-

which goes to zero with increasing the field size

4)

5)
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[ Notation | Explanation |

g Information flow graph of a distributed storage system.

v Set of nodes in the information flow graph.
C(V,V) | Cut partitioning the set of nodeg in a graph into two sety C V andV =V \ V.
Random variable representing an incompressible source file
Total number of active nodes in a distributed storage system
Number of nodes a data collector connects to in order toexetrthe source file.
Number of nodes a new replacement node connects to duringeflaé process.
Storage capacity at each storage node in a distributedgst@ystem.
Amount of data downloaded from every node participatinghie tepair process.
The total amount of data downloaded during the repair psoces, repair bandwidth.
Upper limit on the repair bandwidth in the bandwidth-linditeegime.
All the dataymessages downloaded on the replacement mgdiiring the repair process.
Data stored on the nods .
Desired or achieved storage rate.
Capacity of the distributed storage system in the absene efdversary.
Data symbol or packet stored on a distributed storage system
Data symbol or packet, possibly corrupted by an adversésemed by a data collector]
Number of nodes an adversary can eavesdrop on in a distlilstéeage system.
b Number of nodes an active adversary can maliciously cantrol
E A set of symbol§nodes observed by an adversary by eavesdropping rmues.
Cs Secrecy capacity of a distributed storage system.
Ch Resiliency capacity of a distributed storage system.
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