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Security Games with Decision and Observation Errors

Kien C. Nguyen, Tansu Alpcan, and Tamer Basar

Abstract— We study two-player security games which can In this paper, we examine a two-player game, where
be viewed as sequences of nonzero-sum matrix games playedan Attacker (denoted as playéror P;) and a Defender
by an Attacker and a Defender. The evolution of the game is (gjenoted as playe? or P») participate in a discrete-time
based on a stochastic fictitious play process. Players do not : .
have access to each other's payoff matrix. Each has to observ repeated nonzero-sum matrl?( game. In a general setting, the
the other’s actions up to present and plays the action geneted ~ Attacker hasm possible actions and the Defender has
based on the best response to these observations. Howevenen  posssible actions to choose from. When such a security game
the game is played over a communication network, there are is played between two automated systems over a network,
several practical issues that need to be taken into account: in order to have a good model, we have to take into account

First, the players may make random decision errors from . . .
time to time. Second, the players’ observations of each othie several practical issues. First, the players may make rando

previous actions may be incorrect. The players will try to decision errors from time to time. Instead of playing an
compensate for these errors based on the information they actiona; that is the output of the best-response computation,

have. We examine convergence property of the game in such playeri may play another action? with some probability
scenarios, and establish convergence to the equilibrium pat (which is typically small for functional systems). Second
under some mild assumptions when both players are restricte h b . h h ol k h "
to two actions. t eo servation that each player makes on her opponent’s
actions may also be incorrect, which will definitely affect
her own responding actions. There are many factors giving
rise to these problems: The non-idealiality of electromid a

Game theory has recently been used as an effective todlftware systems, the uncertain and noisy characteritic o
to model and solve many security problems in computédbservation data, and the erroneous nature of the channels
and communication networks. In a noncooperative matri@n which commands and observations are communicated, to
game between an Attacker and a Defender, if the paydfame a few.
matrices are assumed to be known to both players, eachlt is these scenarios that we aim to address in this
player can compute the set of Nash equilibria of the ganfeaper. We examine convergence of players’ strategies in the
and play one of these strategies to maximize her expectEf process with decision and observation errors. If these
gain (or minimize its expected loBs)However, in practice, Strategies do converge, we quantify the new Nash equitibriu
the players do not necessarily have full knowledge of eachd thus estimate how these decision and observation errors
other’s payoff function. If the game is repeated, a mectmanisaffect the learning process and the equilibrium of the game.
called fictitious play (FP) can be used for each player talear Security games have been examined extensively in a
her opponent's motivations. In a FP process, each playBgmber of papers, see for example, [1]-[4]. The work in
observes all the actions and makes estimates of the mixed employs the framework of Bayesian games to address
strategy of her opponent. At each stage, she updates tHi¢ intrusion detection problem in wirelead hocnetworks.
estimate and plays the pure strategy that is the best respo# [6], the author examines the intrusion detection problem
(or generated based on the best response) to the currééhbeterogenous networks as a nonzero-sum static game. The
estimate of the other’s mixed strategy. It can be seen that inwork in [7] addresses this problem using the framework of
FP process, if one person plays a fixed strategy (either of tFgro-sum stochastic games [8]. In [9], we develop a network
pure or mixed type), the other person’s strategy will cogeer model based otinear influence networkghat allows us to
to the best response to this fixed strategy. Furthermore,t#ke into consideration the correlation among the nodes in
has been shown that, for many classes of games, such atepms of both security assets and vulnerabilities.

process will finally render both players playing the Nash Relevant literature on fictitious play can be found in [10]-
equilibrium. [16]. For two-player zero-sum classical FP, the convergenc

proof was obtained for arbitrary numbers of actions for each
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1The problem of each player choosing a Nash equilibrium ounaitiple Our contributions in this paper are as follows. First, we

Nash equilibria is not discussed within the scope of thisepap formulate the repeated security games where players make
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random decision errors as a fictitious play process. Wdow, the best responsenappingss; : A(n) — A(m) and
discuss the convergence of such games in the general case A(m) — A(n) are defined as:

with arbitrary numbers of actions for each player. We then
establish the convergence property for several classes of A (k)

games with decision errors where both players are res&irict?f 7. > 0, from (@), the best response is unique as mentioned
to two actions. Second, we examine the fictitious play, rllier f;md is giv’en by the soft-max function:

process where the players’ observations are imperfect ana ' '

the players try to compensate for the observation errors. We Bilp_s) = o <Mipi> )
again establish the convergence property for the case where s Ti ’

both players are restricted to two actions. We point out &here the soft-max functiom : R* —s Interiof A(k)) is
number of scenarios that can be considered as special Ca3&fned as

of this result.

Bi(p—i) = argp‘max Us(pi,p—i). 4)

eri

In Sectior(l, we introduce some background and notation (0(x)j=———J=1....k (6)
adopted from [13], [14]. The analysis for the stochastic FP Zj:l e®s
with decision errors is presented in Section Ill. In Sectiofgie that(c(z)); > 0, and thus the range of the soft-max
[Vl we address the FP with observation errors. Finally, SOm@nction is just "tjhe interior of the simplex.
concluding remarks end the paper. Finally, a (mixed strategy) Nash equilibrium is defined to
be a pair(p},ps) € A(m) x A(n) such that for allp; €
Il. BACKGROUND A(m) andps € A(n)

A. Static games

Ui(pi,pZ;) < Ui(p;,pZy)- )
We present an overview of some concepts for static i e i

security games, where play& hasm and playerP, hasn Wg can also write a Nash eqU|I|t_>r|u(m1,p2) as the fixed
possible actions. In equations written for the generic @lay PINt Of the best response mappings:
P, i = 1,2, we usek to denotem or n. Denote by i = Bilp*,). (8)
p1 € A(m) andpy € A(n) a pair of mixed strategies fap; o
and P», respectively, wheré\ (k) is the simplex inR*, i.e., B- Fictitious play

1) Discrete-Time Fictitious Play:From the static game

. ) k described in Subsectidn TltA, we define discrete-time FP as
Alk)=¢seRs; >0,j=1,...,k, Zsj =10 (1) follows. Suppose that the game is repeated at tifmes
=1 {0,1,2,...}. The empirical frequency; (k) of player P; is
The utility function of P, Us(pi, p_.), is given byB given by L
i(k+1) = —— (i 9
Ui(pi,p—i) = pZTMipﬂ' + 7. H(pi), (2) qi(k +1) k+ 1 jgov (4) 9)
where M; is the payoff matrix of;,i = 1,2, and H :  Using induction, we can prove the following recursive rela-
Int(A(k)) — R is the entropy function of the probability tion:
vector p;: H(p;) = —pllog(p;) (Note that M; is of gi(k+1) = Lqi(,{) + Lva_(k)_ (10)
dimensionm x n and M> n x m). The weighted entropy k+1 k+1 ™

7, H (p;) with 7, > 0 is introduced to boost mixed strategies.At time k, playerP; picks the best response to the empirical
In a security gamer; represents how much playemwants frequency of the opponent’s actions:
to randomize its actions, and thus is not necessarily known

to the other player. Also, for, = 7 = 0 (referred to as pi(k) = Bi(g-i(k))- (11)
classical FP), the best response mapping can be set-valued?) Continuous-Time Fictitious PlayErom the equations
while it has a unique value when > 0 (referred to as of discrete-time FP[{9)[{10), the continuous-time versi6n
stochastic FP) [4] [14]. For a static game, each player &leghe iteration can be stated as follows ( [13], [14], also see
an integer actior; according to the mixed strategy. The [15], [19] for the derivation):

(instant) payoff for player; is vffi M;v,_, +7:H(p;), where ) ,

we usev;,j = 1,...,k, to indicate thejth vertex of the pi(t) = Bilp—i(t)) —pilt), i=1,2. (12)
simplex A(k) (For example, whek = 2, v; = [1 0] for (. Algorithms

: . - T X

the f'.rSt act|_on, and, . [0 1] for the se_zpond acpon). For We present in this subsection two algorithms for discrete-

a pair of mixed strategie&, p2), the utility functions are time stochastic FP. Algorithf1=0,1, derived from [13]4]1

given by the expected payoffs: [19], is used for the case when players’ observations are
Ui(pisp—i) = E [v] Myv,_.] +7:H (ps). (3) considered to be perfect or when they have no estimates of

observation errors. Algorithin 11-G.2, a generalized vensi
2As standard in the game theory literature, the indéxs used to indicate of the On.e in [19], is used for players who have estimates of
those of other players, or the opponent's in this case. observation errors and want to compensate for these errors.



1) Stochastic FP with perfect observations: stochastic D; and Dy are given below.
FP, at timek, playeri,i = 1,2, carries out the following

steps: Q11 Q2 ... Oap
a a ... Oy
1) Update the empirical frequency of the opponent using Dy = 21 * ’ ’ (16)
)' Um1 Om2 ... Qmm
2) Compute the best respondgq_;(k)) using [3). (Note . . .
that the result is always a completely mixed strategy.) 611 612 o 61”
3) Generate an actiom;(k) using the mixed strategy Dy = SR a7)
from step @), a;(k) = rand[Bi(q-i(k))], where E . .
we userand to denote the randomizer function that nho 2z Ban
gives a;(k) such that the expectatiol [a;(k)] = Whenm = n = 2, the decision error matrices can be
Bi(q_i(k)). written as:
2) Stochastic FP with imperfect observationst time k, Dy — ( l-a v ) , = ( I—e )
playeri,i = 1,2, carries out the following steps: @ 1—v ) € 1—p f18)
b Ssﬁgst&(t[)?e observed frequency of the opporent _The_decision errors of each player in this case are illuedrat
2) Compute t.he estimated frequency in Figure[1. In what follows, we state two standard results
in digital communications. The proofs are similar to those

gi = i@ ). (13) for the casen = n =2 in [19].
Proposition 1: Consider the two-player discrete-time fic-
3) Compute the best responsgq_;(k)) using [3). (Note titious play with decision errors where the error probaiet
that the result is always a completely mixed strategyd'e given in Equation§ (16) and {17). L&f;, i,j = 1...m,

4) Generate an action (k) using the mixed strategy from and €;;, i,j = 1...n, be the empirical decision error
step @), a;(k) = rand[B;(q—:(k))]. frequencies ofP; and P,, respectively. If decision errors

are assumed to be independent from stage to stage, it holds

D. A convergence result forn = n = 2 with perfect that
observations . kli)ﬁgo a.s. &ij = Qyy, i,j =1... m,
We restate the following theorem from [13], [19], for the lim 6.5 8 = e i,j=1...n. (19)
general case where the coefficients of the entropy terms k00 K Y
for the players £, and 72) are not necessarily equal (Cf. \where we uséim a.s.to denotealmost sure convergence
Equation [(2)). This theorem in [13] is stated for = 7, Proposition 2: Consider a two-player discrete-time ficti-
however, one can always scale the payoff matrices to get thgus play with decision errors where the error probaletiiti
general case. are given in Equation$ (16) and {17). Lgtbe the empirical
Theorem 1:(A variant of Theorem3.2 [13] for general frequency of playei’s real actions and; be the frequency
71,72 > 0.) Consider a two-player two-action fictitious playof player i’s intended actions (generated from the best
process with(L” M, L)(L" M,L) # 0, where M; are the response at each stage). If decision errors are assumed to
payoff matrices ofP;, i = 1,2 and L := (1, —1)". The pe independent from stage to stage, it holds that

solutions of continuous-time FP_(12) satisfy

klim a.s. q; = Di(klim a.s. ¢;), i=1,2, (20)

—r 00 — 00

lim t) — t =0 14

t—o0 (1) = Ar(p2(D) (14) where D; are the decision error matrices given in Equations

Jm (p2(t) = B2(p1 (1)) = 0, (15)  (@6) and [(IV).
wheres;(p_;), i = 1,2, are given in[(b). A. If the players know their own decision error probabiliie
We first consider the case where the players both have

I1l. SECURITY GAMES WITH DECISION ERRORS complete information about the decision error matriégs

=1, 2. If they both also know the payoff matricég;, i =

. . . . . (3
In tht|st steﬁtlon,t_we Iconstﬁler Lhe S|t:1at|ons_where playedrg 2, then each can compute and play one of the Nash
are not totally rational or tn€ channeis carrying comman quilibria right from beginning. The problem then can be

are error prone. Specificallyy makes decisipn errors with considered as a stochastic version of the trembling hand
probabiliiesa;;’s where ai;, i, = 1...m,1s the proba- problem. Specifically, suppose that each player still wants
b|||t_y th.at P mtendsn'go play actlop but ends up playlng to randomize their empirical frequengy (instead of the
acflon], i 20,35 04 =1, i = 1...m. Similarly, frequency of their intended actions, or intended frequency
PQ,,% decision grror probab|I|F|e_s are gl\‘/‘en mﬁ.’ €ij = O,', p;) by including an entropy term in their utility function, we
> €j =1, i=1...n. This is called‘trembling hand have that

problem in the game theory literature (See for example, Ref-

erence [17], Subsection 3.5.5). The decision error matrice U;(p;,p—i) zpiTMip—i +17H(Dip;), i =1,2, (21)



Py (Attacker) Proof: The proof can be obtained using Theolfgm 1 and

L the factp, := D;p;, i =1,2. [ |
al (A) O —a O al (A It thus can be seen that with knowledge of their own
@ decision errors, players can completely precompensate for
these errors and the equilibrium empirical frequenciesaiem
a2 (N) Y O a2 (N) the same as those of the original game without decision
1—7v errors.
P, (Defender) B. If the players are unaware of all the decision error
1_ e
4l (D) O € O al (D) probabilities

We consider in this subsection a two-player fictitious
play process with decision errors where the decision error
a2 (N) O a2 (N) probabilities are not know_n to both p_Iayers. Each player
2 L—p 2 plays the regular stochastic FP AlgoritHm 1I-C.1. We are
Fig. 1. The casen = n = 2 where players make decision errors with Interested in whether or not the FP process will converge,
probabilities o, v, €, and 1. and when it does, what the equilibrium will be. We first
examine the general case with arbitrany n, and then the
- special case wherer = n = 2. We first use Propositionl 2
wherep;’s are intended frequencies/; = DY M;D> and  and the same arguments as in the proof of Theorem 3 [19] to
M, = DI M,D, (These are the payoff matrices resultethpproximate the discrete-time FP with the continuous-time
from decision errors using the results in Propositldns 1ZAnd yersion. At time stef, as each playeP, generates her action

see for example [17] for derivation). Usig := Dipi, i = 4, based on the best response to her opponent's empirical

1,2, the utility functions now can be written as frequencyg_;, the expectation of,, (), i = 1,2, will be
Ui(pi,p—i) = D; MiD_; + i H(p;), i =1,2. (22) 9givenby

The game is thus reduced to the one without decision errors E [Ual(k)] = D1p1(qa(k)),

and the Nash Equilibrium of the static game is known from Elva,u)] = D2p2(q,(k)),

Subsection II-A to satisfy: o
bt where D, and D, account for decision errors. The mean

p; = Bi(p), i=1,2, (23)  dynamic of the empirical frequencies then can be written as
or equivalently (with the assumption th&t's are invertible): follows ) )
pi = (D) 'Bi(D_ipr,), i=1,2. (24) a(k+1) = k——l—lal(l{) + k——l—lDlﬂl(%(l{))’
The best response is now given as Tk+1) = - _]‘; 162(14) + - i 1D252(§1(,€))' (27)
Mi_fi . . . .
pi= (D) 'Bi(p_;) = (D)~ 'o (—p) . (25)  From the mean dynamic, we can derive the continuous-time

approximation (See [20] for the derivation):
In the corresponding FP process (ttigembling hand

stochastic FP), as each playeP; can observe her oppo- pi(t) = DiBi(Da(t) —Pi(t),

nent's empirical frequency_;, she does not need to know Po(t) = Dafa(py(t)) — Pa(t). (28)
D_; to compute the best response. We thus state below a ) ) .
convergence result for the FP process with decision errofisC@n be seen that a pair of mixed strategig$, p;) that

for the casen = n = 2. satisfies
Proposition 3: Consider a two-player two-action fictitious Pt = DiBi(BL),
play process where players make decision errors with in- . .
Pa(t) = D2fa2(pi(1)).

vertible decision error matrice®; and D, respectively.
Suppose that at each step, each player calculates the hgit be an equilibrium point of the dynamic§(28). For
response taking into account their own decision errorsgusisome results on the stability of the equilibrium point in

Equation [(25). If(L" My L)(L" ML) #0, L := (1, —1)",  the continuous-time system and the discrete-time system fo
the solutions of the continuous-time FP process with degisi general values ofn and n, we refer to [20]. Whenn =

errors will satisfy n = 2, it turns out the poin(p},75) is globally stable for
. [ MiDalimg e pa(t) the continuous-time system under some mlld assumptions.
tlggopl (t)=D;i o 5 We thus state the following theorem for this special case.
1 . . .
oD lim ) Theorem 2:Consider a two-player two-action fictitious
Jim py(t) = D;'o ( 271 Mt yoo P1 ) (26) play process where players make decision errors with de-
— 00 ’T2

cision error matriced); and Ds, respectively. Suppose that
whereo(.) is the soft-max function defined ifil(6). the players are unaware of all the decision error probaslit



and use the regular stochastic FP algorffamFC.DJf i = Py (Attacker) P, (Defender)

1,2, i tibl LTMD>L)(LT MsD, L 0, th
,2, are invertible and 1D L)( 2oD1L) # e al (A) 1— ol (A)

solutions of continuous-time FP process with decisionrerro
N . Actions Observations
(29) will satisfy
at (N) — =0 ad N

M li o0 Polt 1
lim p,(t) = Do (—1 00 Paf )) ,
t—o0 1
. — 1 _
lim By (t) = Dao (M2 fim o0 Py (t)) (29) a} (D)o=—————0 a} (D)
T2

t) = e ).
e Observations ‘ Actions
whereo(.) is the soft-max function defined ifl(6). a3 (N)o —n a3 (N)

Proof: The proof, some remarks, and a numerical
example can be found in [20]. u Fig. 2. Players observe their opponent’s actions througtaripi channels
with error probabilitiesa, v, €, and .

IV. SECURITY GAMES WITH OBSERVATION ERRORS

In [19], we study the effect of observation errors orfrequencies of observations af’s and P,’s actions, re-
convergence to the NE inax 2 FP process. We also prove spectively. If channel errors are assumed to be independent
that if each player has a correct estimate of error proliggsili from stage to stage, it holds that
of observations, they can reverse the effect of the chawnel t

obtain the NE of the original static game. In this section, klgm a.s. &i; = oy, ,j=1...m,

we present a generalized version of these results. Corsider li > . o 3
o2 o i im a.s.€; = €5 ,j=1...n (34)

two-player fictitious play game with imperfect observaton k—o0

where the error channels are given in Equatidns (30) anghq e we usdim a.s.to denotealmost sure convergence

@D). Proposition 5: Consider the two-player discrete-time fic-
titious play with imperfect observations where error prob-

11 192 e A1, - X ! .
a1 Qg ... Qam abilities are given in Equation$ (30) and{31). Lgt be
Ol - ) (30) iri
the observed frequency ang be the empirical frequency
Qml  QCma - Ol of playeri. If channel_errors are assumed to be independent
from stage to stage, it holds that
€11 €12 ... €lIp
C, = L (31) lim a.s.q;, =C;(lim a.s. q;), i =1,2, (35)
. k—o0 k—o00
enl €n2 weo Cnn where(; are the channel error matrices given in Equations
wherea;, i,j = 1...m is the probability thatP,’s action ~(30) and [(31L).
i is erroneously observed as actipna;; > 0, Z;_”:l Qi = If both players have their estimates of the errror probabili

1, i=1...m, ande,;;, i,j = 1...n is the probability that ties as in Equation§{B2) arfld(33), they can play the stomhast
P,’s actioni is erroneously observed as actigne;; > 0, FP algorithm given i IECR withf ;(7_;) = (Ci)~'q_,
Z}”:l €ij = 1, i = 1...n. Suppose that the players haveto compensate for observation errors (Using the results in

their estimates of the errror probabilities as follows: Proposition§ 4 anid 5). Again we can use the same procedure
o B as in Subsection III-B to approximate the discrete-time FP
i 12 .. Gdm with the continuous-time version.
i Q21 Q22 ... Q2m
Cl = 9 (32) k
e _ ak+1) = i (J1(k)
€11 €12 ... €1p + kj— (Ml(cz) C2q2(k)) )
CQ _ €21 €292 e €on, 7 (33) k
AR _ @k+1) = i (J2(k)
€nl €n2 ... €nn
1 My(C) YCrqi(k
wherea;; > 0, 2710%—1 i=1...m, andg; > 0, +k+1 ( 2 1)72 11 ))-

Z;.”:laj =1, 4= 1...n. We first restate Propositions
@ and[2 in the context of repeated games with imperfedthe continuous-time approximation is given by:
observations. -

Proposition 4: Consider the two-player discrete-time fic- pr(t) p <M1(02) CQp?(ﬂ)
titious play with imperfect observations where error proba T1
bilities are given in Equation§ (B0) and {31). L&, i,j = My (C1)™ Oupy(t)
1...m, and &;, i,j = 1...n, be the empirical error U( T

—pi(t),

pa(t) )—m@) (36)



It can be seen that a pair of mixed strateg(gs, ¢5) that
satisfies

pi) = U(Mﬂ?)nl@p;(”),
o) = U(M2(Cl);glclp’{(t)>.

will be an equilibrium point of the dynamicg (36). For
some results on the stability of the equilibrium point in
the continuous-time system and the discrete-time systerPr]
for general values ofn and n, we refer to [20]. When

m = n = 2, again the poin{pj, p3) is globally stable for

the continuous-time system under some mild assumptionéz.
We have the following theorem.

Theorem 3:Consider a two-player two-action fictitious
play game with imperfect observations where the errof®
channels are given in Figuté 2 and Equation (37).

[4]
) (5]

() e ()

Suppose that the players have their estimates of the errror
probabilities as follows: 6]
I
I-n

a_< 7)’62_(1j 28)

The players then play the stochastic FP givel_in TI-C.2. If[8
(LTMl (02)_1CQL)(LT]\/IQ(Cl)_lclL) 75 0, the solutions
of continuous-time FP with imperfect observations] (12) wil

satisfy
lim po(t) =0 (39)
t—o0 T2

where o(.) is the soft-max function defined in[1(6).

Proof: The proof, some remarks, and a numerical examp[éz]
can be found in [20]. [ ]

11—« ¥

1—v

"

«a 1—pu

5
1-—

1-a@
o (7]
El

[10]

lim p1(t) =0

t—o0 T

M5 (C1)~1Cy limy—yo0 p1(t)

M1 (C2) 102 limy—yo0 p2(t)
[11]

[13]
V. CONCLUSION

In this paper, we have introduced and discussed so
repeated security game models that take into account [gfayer
decision errors and observation errors. Each player does no
have access to her opponent’s payoff matrix and thus h
to learn this through the fictitious play process. However, i
a practical setting, each player is expected to make randdt]
decision errors from time to time and also has to respond
to imperfectly observed actions of the other player. We have
studied the convergence property of such games and, if tH&l
FP process does converge, quantified the new equilibriu@S]
Such analyses will help provide guidelines for players to
maximize their gain or minimize their loss in a nonideall9]
environment.

We normally start from the mean dynamics of the discrete-
time version of a game, proceed to continuous-time approi0]
imation and then analyze convergence of this continuous-
time version. Although the convergence of the continuous-
time fictitious play does not guarantee the almost sure

convergence of the discrete-time counterpart, it doesigeov
the necessary limiting results for the discrete-time warsi
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