(IJCSIS) International Journal of Computer Science and Information Security,

Vol. 7, No. 2, 2010

SURVEY REPORT - STATE OF THE ART IN
DIGITAL STEGANOGRAPHY FOCUSING ASCII
TEXT DOCUMENTS

Khan Farhan Rafat
Department of Computer Science
International Islamic University
Islamabad, Pakistan

Abstract— Digitization of analogue signals has opened up new
avenues for information hiding and the recent advancements in
the telecommunication field has taken up this desire even further.
From copper wire to fiber optics, technology has evolved and so
are ways of covert channel communication. By “Covert” we
mean “anything not meant for the purpose for which it is being
used”. Investigation and detection of existence of such cover
channel communication has always remained a serious concern
of information security professionals which has now been evolved
into a motivating source of an adversary to communicate secretly
in “open” without being allegedly caught or noticed.

This paper presents a survey report on steganographic
techniques which have been evolved over the years to hide the
existence of secret information inside some cover (Text) object.
The introduction of the subject is followed by the discussion
which is narrowed down to the area where digital ASCII Text
documents are being used as cover. Finally, the conclusion sums
up the proceedings.
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I. INTRODUCTION

Cryptography derived from Greek, (where historian
Plutarch elaborated on the use of scytale — an encryption
technique via transposition, a thin wooden cylinder, by a
general for writing message after wrapping it with paper, to
decrypt the message, one needs to wrap that piece of paper
again on the scytale to decrypt the message [41].), focuses on
making the secret information unintelligible.
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Figure 1 — Scytale [44]

Information Hiding Men’s quest to hide information is
best put in words [2] as “we can scarcely imagine a time when
there did not exist a necessity, or at least a desire, of
transmitting information from one individual to another in
such a manner as to elude general comprehension”.
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Figure 2 — Classification of Information Hiding based on [1]

While discussing information hiding, we mainly
come across people from two schools of thought. One votes
for making the secret information unintelligible (encryption)
[5] whereas the other like Eneas the Tactician, and John
Wilkins [4][5] are in favor of hiding the existence of the
information being exchanged (steganography) because of the
fact that the exchange of encrypted data between Government
agencies, parties etc. has its obvious security implications.

e Covert/Subliminal Channel A communication
channel which is not explicitly designed for the
purpose for which it is being used [6][7] e.g. using
TCP & IP header for hiding and sending secret bits
etc.

e Steganography is derived from the Greek words
, ‘steganos’ and ‘graphie’, oTErevés pagew (8]
which means Covered Writing/Drawing.
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Figure 3 — Prisoner’s Problem
The classic model for invisible communication was
first proposed by Simmons [3][4] as the prisoners’ problem
who argued by assuming, for better understanding, that Alice
and Bob, who have committed a crime, are kept in separate
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cells of a prison but are allowed to communicate with each
other via a warden named Wendy with the restriction that they
will not encrypt their messages and that the warden can put
them in isolated confinement on account of any suspicious act
while in communication. In order to plan an escape, they now
need a subliminal channel so as to avoid Wendy’s
intervention.

Following is an example from [34] where in World
War I, German Embassy in Washington (DC) sent the
following telegram messages to its Berlin headquarters (David
Kahn 1996):

“PRESIDENT'S EMBARGO RULING SHOULD HAVE
IMMEDIATE NOTICE. GRAVE SITUATION
AFFECTING INTERNATIONAL LAW. STATEMENT
FORESHADOWS RUIN OF MANY NEUTRALS.

YELLOW  JOURNALS UNIFYING NATIONAL
EXCITEMENT IMMENSELY.

APPARENTLY NEUTRAL'S PROTEST IS
THOROUGHLY DISCOUNTED AND IGNORED.

ISMAN HARD HIT. BLOCKADE ISSUE AFFECTS
PRETEXT FOR EMBARGO ON BYPRODUCTS,
EJECTING SUETS AND VEGETABLE OILS.” [34]

By concatenating the first character of every word in
the first message and the second character of every word in the
second message the following concealed message is retrieved:

“PERSHING SAILS FROM NY JUNE I” [34]
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Does not | Does not follow Kerchoff’s principle.
require a device | Requires  voluminous data  for
for trespassing and Needs  careful
computational generation and crafting of cover text
purposes. for hiding bits.

A. Terminology: By convention, the object being used

to hide information within it is called cover-text. A variety of
media such as text, image, audio etc. depicted in
[9][10][11][42] are used to hide secret information within its
body. After embedding of secret information, the resultant
object is referred to as stegotext/stego-object. According to
[12] the algorithms by virtue of which secret information is
embedded in the cover-text at the sending end, and gets
extracted out of stego-text at the receiving end constitutes a
stego-system. The secret key involved in information
exchange [13] via private and public key Steganography is
referred to as stego-key.

B. Model: Though different in their approach,
Steganography and Cryptography go well together when it
comes to information security. The evolution of digital
technology (which is a continuous process) has brought
significant change in the methodologies being used / preferred
earlier for hiding information. As now we opt for a blend of
these two techniques added with compression, to attain a near
to perfect security solution having ‘no-compromise on
security’ as our slogan. Mathematical modeling of Figure-4
follows:
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Figure 4 — Preferred Stegosystem
At present Internet spam is (and can be) a potential e Encoding Process:

candidate to be used as cover for hiding information.
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Where:
1 is the function which operates on the Cover ‘0’ to

[Fx

embed compressed and encrypted data ‘g’ using
the Stego-Key K to produce the Stego-Object 'O’.

g=2¢ (¢ |2) ‘Encrypting the compressed message
(€) with secret key.

€ is the encryption function that takes the
compressed data ¢ for encryption using symmetric
key k.

¢ = ¢(M) ‘Compressing the secret message (M)
using appropriate algorithm.

Decoding Process:
0=E(°0’,§K)
Where:
E is the function which operates on the stegocover
object “O’ to decompress and decrypt the data
indicated by function ‘g’ using the Stego-Key K
and extract the secret information.

g=d (¢ R) ‘Decrypting the decompressed data (¢)
with secret key K.
d is the decryption function that takes the

compressed data ¢ for decryption using symmetric
key k.

¢ = ¢ (M’) ‘Decompressing the hidden message
(M) using appropriate algorithm.

C. Categorization: Steganography  is  broadly

categorized in [2][7] as:

e Linguistic Variety of techniques (such as
discussed in  [15][16][17][18][19]), takes
advantage of the syntax and semantics of Natural
Language (NL) for hiding information. However,
the earliest form probably of which is acrostic.
Giovanni Boccaccio's Amorosa visione is
considered as the world's hugest acrostic [20, pp.
105-106] (1313-1375).

e Technical This technique is broader in scope
which is not confined to written words, sentences
or paragraphs alone but involves some kind of
tool, device or methodology [16] for embedding
hidden information inside a cover, particularly in
its regions / areas which remain unaffected by
any form of compression.

D. Categorization of Steganographic Systems based
on techniques as explained in [8] is as under:

e  Substitution systems Redundant parts of cover
get replaced with secret information.

¢ Transform domain techniques Transform
space of the signal is used for embedding
information such as frequency domain.
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e Spread Spectrum technique uses the conventional

approach as is done Telecommunication sector
where a signal is spread over a range of frequencies.

e  Statistical methods encode information by changing
several statistical properties of a cover and use
hypothesis testing in the extraction process.

¢ Distortion techniques store information by signal
distortion and measure the deviation from the
original cover in the decoding step.

e Cover generation methods encode information in
the way a cover for secret communication is created.

E. Types of Embedding Applications

Another important pre-requisite for covert channel
communication is the availability of some type of application
embodying some algorithm/technique for embedding secret
information inside the cover. The birth of Inter and Intranet
has given way to a multitude of such applications where
information hiding finds its vitality as was never before.

Following is a brief review as of [36] of such applications
which are differentiated according to their objectives:

e Non-Repudiation, Integrity and Signature
Verification: Cryptography concerns itself with
making the secret information un-intelligible by using
the techniques of confusion and diffusion as
suggested by Shannon, to ensure integrity of the
message contents. Public key cryptography is a
preferred way of authenticating the sender of the
message (i.e. the sender/signature is genuine / non-
repudiation). This, however, becomes challenging
when the information is put on line as a slight error in
transmission can  render the  conventional
authentication process as a failure; hence now there
are applications for automatic video surveillance and
authentication of drivers’ licenses etc.

e Content Identification: By adding content specific
attributes such as how many times a video is being
watched or a song is played on air; one can judge the
public opinion about it.

e  Copyright Protection: The most debated, popular
and yet controversial application of information
hiding is copyright protection as it is very easy to
have an exact replica of a digital document / item and
the owner / holder of the document can own or
disown its rights. One such popular incident occurred
in 1980’s when British Prime Minister being fade up
about the leakages of important cabinet documents
got the word processor modified to automatically
encode and hide the user’s information within word
spacing of the document to pin-point the culprits. In
the early 1990’s, people begin to think about digital
watermarking for copyright compliance.

¢ Annotating Database: It is not un-common for large
audio / video databases to have text or speech etc.
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captions which can easily be got embedded inside the
relevant database to resist against various signal
processing anomalies.

e Device control: Human audio / video perceptions are
frequently being exploited by the vendors in
designing their information hiding techniques. In one
such reported technique a typical control signal,
embedded in a radio signal broadcasted by a FM
radio station was used to trigger the receiver’s
decoder.

o In-Band captioning: Just as it is not un-common to
embed data in audio-visual streams; so can be the
case where data for various services launched by
Telecom Operators can be embedded in television
and radio signals.

. Traitor Tracing: Here distinct digital signatures are
embedded and the number of copies to be distributed
is limited. The unauthorized usage of the document
can then be traced back by the intended recipient.

o Media Forensics: The tempered media gets analyzed
by experts to identify the tempering and the portions
which have been affected by it but not throw light as
to how the tempering is done.

F. Types of Steganographic Systems: According to [§]
Steganographic Systems can be segregated as:

e  Pure Steganography (PS): Weakest, as is based on
the assumption that parties other than the intended
ones are not aware of such type of exchange of
secret information.

e Secret Key Steganography (SKS): In this
technique, both the sender and receiver share or
have agreed on a common set of stego-keys prior to
commencement of secret communication. The secret
information is embedded inside the cover using the
pre-agreed stego-key and gets extracted out at the
receiving end by reversing the embedding process.
The advantage lies in the fact that an adversary
needs to apply brute force etc. attack to get the
secret information out of the cover which require
resources such as computational power, time, and
determination.

e Public Key Steganography (PKS) As the name
indicates, public key steganography use a pair of
Public and Private Keys to hide secret information.
The advantage of this technique is that an attacker
first needs to come up with a public and private key-
pair and then the decoding scheme to extract the
hidden information out of the cover. The key benefit
of this technique is its robustness in execution and
easy of key management.

G. Models for Steg-Analysis

e Blind Detection Model

This model is the counterpart of cryptanalysis and
analyzes the stego-object without any prior
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knowledge about the technology and the type of the
media (cover) being used in the concealing process.

¢ Analytical Model
The stego-object is analyzed in terms of its
associated attributes such as stego-object type,
format etc. [21] and thereafter on the basis of the
data gathered relevant known steg-analysis tools are
used to extract hidden bits and derive the meaning
out of it.

II. Related Work
This section covers a literature review of the recently
published text-based steganographic techniques such as use of
acronyms, synonyms; semantics to hide secret bits in English
Text in paras A — E, format specific techniques are discussed
in paras F — K while ways of hiding secret bits in TCP and IP
header are elaborated in para L respectively:

A. Acronym

According to the definition at [43] “an acronym
(pronounced AK-ruh-nihm, from Greek acro- in the sense of
extreme or tip and onyma or name) is an abbreviation of
several words in such a way that the abbreviation itself forms
a pronounceable word. The word may already exist or it can
be a new word. Webster's cites SNAFU and radar, two terms
of World War Two vintage, as examples of acronyms that were
created”.

Mohammad Sirali-Shahreza and M. Hassan Shirali-
Shahreza have suggested the substitution of words with their
abbreviations or viza viz in [40] to hide bits of secret message.
The proposed method works as under:

Table 1
Acronym Translation
218 Too late
ASAP As Soon As Possible
C See
CM Call Me
F2F Face to face

If a matched word/abbreviation is found then the bit
to be hidden is checked to see if it is under column ‘1’ or ‘0’
and based on its value (i.e., 0 or 1), word/abbreviation from
the corresponding column label is substituted in the cover
message, in case of otherwise the word/abbreviation is left
unchanged. The process is repeated till end of message.

Speedy

Flexibility: More words / abbreviation pairs can be added.
Technique can be applied in variety of fields such as
science, medicine etc.

The main drawback lies in the static word/abbreviation
substitution where anyone who knows the algorithm can
easily extract the hidden bits of information and decode the
message which is against Kerckhoff’s Principle which states
that the security of the System should lie in its key, where
the algorithm is known to public.
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B. Change of Spelling

Mohammad Shirali-Shahreza in his paper [23]
proposed a method of exploiting the way; words are spelled
differently in British and American English, to hide bits of
secret information. The procedure for concealment explained
below, is the same as that of para A, where the words spelled
in British and American English, are arranged in separate
columns as shown in Table 2.

Table 2
American Spelling British Spelling
Favorite Favourite
Criticize Criticise
Fulfill Fulfil
Center Centre

The column containing British Spelling is assigned
label ‘1’ while that containing American Spelling is
assigned label ‘0°’. The information to be hidden is
converted into bits. The message is iterated to find
differently spelled words matching to those available in
pre-defined list (Table 2 refers).

If a matched word is found then the bit to be hidden
is checked to see if it is under column ‘I’ or ‘0’ and based
on its value (i.e., 0 or 1), word spelled in American or
British English from the corresponding column label is
substituted in the cover message. Words not found in the
lists are left unchanged. The process is repeated till end of
the message.

Language Specific
Non-adherence to Kerckhoff’s
principle.

Speedy

C. Semantic Method

Mohammad Sirali-Shahreza and M. Hassan Shirali-
Shahreza in [24] have used those English Language words
whose synonym exists.

The authors had arranged words (having synonym) in
one column while corresponding synonyms were placed in
another column (Table 3 refers) and followed the procedure
explained below:

The column containing words/Translation is assigned label
‘1’ while that containing acronyms is assigned label ‘0’
and the information to be hidden is converted into bits. The
message is iterated to find words/abbreviations matching
to those available in pre-defined list (Table 1 refers).

Table 3
Word Synonym
Big Large
Small Little
Chilly Cool
Smart Clever
Spaced Stretched
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If a matched word / synonym is found then the bit to be
hidden is checked to see if it is under column ‘1’ or ‘0’
and based on its value (i.e., 0 or 1), word or synonym
from the corresponding column label is substituted in the
cover message. Words not found in the lists are left
unchanged. The process is repeated till end of the
message.

Language Specific
Speedy Non-adherence to Kerckhoff’s
principle.

Only one synonym is taken in the
substitution table.

D. Miscellaneous techniques

The authors in [31] have given a number of
idiosyncrasies ways that are / can be used for hiding secret
message bits, such as by introducing modification or injecting
intentional grammatical word/sentence errors to the text. Some
of the suggested techniques / procedures which can be

employed in this context include:

e Typographical errors - “tehre” rather than “there”.

e Using abbreviations / acronyms - “yr” for “your” /
“TC” in place of “Take Care”.

o  Transliterations — “gr8” rather than “great”.

e  Free form formatting - redundant carriage returns or
irregular separation of text into paragraphs, or by
adjusting line sizes.

e  Use of emoticons for annotating text with feelings -
“:)” to annotate a pun.

e Colloguial words or phrases - “how are you and
family” as “how r u n family”.
e Use of Mixed language - “We always commit the

same mistakes again, and ’je ne regrette rien’!”.

More  variations for | Eye catching.
hiding information.

More computations | Can draw suspicion.
required.

E. Enhanced Steganography in SMS

In his paper at [35] the author has suggested an
enhancement in an existing steganographic system [22] by
taking care of the limitations of the existing techniques

discussed in paras A — D which work as under:

In this enhanced technique, words and their
corresponding abbreviations are grouped under two
columns. The column containing words is labeled as ‘1’
and that containing abbreviations is labeled as ‘0 (Table
4 refers)’. Depending on the input 128-bit stego-key bits
and the value of the first stego-key byte, words and their
corresponding abbreviations are swapped so that the two
columns now contain a mix of words and abbreviations.
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Table 4

1 0
Too late 218
ASAP As Soon As Possible
See C
CM Call Me
F2F Face to face

et k=l il k=)

e Bits Embedding Process_A [28-bit Linear
Feedback Shift register (LFSR), initialized using
the same stego-key, serves as a pseudo random bit
generator, the first 128 bits of which are discarded
before use. The output bits from the LFSR get XoR-
ed with the bits of the message. Based on the
resultant bits of the XoR operation, words or
abbreviations corresponding to column labels
replaces the contents of the original message.

The embedding and extraction processes are depicted
diagrammatically in Figure 5 and 6 respectively:

INTERPR ‘ 5
H ET AS "0
Column 1/0 | | 11110001011110 E OR‘1’ — 3

T BITS TO BE EMBEDDED - ‘B

128—bit LFSR i :

001101010001111 | S .—$ Store and
aims [

Figure 5.Embedding Process Figure 6.Extraction process

e Bits Extraction Process_It is just the reverse of the
Bits embedding process, where after Initialization;
the hidden bits are first extracted and then get XOR-
ed with the output of 128-bit LFSR. The resultant bits
are  concatenated and passed  through a
transformation which translates the string of bits into
their equivalent ASCII character i.e. secret message
text.

Adherence to Kerchoff’s Principle

Shanon’s principles of confusion & diffusion

Secret bits are encrypted before being embedded in the
cover makes the system secure, as the enemy will have
to perform additional efforts of decrypting the bits
without the knowledge of key.
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The 128-bit LFSR used for encryption with a non
repeated key has rendered the system as OTP.

The algorithm can be extended to the desktop, PDA
platforms.

The algorithm is language independent.

Adding compression before encryption can hide more
secret bits in the cover.

Slightly slower (in fractions) than its predecessor
technique.

F. MS Word Document

2.1 Miessagce Em bedding]

‘ In the degeneration stage. a subs

degenerated such that the degenerated «
some author, to be revised later by anotk
An-example tvpe of degeneration
suach asFor examples. we mav degener
Frexicd, rermrrernerariorr, and wearfrer 1o acci

respectively. Such errors are commonly

of degeneration is to grrake gese of words

Lthe errors and the corrections of them ir

of pairs of such words and their m

Figure 7 — MS Word for Steganography

The author at [32] has made use of change tracking
technique of MS Word for hiding information, where the
stego-object appeared to be a work of collaborated writing. As
shown in Figure 7, the bits to be hidden are first embedded in
the degenerated segments of the cover document which is
followed by the revision of degenerated text thereby imitating
it as being an edited piece of work.

Easy to use as most | Easily detectable as MS
users are familiar with | Word has built in spell
MS word. check and  Artificial
Intelligence (Al) features.

G. HTML Tags

The author of publication at [38] elaborates that
software programs like ‘Steganos for Windows’ uses gaps i.e.
space and horizontal tab at the end of each line, to represent
binary bits (‘1’ and ‘0’) of a secret message. This, however,
adds visibility when the cover document is viewed in MS Word
with visible formatting or any other Hex-Editor e.g.:

<html>( )->->( )->
<head>( )->()()->
[Text]O0O->
</head>->()->->
</html>()->()->

Where () represents Space and ‘->" denotes Horizontal Tab.
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The above example indicates hiding of secret bits
‘100101001..." as per analogy explained above.

Spaces are also inserted in between TAGS fto
represent a hidden bit ‘0’ or ‘1’. The above example indicates
hiding of secret bits ‘1001001010’ as per analogy explained.

Later in the discussion, the author proposed the use
of line shift; interpreted (in hex) as 0xAO, 0xDO in Windows
and as 0xAQ in Unix Operating System to translate these as
‘I’ and ‘0’. A majority of text editors can interpret the two
codes for line shift without ambiguity, hence it is a
comparatively secure way to hide secret information.

The author of [39] has shown ways where HTML

TAGS can also be manipulated to represent hidden bit ‘0’ or
‘1.

Works well for Visibility/Eye catching in case
HTML of TEXT documents.
documents as Increase in Stego-cover File size.
re.g.ar.d.s on screen Non-adherence to Kerchoff’s
visibility. principle.

H. XML Document

<CKDBS>

<IGTCLEFTWMOKLI OGNPRESTN=
<TFIXI TSBILVHFJE=ESmwxpacgirtvr
stgmyefgpkhwBOuwvrdftlyifextbyusgfteb
hgferovgtuocdenjirehgbiwntlx</=
<AKRHYTHBJIEBOPSGFRDFTFGBEIT
=BQovshiex DPywglhdtawertmondtp</=
<CTOXKUASRNFBHATQMPZFRSCTH
INYOPWCTHD=URSFGANDT</>
<CLOWHMSBUPXCFLAVKQISNDTU
QLXYFVWTOLS=>CTowglkrtudvhwmzn
kspboastvjihstveunaqjdtvpsa</=
<PARDFIGXOCSTHUELQIBS>14067.9

3089</=
<YDETVAWKORDEFTE=1094583795259
Q==

</IGTICLEFTWMOKLI OGNPRESTN=
</CKDBS>
Figure 8: Data Hiding in XML document

XML is a preferred way of data manipulation
between web-based applications hence techniques have been
evolved as published in [26] for hiding secret information
within an XML document. The user defined tags are used to
hide actual message or the placement of tags represents the
corresponding secret information bits. One such technique
places hidden text bytes sequentially in Tags as shown in
Figure 8.

Vol. 7, No. 2, 2010

XML is widely | Eye catching.
acceptable  tool  for | Increased Stego-cover
information exchange | File size.

which makes the task of
its Steg-analysis difficult.

Non adherence to
Kerchoff’s principle.

L White Spaces

W. Bender, D. Gruhl, N. Morimoto, and A. Lu in
[25] have discussed a number of steganographic techniques for
hiding data in a cover, where one of the methods places one or
two spaces after every terminated sentence of the cover
file/text to represent a secret bit ‘0’ or ‘1’ as the case may be.

hje|l (gluji|c|k| |b|r|o|win| [f|o]x
J|u|m|p(s| [ofv]e|r| [E|hfe lla|z|y
dlo|g
Figure 9: Original Text [25]
T|hle| |qjufi|c|k| |b[r|o|w|n| [f]|o|x

Figure 10: Stego-Text [25]

Another discussed technique includes hiding data by
text justification as shown in Figure 11.

This distressed  the  monks and terrified  them. They were
—— not , used to  hearing these awful beings called names, and

010 they_did , not_know  what_ might be the  consequence. There
was_a, , dead  silence now; , superstitious  bodings  were_in
every mind. The magician pegan to  pull his wits together,

) and,_when,_he_presently_smiled_an_geasy, _nonchalant_smile, it

TD-.IH spread  a mighty relief around; for it indicated_that_his

mood was not destructive.
e ok,

Figure 11 -Text from ‘A Connecticut Yankee’ in King Arthur’s Court by
Mark Twain [25]

Normally passes by | Violates Kerckhoff’s
undetected. Principle.
Increases cover text size.
J. Line Shifting

Printed text documents can also be manipulated as an
image and subjected to steganographic techniques such as
discussed in [28][29] by slight up/down lifting of letters from
baseline or right/left shifting of words within a specified
image/page width, etc.

slightly up or down line shifting

Shift decision based on code book
Figure 12 [28]
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This increase/decrease in line height or the increase decrease
in space between words by left / right shifting can be
interpreted as binary bits ‘0’ or ‘1’ accordingly to hide secret
information.

The gquick brown fox.

The quuck browrn fox.

Figure 13 [28]

Looses format if the
document is saved as text.

Difficult to detect in the
absence of original text.

K

Feature Coding

The steganographic method in [30] hides the secret
information bits by associating certain attributes to the text
characters like changing font’s type, its size, color, by
underlining it or using strike-through etc.

€.g. Steganography is the ast of hijing se‘ret information.

More variations for
information.

More computations required.

hiding | Eye catching.

Can draw suspicion.

L. IPv4 and Transport Layer

Richard Popa [33] has analyzed a variety of
steganographic techniques and among the techniques
discussed, those related to Internet protocol (IP) and

Transmission control protocol (TCP) are discussed here.
Figure 14 shows how the IP (version 4) header is organized.
Three unused bits have been marked (shaded) as places to
hide secret information. One is before the DF and MF bits and
another unused portion of this header is inside the Type of
service field which contains two unused bits (the least
significant bits).

version IHL |Type of sertick |
Identification
Time to live |

Total length
Fraament offset
Protocol Header checksum

Source address

HH

Nestination addrass

Options (0 or more words)

Figure 14 [33]
Every TCP segment begins with a fixed-format 20-byte
header. The 13th and 14™ bytes of which are shown in Figure
15. The 6-bit field not used, indicated in shade, can be used to
hide secret information.

TCP header
length

O AxC
x0Or
I W
— W0

Figure 15 [33]

Due to enormous packet | Loss of packets may
flow  almost  unlimited | render undesirable
amount of secret bits can be | results.

exchanged via these

techniques.
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II1. Conclusion

This paper presents a survey on a data hiding
technique called ‘Steganography’, the terminology, the model,
its types, and two types of attacks on any Steganographic
system. This is followed by a discussion on various text-based
data-hiding techniques where the primary focus remained on

recently proposed/developed Steganographic techniques.

Secure e-Governance_An essential feature of e-
government includes secure transmission of confidential
information via computer networks where the sensitivity of
some information may fall equivalent to a level as that of
national security. Every e-government has its own network but
cannot ignore the Internet which by far, is the cheapest means
of communication for common people to interact with the
Government. The data on Internet, however, is subjected to
hostile attacks from Hackers etc. and is therefore a serious e-
government concern. In his paper at [37] the author has
emphasized on the importance of steganography for use in e-
Government and discussed that Governments, seek and had
sought consultation and help from cryptographers and have
invested huge amounts of time and funds in getting developed
specially designed information security systems to strengthen
data security. In today’s' world, cryptography alone is just not
an adequate security solution. With the increase in
computation speed, the old techniques of cryptanalysis are
falling short of expectations and will soon be out-dated.
Steganology — that encompasses digital data hiding and a
detection technique has gained considerable attention now
days. It appears to be a powerful opponent to cryptology and
offers promising technique for ensuring seamless e-security.

From the discussion, it is apparent that ensuring
one’s privacy has remained and will always remain a serious
concern of Security frontiers. The innocent carrier i.e., text
document (ASCII text format), will continue to retain its
dominance in time to come for being the preferred choice as
cover media, because of zero overhead of metadata with its
body.

REFERENCES

[1] Fabien A. P. Petitcolas, Ross J. Anderson and Markus G.
Kuhn, Information Hiding- A Survey, Proceedings of the IEEE, special issue
on protection of multimedia content, 87(7):1062-1078, July 1999

2] Code Wars: Steganography, Signals Intelligence, and
Terrorism. Knowledge, Technology and Policy (Special issue entitled
‘Technology and Terrorism’) Vol. 16, No. 2 (Summer 2003): 45-62 and
reprinted in David Clarke (Ed.), Technology and Terrorism. New Jersey:
Transaction Publishers (2004):171-191. Maura Conway.

[3] WIPO Diplomatic Conference on Certain Copyright and
Neighbouring Rights Questions, 1996.
[4] WIPO Copyright Treaty, 1996.

[5] Document prepared by the International Bureau,
WIPO/INT/SIN/98/9, 1998. Presented at the WIPO Seminar for Asia and the
Pacific Region on Internet and the Protection of Intellectual Property Rights,
Singapore.

[6] Mark Owens, A Discussion of Covert
Steganography, © SANS Institute, March 19, 2002

Channels and

http://sites.google.com/sitef/ijcsis/
ISSN 1947-5500



(IJCSIS) International Journal of Computer Science and Information Security,

[7] LADA Luiz, Angel, Dimitar and Andrew, The Art of Covert
Communication

[8] Dave Kleiman (Technical Editor), Kevin Cardwell, Timothy
Clinton, Michael Cross, Michael Gregg, Jesse Varsalone, The Official
CHFI Study Guide (Exam 312-49) for Computer Hacking Forensic
Investigators, Published by: Syngress Publishing, Inc., Elsevier, Inc., 30
Corporate Drive, Burlington, MA 01803, Craig Wright

[9] Stefan Katzenbeisser, Fabien A. P. Petitcolas, Information
Hiding Techniques for Steganography and Digital Watermarking, Artech
House, Boston — London

[10] Nedeljko Cvejic, Algorithms For Audio Watermarking And
Steganography, Department of Electrical and Information engineering,
Information Processing Laboratory, University of Oulu, 2004.

[11] Jessica Fridrich, Tomas Pevny, Jan Kodovsky, Statistically
Undetectable JPEG  Steganography: Dead Ends, Challenges, and
Opportunities, Copyright 2007 ACM 978-1-59593-857-2/07/0009 ...$5.00.

[12] B. P_tzmann, Information hiding terminology, In Anderson [5],
pp. 347{350, ISBN 3-540-61996-8, results of an informal plenary meeting and
additional proposals.

[13] Bret Dunbar, Steganographic Techniques and their use in an
Open-Systems Environment, As part of the Information Security Reading
Room., © SANS Institute 2002

[14] Ingemar J. Cox, Matthew L. Miller, Jeffrey A. Bloom, Jessica
Fridrich, Ton Kalker, Digital Watermarking and Steganography, Second
Edition, Copyright © 2008 by Elsevier Inc. All rights reserved.

[15] Glancy, D., Privacy and Intelligent Transportation Technology,
Santa Clara Computer & High Technologies Law Journal, 1995, pp. 151.

[16] Victor Raskin, Brian Buck, Arthur Keen, Christian F.
Hempelmann, Katrina E. Triezenberg, Accessing and Manipulating
Meaning of Textual and Data Information for Information Assurance and
Security and Intelligence Information, Copyright © 2008 ACM 978-1-60558-
098-2/08/05 ... $5.00

[17] Chen Zhi-li, Huang Liu-sheng, Yu Zhen-shan, Zhao Xin-xin,
Zheng Xue-ling, Effective Linguistic Steganography Detection, IEEE 8th
International Conference on Computer and Information Technology
Workshops, 978-0-7695-3242-4/08 $25.00 © 2008 IEEE

[18] Hasan Mesut Meral, Bulent Sankur, A. Sumru Ozsoy, Tunga
Gungor, Emre Seving, Natural language watermarking via morphosyntactic
alterations, 0885-2308/$ - see front matter 2008 Elsevier Ltd. All rights
reserved.

[19] Mercan Topkara Cuneyt M. Taskiran Edward J. Delp, Natural
Language Watermarking, Security, Steganography, and Watermarking of
Multimedia Contents VII, edited by Edward J. Delp III, Ping Wah Wong, Proc.
of SPIE-IS&T Electronic Imaging, SPIE Vol. 5681 © 2005 SPIE and IS&T -
0277-786X/05/$15

[20] Maes, M., Twin Peaks: The Histogram Attack on Fixed Depth
Image Watermarks, in Proceedings of the Second International Workshop on
Information Hiding, vol. 1525 of Lecture Notes in Computer Science,
Springer, 1998, pp. 290-305.

[21] GLENN WATT, CTA Conference, Santa Fe, NM, 2006
[22] Mohammad Sirali-Shahreza, M. Hassan Shirali-Shahreza, Text
Steganography in  SMS, 0-7695-3038-9/07 © 2007 IEEE, DOI

10.1109/ICCIT.2007.100

71

Vol. 7, No. 2, 2010
[23] Mohammad Shirali-Shahreza, Text Steganography by Changing
Words Spelling, ISBN 978-89-5519-136-3, Feb. 17-20, 2008 ICACT 2008

[24] M. Hassan Shirali-Shahreza, Mohammad Shirali-Shahreza, A
New Synonym Text Steganography ,International Conference on Intelligent
Information Hiding and Multimedia Signal Processing 978-0-7695-3278-3/08
© 2008 IEEE

[25] W. Bender, D. Gruhl, N. Morimoto, and A. Lu, Techniques for
data hiding IBM Systems Journal, Vol. 35, Issues 3&4, pp. 313-336, 1996.

[26] Aasma Ghani Memon, Sumbul Khawaja and Asadullah Shah,
Steganography: a New Horizon for Safe Communication through XML,
www jatit.org, JATIT ©2005 — 2008

[27] Xuan Zhou, HweeHwa Pang, KianLee Tan, Querybased
Watermarking for XML Data, ASIACCS’07, March 2022,2007,
Singapore.Copyright 2007 ACM 1595935746/07/0003 ...$5.00.

[28] Patrick Diskin, Samuel. Lau and Robert Parlett, Steganography
and Digital Watermarking, Jonathan Cummins, School of Computer Science,
The University of Birmingham, 2004

[29] S. H. Low N. F. Maxemchuk J. T. Brassil L. O'Gorman,
Document Marking and Identification using Both Line and Word Shifting,
AT&T Bell Laboratories, Murray Hill NJ 07974, 0743-166W95-1995 IEEE

[30] Lingyun Xiang, Xingming Sun, Gang Luo, Can Gan, Research
on Steganalysis for Text Steganography Based on Font Format, School of
Computer & Communication, Hunan University, Changsha, Hunan
P.R.China, 410082

[31] Mercan Topkara, Umut Topkara, Mikhail J. Atallah,
Information Hiding Through Errors: A Confusing Approach, Purdue
University

[32] Tsung-Yuan Liu, Wen-Hsiang Tsai,and Senior Member, A New
Steganographic Method for Data Hiding in Microsoft Word Documents by a
Change Tracking Technique, 1556-6013 © 2007 IEEE

[33] Richard Popa, An Analysis of Steganographic Techniques, The
'Politehnica’ University of Timisoara, Faculty of Automatics and Computers,
Department of Computer Science and Software Engineering.

[34] Mark Stamp, Information Security-Principles and Practice,
Wiley Student Edition, 2006

[35] Rafat, K.F, Enhanced text steganography in SMS, Computer,
Control and Communication, 2009. IC4 2009 2nd International Conference
on 17-18 Feb. 2009, Digital Object Identifier 10.1109/1C4.2009.4909228

[36] Pierre Moulin and Ralf Koetter, Data-Hiding Codes, 0018-
9219/$20.00 © 2005 IEEE

[37] Huayin Si and Chang-Tsun Li, Maintaining Information
Security in E-Government through Steganology, Department of Computer
Science, University of Warwick, Coventry CV4 7AL, UK

[38] Stanislav S. Barilnik, Igor V. Minin, Oleg V. Minin ,Adaptation
of Text Steganographic Algorithm for HTML,ISSN 1815-3712 ISBN 978-5-
7782-0752-3 (C) Novosibirsk State Technical University.

[39] Sudeep Ghosh , StegHTML: A message hiding mechanism in
HTML tags, December 10,2007

[40] Mohammad Sirali-Shahreza, M. Hassan Shirali- Shahreza,
Text Steganography in Chat, 1-4244-1007/07 © 2007 IEEE

[41] http://mail.colonial.net/~abeckwith/encrypt.htm

http://sites.google.com/sitef/ijcsis/
ISSN 1947-5500



[42]
Innocuous

Chapman, Mark. A Software System for Concealing Ciphertext as
Hidden:

Text, Hiding the
http://www.NICETEXT.com/NICETEXT/doc/ thesis.pdf.1997

[43] http://searchcio-midmarket.techtarget.com/
sDefinition/0,,sid183 gci211518,00.html
[44] http://mail.colonial.net/~abeckwith/images/ scytale.gif

AUTHORS PROFILE

KHAN FARHAN RAFAT has
completed his Ph.D. course work
under supervision of Professor Dr.
Muhammad  Sher, International
Islamic University, Islamabad.

He has twenty years R & D
experience in the field of
Information and communication
Security ranging from formulation
and implementation of security
policies, evolution of new and
enhancement of existing security
related  Projects to  software
development etc.

Professor Dr. MUHAMMAD
SHER is Head of Department of
Computer Science, International
Islamic ~ University, Islamabad,
Pakistan. He did his Ph.D.
Computer Science from TU Berlin,
Germany, and specialized in Next
Generation Networks and Security.

He has vast research and
teaching experience and has a
number of international research
publications to his credit.

(1JCSIS) International Journal of Computer Science and Information Security,

72

Vol. 7, No. 2, 2010

http://sites.google.com/sitef/ijcsis/
ISSN 1947-5500





