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Abstract

Recent attention in quickest change detection in the nsalisor setting has been on the case where
the densities of the observations change at the same iratafitthe sensors due to the disruption. In
this work, a more general scenario is considered where thagehpropagates across the sensors, and
its propagation can be modeled as a Markov process. A cizetlaBayesian version of this problem,
with a fusion center that has perfect information about theeovations and priori knowledge of
the statistics of the change process, is considered. ThHagonoof minimizing the average detection
delay subject to false alarm constraints is formulated aartgily observable Markov decision process
(POMDP). Insights into the structure of the optimal stogpinle are presented. In the limiting case of
rare disruptions, we show that the structure of the optimst teduces to thresholding theposteriori
probability of the hypothesis that no change has happenedestablish the asymptotic optimality
(in the vanishing false alarm probability regime) of thisetbhold test under a certain condition on the
Kullback-Leibler (K-L) divergence between the post- ane fitre-change densities. In the special case of
near-instantaneous change propagation across the setig®rmsondition reduces to the mild condition
that the K-L divergence be positive. Numerical studies sltbat this low-complexitythreshold test
results in a substantial improvement in performance oagve tests such as a single-sensor test or a

test that wrongly assumes that the change propagatestaséamusly.
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. INTRODUCTION

An important application area for distributed decisionking systems is in environment
surveillance and monitoring. Specific applications inelug Intrusion detection in computer
networks and security systems [2], [3], ii) monitoring dtacand damages to vital bridges
and highway networks [4], iii) monitoring catastrophic tauto critical infrastructures such as
water and gas pipelines, electricity connections, suppsirs, etc. [5], iv) biological problems
characterized by an event-driven potential including narimig human subjects for epileptic
fits, seizures, dramatic changes in physiological behaetw. [6], [7], v) dynamic spectrum
access and allocation problems [8], vi) chemical or bialagwarfare agent detection systems
to protect against terrorist attacks, vii) detection of treset of an epidemic, and viii) failure
detection in manufacturing systems and large machined! bf these applications, the sensors
monitoring the environment take observations that undarghange in statistical properties in
response to a disruption (change) in the environment. Theigdo detect the point of disruption
(change-point) as quickly as possible, subject to falseratzonstraints.

In the standard formulation of the change detection probkuodied over the last fifty years,
there is a sequence of observations whose density changesnatunknown point in time and
the goal is to detect the change-point as soon as possibteclBssical approaches to quickest
change detection are: i) Thminimaxapproach [9], [10], where the goal is to minimize the
worst-case delay subject to a lower bound on the mean tineeket false alarms, and ii) The
Bayesiamapproach [11]-[13], where the change-point is assumed wrbaedom variable with a
density that is knowm priori and the goal is to minimize the expected (average) detedtay
subject to a bound on the probability of false alarm. Sigaificadvances in both the minimax and
the Bayesian theories of change detection have been matigheneader is referred to [9]-[22]
for a representative sample of the body of work in this ardwe fieader is also referred to [9],
[16], [18], [22]-[27] for performance analyses of the startichange detection approaches in
the minimax context, and [28], [29] in the Bayesian context.

Extensions of the above framework to the multi-sensor cdsethe information available for
decision-making iglistributedhas also been explored [29]-[32]. In this setting, the olzams
are taken at a set of distributed sensors, as shown in H. 1. The sensors may eitmet
quantizedunquantized versions of their observations or local denssto afusion centersubject
to communication delay, power and bandwidth constrainkgrey a final decision is made, based
on all the sensor messages. In particular, in recent woik-[29)], it is assumed that the statistical
properties ofall the sensors’ observations change at the same time. Hovireveany scenarios,
it is more suitable to consider the case where the statisfiesach sensor’s observations may
change at different points in time. An application of thisdebis in the detection of pollutants and
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Fig. 1. Change-point detection across a linear array ofasens

biological warfare agents, where the change process isrgeddy the movement of the agent
through the medium under consideration. Numerous othempbes, including those described
earlier, can be modeled in the change process detectiorefark.

We consider a Bayesian version of this problem and assunméehthgoint of disruption (that
needs to be detected) is a random variable with a geomesighdition. We assume that the
sensors are placed in an array or a line and they observe #rgehas it propagates through
them. We model the inter-sensor delay with a Markov model ianglarticular, the focus is on
the case where the inter-sensor delay is also geometrice Bfemeral inter-sensor delay models
can be considered, but the case of a geometric prior has @tiietand appealing interpretation
due to thememorylessnegzroperty of the geometric random variable.

We study the centralized case, where the fusion center haplete information about the
observations at all thé sensors, the change process statistics, and the pre- apddkehange
densities. This is applicable in scenarios where: i) th@fusenter is geographically collocated
with the sensors so that ample bandwidth is available foabkd communication between the
sensors and the fusion center; and ii) the impact of the plisn-causing agent on the statistical
dynamics of the change process and the statistical natutbeothange so induced can be
modeled accurately.

Summary of Main Contributions:The goal of the fusion center is to come up with a strategy
(or a stopping rule) to declare change, subject to falsemalawnstraints. Towards this goal,



we first show that the problem fits the standard partially olzd#e Markov decision process
(POMDP) framework [33] with the sufficient statistics givey thea posterioriprobabilities of
the state of the system conditioned on the observation pso®¥e then establish a recursion for
the sufficient statistics, which generalizes the recursistablished in [32] for the case when all
the sensors observe the change at the same instant.

Following the logic of [34] and [32], we then establish thetioplity of a more general
stopping rule for change detection. This rule takes the fofrthe smallest time of cross-over
(intersection) of a linear functional (or hyperplane) ire tepace of sufficient statistics with a
non-linear concave function, and generalizes the threstest of [32]. While further analytical
characterization of the optimal stopping rule is difficultgeneral, in the extreme scenario of
a rare disruption regime, we show that the structure of this reduces to a simple threshold
test on thea posteriori probability that no change has happened. This low-comldrst is
denoted as/, (corresponding to an appropriate choice of threshb)dor simplicity.

While v, is obtained as a limiting form of the optimal test, it is notal (as yet) if it is
a “good” test. Towards this goal, we show that it is asymp#dly optimal (as the false alarm
probability Prs vanishes) under a certain condition on the Kullback-Leilfle-L) divergence
between the post- and the pre-change densities. Meetiagomdition becomes more easier as
change propagates more instantaneously across the sergoad in the extreme case of [32],
this condition reduces to the mild one that the K-L divergebe positive.

The difference between the setting in this work and thersgtti [32] is in the non-asymptotic,
but small Pea regime. Asymptotic optimality of a particular test in thetse of [32] translates to
an L-fold increase in the slope dfpp vs. Pra in the regime where the false alarm probability
is small, but not vanishing (e.gPx ~ 10~* or 107°). However, if the change propagates
too “slowly” across the sensor array, numerical studiescateé that not all of thel. sensors’
observationgnay contribute to the performance of; in this regime. Nevertheless, &, — 0,
all the L sensors are expected (in general) to contribute to the slope

Thus, while it is not clear i, is asymptotically optimal in general, or even if all the sanss
observations contribute to its performance in the non-ggtic regime, numerical studies also
show that it can result in substantial performance impramnover naive tests such as the
single sensor tes(where only the first sensor’'s observation is used in detis@aking) or
the mismatched tesfwhere all the sensors’ observations are used in deciseking, albeit
with a wrong model that change propagates instantanegespgcially in regimes of practical
importance (rare disruption, and reasonably quick, but-instantaneous change propagation
across the sensors). The performance improvement possitiier,, in addition to its low-
complexity, make it an attractive choice for many practigpplications with a basis in multi-



sensor change process detection.

Organization: This paper is organized as follows. The change process taetegroblem is
formally set-up in Sectiofll. In Sectidn1ll, this problem posed in a POMDP framework and
the sufficient statistics of the dynamic program (DP) arenidied. Recursion for the sufficient
statistics are then established. The structure of the @psitopping rule in the general case and
the rare disruption regime are illustrated in Secfioh IVeTimiting form of the optimal test is
denoted a4 for simplicity. Using elementary tools from renewal theaagymptotic optimality
of v, is established in Sectioihs V=VII under certain conditigiitie main results are stated in
Sec[V and they are established in detail in the appendiakiaBec[ V] and VII.) A discussion
of the main results and numerical studies to illustrate @suits are provided in Section MIII.
Concluding remarks are made in Section IX.

[I. PROBLEM FORMULATION

Consider a distributed system with an arraylofensors, as in Fid.] 1, that observesian
dimensional discrete-time stochastic proc&ss= [Z; 1, - - - , Zy 1], whereZ, , is the observation
at the/-th sensor and thé-th time instant. A disruption in the sensing environmentws at
the random time instarit; and hence, the denﬂty)f the observations at each sensor undergoes
a change from the null densitf, to the alternate density;.
Change Process ModePrevious works on quickest change detection in multi-sesgstems
consider strategies to detect the change-paint,when the change occurs at the same instant
across all the sensors [29]-[32]. As described in the intetidn, it is useful to consider more
general scenarios where there exists random propagatlaysdie the change-point across the
sensors.

In this work, we consider ahange proceswhere the change-point evolves across the sensor
array. In particular, the change-point as seen by#ie sensor is denoted d%. We assume
that the evolution of the change process is Markovian adlessensors. That is,

P({Ffﬁ-bﬂ-fa =my +my + m3}}{ré1+f2 =my + mZ}v {Fﬁ = ml})
= P({Te, 40040, = m1 + mo +ms}|{Te, 10, = m1 + my})

for all /; andm; > 0, i = 1,2,3. Further simplification of the analysis is possible under a
joint-geometricmodel on{I',}. Under this model, the change-poii};{ evolves as a geometric
random variable with parametgyand inter-sensor change propagation is modeled as a gégomet

We assume that the pre-changi)(and the post-changefi) densities exist.



random variable with parametép,_, 4, { =2,---,L}. That is,
P{Ii=m}) = p(1—p)™, m>0 and
P({Fe =mp + mz}‘{Fe—1 = m2}) = pro1g (L= pe_1e)™, mqg >0

independent ofn, > 0 for all ¢ such that2 < /¢ < L.

We will find it convenient to sepy; = p and p. 41 = 0 so thatp,_,, is defined for all
¢=1,---,L+1. This is also consistent with an equivalé€iit+ 2)-sensor system where sensor
indices run througH¢ =0, --- , L 4+ 1}. The hypothetical zero-th sensor models the disruption
point, the first real sensor observes change with respettetadro-th sensor with a geometric
parameterp (and so on). The hypothetical. + 1)-th sensor models an “observer at infinlay”
that observes change from tlieth sensor with an infinite delay on average. This is reflected
by settingp 1+1 = 0. At this point, it should be noted that [29]-[32] consideistlequivalent
framework explicitly by modeling~, the probability that the disruption took place before the
observations were made. The setup in [29]-[32] can be ddday setting:

P({Ty < 0}) =~ and P({Ty =0}) =1 —~ for some v € [0,1].

In this work, we focus on the case whete= 0 with extension to the general case being
straightforward.

While a joint-geometric model is consistent with the Marov assumption as only the
inter-sensory (one-step) propagation parameters arelethdbe change-points at the individual
sensors themselves amet geometric. For example, it can be checked that

P({ra=m}) = LB (1= pa)" — (1= p)")

P — P12
P P12 P23
P({I's =m = ’ ’ X
({ ’ }) (P - P1,2)(P1,2 - Pz,s)(ﬂ - ,02,3)

<(P — p12)(1 = p23)™ % = (p— p2s) (1 — pr2)™ 2 + (pr2 — p23)(1 — P)m+2>>

and so on. It should be clear from the above expressions tjuattageometric model does not
impose any constraints ofp,_; } except thaip,_,, € [0, 1].

Note thatp — 1 corresponds to the case where instantaneous disruptiahigththe event
{T"; = 0}) has a high probability of occurrence. On the other hand» 0 uniformizes the
change-point in the sense that the disruption is equalliyliko happen at any point in time.
This case where the disruption is “rare” is of significantenest in practical systems [16],
[19], [29]-[32]. This is also the case where we will be ablen@ke insightful statements

2«Observer at infinity” interpretations are often used intdiisited decision-making and stochastic control probl¢®a$, [34].



about the structure of the optimal stopping rule. Similankg can also distinguish between two
extreme scenarios at sengodepending on whethes,_,, — 0 or p,_;, — 1. The case where
pe—1, — 1 corresponds to instantaneous change propagation at seasor{I', = I',_; } with
high probability. The case wheyg_, , — 0 corresponds to uniformly likely propagation delay.
The widely-used assumption [29], [32] of instantaneousngkapropagation across sensors is
equivalent to assuming,_, ,=1forall /=2, --- L.

Observation Model:To simplify the study, we assume that the observations (atyesensor)
are independent, conditiortedn the change hypothesis corresponding to that sensor, rand a
identically distributed pre- and post-change, respelgtivehat is,

iid. fy if k<Ty,

Ly ~
iid fy if k>T,

We will describe the above assumption as that corresportdiagy “i.i.d. observation process.”
Let D(f1, fo) denote the Kullback-Leibler divergence betwegnand f;. That is,

D(f1, fo) = /log (ﬁgg) fi(z)dz. 1)
We also assume that the measure described,bg absolutely continuouwiith respect to that
described byf;. That is, if f;(x) = 0 for somez, then f,(x) = 0. This condition ensures that
Eaop, [fo(')} =1.

f1(e)
Performance Metrics:We consider acentralized, Bayesiasetup where a fusion center has
complete knowledge of the observations from all the sendgré {Z,,---, Z,}, in addition

to knowledge of statistics of the change process (equittglefy,_;,}) and statisti& of the
observation process (equivalentll, and f;). The fusion center decides whether a change has
happened or not based on the informatign, available to it at time instant (equivalently, it
provides a stopping rule or stopping timg

The two conflicting performance measures for quickest chadgjection are the probability
of false alarm,Pra £ P({r < I'1}), and the expected detection deldjp = E [(7 — I'y)*],
wherez™ = max(z,0). This conflict is captured by the Bayes risk, defined as,

R(c) & Pa+cEpp=FE[1({r<T1})+c(r—T1)"]

for an appropriate choice of per-unit delay costvherel ({-}) is the indicator function of the
event{-}. We will be particularly interested in the regime where> 0. That is, a regime where

3More general observation (correlation) models are immorita practical settings. This will be the subject of futurerk

“We assume that the fusion center has knowledggoadnd fi so that it can use this information to declare that a change
has happened. Relaxing this assumption is important in ¢héegt of practical applications and is the subject of autrrgork.



minimizing Pra is more important than minimizingpp, or equivalently, the asymptotics where
Pra — 0.

The goal of the fusion center is to determine

Topt = argTienia Epp(T)

from the class of change-point detection procedutes = {T : Pra() < a} for which the
probability of false alarm does not exceedIn other words, the fusion center needs to come up
with a strategy (a stopping rute) to minimize the Bayes risk. Note that the strategy devedope
by optimizing the Bayes risk can also be used for the othessaal problem formulation in
change detection, that of the minimax type [32, Theorem 113],[[33].

[1l. DYNAMIC PROGRAMMING FRAMEWORK

It is straightforward to check that [13, pp. 151-152], [3R¢tBayes risk can be written as

7—1

ZP<{F1 < k})

k=0

R(c) = P({Ih>7}) +cE

Towards solving for the optimal stopping time, we restritteation to a finite-horizon, say the
interval [0, 7], and proceed via a dynamic programming (DP) argument.

The state of the system at timieis the vectorS, = [Sk1, ..., Sk.r] with Sy, denoting the
state at sensdr The stateS, , can take the value 1 (post-change), O (pre-change)(terminal).
The system goes to the terminal stat@nce a change-point decisioanhas been declared. The
state evolves as follows:

Ske = LT <k} N {Skcre #t}N{r #k}) +t L({Spore =t} U{r = k})

with S, = 0. Since S;_; captures the information contained {iv, < j} for0 < j <k —1
and all/, givenS;_1, {I'; < k} is independent of ', < j, j < k—1} for all /. Thus, the state
evolution satisfies the Markov condition needed for dynapmmgramming.

The state is not observable directly, but only through theseolmtions. The observation
eguation can be written as

Zio = Vi OU({Ske # 1)) + EL({Se = 1)), €> 1

where V,ﬁ) and Vk(}g) are thek-th samples from independently generated infinite arrays of
i.i.d. data according tg, and f;, respectively. When the system is in the terminal state, the
observations do not matter (since a change decision haadglleeen made) and are hence
denoted by a dummy random variabe,lt is clear that the observation uncertairqwk(g), V,&))
satisfies the necessary Markov conditions for dynamic progning since they are i.i.d. in time.



Finally, the expected cost (Bayes risk) can be expressedeasxpectation of an additive cost
over time by defining

gk(Sk) = C]l ({Slal = 1})

and a terminal cos]l({Sk,l = 0}). Thus the problem fits the standard POMDP framework with
termination [33], with the sufficient statistic (belief s#abeing given by

P({Sk = 3k}|Ik)7

wherel, = {Z,,..., Z;} for k such thatS; # t, i.e., Sy, € {0,1} for each?. Note that this
sufficient statistic is described B/ conditional probabilities, corresponding to thé values
that s, can take. We will next see that this sufficient statistic carfuorther reduc@ito only L

independent probability parameters in the general case.

The fusion center determinesand hence, the minimum expected cost-to-go at tkmfer
the above DP problem can be seen to be a functiof,.ofor a finite horizorl’, the cost-to-go
function is denoted aéfkT(Ik) and is of the form (see [32], [33, p. 133] for examples of samil
nature):

Ji(Ir) = P({Iy>T}|Ir)
) = min{P({r1 > kL), Py < B} L) + E [E+1(Ik+1)}lk} } 0<k<T

where I, is the empty set. The first term in the above minimization esponds to the cost
associated with stopping at time while the second term corresponds to the cost associated
with proceeding to timé+ 1 without stopping. The minimum expected cost for the finibekon
optimization problem is/7 (I).

Recursion for the Sufficient StatisticSConsider the special case where change at all the sensors
happens at the same instant. In this setting, it can be shbamnthe random variable, £
P({F1 < k;}\]k) serves as the sufficient statistic for the above dynamicrprogand affords

a recursion [32]. To consider the more general case, we dafirié + 1)-tuple of conditional
probabilities,{px s, { =1,--- , L+ 1}:

e 2 P({Ty Sk Doy SR Te >k Ty > k1),
The special setting of [32] is then equivalent to

PrL+1=Dks Pea=1—pg, and ppe=0, £=2,--- L.

This should not be entirely surprising since there existsatural” ordering on the sensors’ change-points. They @n b
arranged in non-decreasing ord€&y > I',_; for all £. The primary reason for such an ordering to exist is that veeirag an

array (or line) of sensors in this work. Extensions to moreegal (or unknown) geometries of sensors is of interest attie.



We now show thap, = [py.1,- -, pr.r+1) Can be obtained from, , via a recursive approach.
For this, we note that the underlying probability spatén the setup can be partitioned as

L+1

Q = T
=1
Tk’,Z = {Flgkv'”7P€—1§kvrfzk+17”'7FLZk+1}-

The event where no sensor has observed the change is deisdlgd. dThe test that will be
proposed and studied later in the paper thresholdsathesterioriprobability of 7}, ;.) On the
other hand}, , (for ¢ > 2) corresponds to the event where the maximal index of theosehat
has observed the change before time instarg ¢ — 1. Observe thap;, is the probability of
Ty . conditioned on/j.

To show thatp, , can be written in terms op,_,, the observationZ;, and the prior proba-
bilities, we partitionT}, , further as

¢
The = UUk,Z,j
P

Uk’,f,j £ {Flgk_lv'”7Fj—1§k_1vrj:k7"'71—‘4—1:]{:7
Le>k+1,--- Ty >k+1}, 1< <

Note thatUj ¢ ; N T—1; = Uyy;. Using the new partitioq Uy, ;, j = 1,---,¢} and applying
Bayes’ rule repeatedly, it can be checked that can be written as

_ S (Zk o1, U o) P(Us | 1) a N

Ef:ll VA F(Z T, U jn) PU ol T Zf:ll-/\[g
where f(-]-) denotes the conditional probability density function 2f and A, denotes the
numerator term.

From the i.i.d. assumption on the statistics of the obsemsaf the first term within the
summation for\/, can be written as:

DPie

-1 L {—1 L
F (2T, Uom) = [T 1Zep) [T 0(Zes) = T Lis T ] Fo(Z0s)
j=1 j=¢ j=1 j=1
whereL,, ; ;;EZ:@ is the likelihood ratio of the two hypotheses given tlat; is observed at
the j-th sensor at thé-th instant. For the second term, observe from the defirstitiat
P(Upkem)
P(Tk—l,m) .

P(Ukpmlli—1) = P(Th—1,m|Lx-1)



Thus, we have

. P(Uks) ML T
M — <Z P(ﬁim) ‘pkz—l,m> X H Lk:,m H fO(Zk:,m)

m=1

V4
(Z Wik t,m pkz—l,rn) ‘I)obs(kv E)
m=1

where the first part is a weighted sumjgf , ,, with weights decided by the prior probabilities,
and the second part of the evolution equati®g,s(k, ¢), can be viewed as that part that depends
only on the observatiot .

Many observations are in order at this stage:

« The above expansion fdv, can be easily explained intuitively: If the maximal sensutex
observing the change by timeis /—1, then the maximal sensor index observing the change
by time k£ — 1 should be from the sef0,--- ./ — 1}.

« Using the joint-geometric model fofl',}, it can be shown thaiy, ,,,, is of the form:

P<Uk,f,m>

I et 2y (1-
W, PTham) Pe-1,) H i1 = Pe—14) - W

j=m—1

¢
Ny = HLkafo (Zim) - (L = po—1,0) (Zpk—l,m'wfn> (2
m=1

with the understanding that the product term in the definité w’, is vacuous (and is
to be replaced byt) if m = ¢. It is important to note that the joint-geometric assumptio
renders the weightsug ¢,,,) associated wittp;_; ,,, independent of. This will be useful
later in establishing convergence properties for the DP.

. It is important to note that given a fixed value ©fp;, is dependent on the entire vector
pi_1 and not orp,_; , alone. Thus, the recursion fav, implies thatp, forms the sufficient
statistic and the function’” (1) can be written as a function of onjy,, say.JZ (p,). The
finite-horizon DP equations can then be rewritten as

JJT(PT) = Pra
Jpe) = min{pes, el = pri) + AL (py) |
with
Ai(pr) 2 Bl (e | 1]

= /[JI?H (pk:+1)f(Zk+1uk>} Z

The previously established recursion for,, ensures that the right-hand side is indeed a
function of p,.

dz.

k+1=%2




. It is easy to check that the general framework reduces to pleeia case when all the
change-points coincide with; [32]. In this case, only/},; and T} ;; are non-empty sets
with

Tpa=A{l1y > k+1}, and Ty 1 = {I'1 <k},
Pki+1 =Pk Pek1=1—p, and pg,=0, {=2,--- L.

Furthermore, the recursion foy, reduces to
N
[ fo(Zey) (1= peer) (1= p) + N

P =

N = Hﬁ(zk,j) (1 = pr—1)p + Pr-1)

which coincides with [32, eqn. (13)-(15)]. This case camdls obtained from the formula
in (2) by settingp,_,, =1 for all ¢ with 2 < /¢ < L.

IV. STRUCTURE OF THE OPTIMAL STOPPING RULE (Topt)

The goal of this section is to study the structure of the ogtistopping rule . For this,
we follow the same outline as in [32], [34] (see, also [33, B3]lfor a similar example) and
study the infinite-horizon version of the DP problem by fafti” — oc.

Theorem 1:Letp = [p1,--- ,pr+1] be an element of the standaftddimensional simples,
defined asp £ {p : ijll pj = 1}. The infinite-horizon cost-to-go for the DP is of the form

J(p) = min {p1, c(1=p1)+ A,(P)}.

where the functioM ;(p): i) is concave inp over P; ii) is bounded a%) < A,(p) < 1; and iii)
satisfies4;(p) = 0 over the hyperplanép : p; = 0}.

Proof: Before considering the infinite-horizon DP, we will stud tfinite-horizon version
and establish some properties along the directions of [32]—-A straightforward induction
argument shows that if" is fixed,

0< Jl(p)<1lforall0<k<T,
0<Al(p)<lforall0 <k<T.

Similarly, it is easy to observe that for any Al (p) and Jf(p) equal zero ifp; = 0. In
Appendix[A, the concavity ofi7 (-) and J[(-) are established via a routine induction argument.
We now consider the infinite-horizon DP and show that it isladefined. (That is, we remove
the restriction that the stopping time is finite and Téet— oc.) Towards this end, we need to



establish thaﬁ%n JI(+) exists, which is done as follows: By an induction argumerg,nate that
for any p andT fixed, we have

JLp) <l (p), 0<k<T-1.

It is important to note that this conclusion critically depls on the joint-geometric assumption
of the change process (in particular, themorylessneggoperty that results in the independence
of wyr.m ONk in (@) and the i.i.d. nature of the observation process itimmed on the change-
point.

Using a similar induction approach, observe that for angnd k fixed, J ™ (p) < JI(p).
Heuristically, this can also be seen to be true because thef stopping times increases with
T. SinceJI'(p) > 0 for all k£ and T, for any fixedk, we can letl’ — oo and we have

: T . : T A 700
h%n Jy, (p) = T?%lik‘]k (p) = J°(p).

Furthermore, thenemorylessnegsoperty and the i.i.d. observation process results inriari-
ance of J°(p) on k. This can be shown by a simple time-shift argument. Dendtedbmmon
limit as J(p).

A simple dominated convergence argument [35] then shomﬁslit%ma%l{(p) is well-defined
and independent df. If we denote this limit asd;(p), we have

Asp) = / J(p)f (2

I.)} ) dz

Z=z
J
= /J<p){ Z ((1 - pj—l,j) : Z wﬁn pm)(I)ObS<.’j)}’Z:zdz7
7=1 m=1
where the fact thaﬁbobs(k,j)\zzz is independent of: is denoted asb,.(e,j). Hence, the
infinite-horizon cost-to-go can be written as

J(p) = min {pl, (1 —p) + AJ(p)}.

The structure ofd ;(p) follows from the finite-horizon characterization by letif’ — co. ®
At this stage, it is a straightforward consequence that fitenal stopping rule is of the form

Topt = i%f {pm(l +ec)—c< AJ(P/J}

That is, a change is declared when the hyperplane on theideftis exceeded by ;(p,) and
no change is declared, otherwise.

We will next see that this test characterization reduces tiegenerate one gs — 0. To
establish this degeneracy result, along the lines of [38]naw define a one-to-one and invertible



transformatio, {qe, L=1,---,L+1}, as follows:

DPke
ke = .
PPk,
The inverse transformation is given by:
qke
Pee = T7£:17‘”7L+17
Zj:l qk,j
which is equivalent to
1 P ke
Prk1 = -1 and Pk = -1 762277[/_'_1
L+p Zj:Q dk,j L+p ZjIQ qk,j
We can writeg, . in terms of the priors as
_ pop 1
qo,1 = = -
PPo,1 p
dos — Poe P({F1=“-=Fz_1 :0,F5>0})
04 — —
PPo,1 pP({F1 > 0})
0—2
20 pign (W= peeiy) (9 L41
p(1—p) ’ C

Note that whilep, , are conditional probabilities of certain events and hemneenl the interval
0, 1], the range ofy ¢ is in generall0, co).
It can be checked that the evolution equation can be rewrittderms ofg; , as

{—1 0

1- Peo—1.¢ Y

ke = Tp : H Lk,j : <Z Qk—l,jwj> . 3)
7=1 7=1

It is interesting to note froni {3) that the update &gy, is a weighted sum of;,_; ;,j =1,--- , ¢

with progressively increasing weight gsincreases. Similarly, we can defing (-) and A% (.)

in terms ofg,,. Using the transformatiofg; (}, 7op iS Seen to have the form:
L+1
. 1—A,(q;)
Topt = inf Qe > )
S {Z p(c+As(qy)

When allT’, coincide [32], we have

1
Qk,L—Fl:iéqka qdk1 = —, Qk,fz()? 62277[/
p(1 = pr) p

bIt is important to note that the transformation in [32] can dgeneralized in more than one direction. For example, i)
Qre = EJL:Z#;;)’” i) gre = 1;:% etc. are consistent with the definition in [32]. While thesdinitions of ¢x,, ensure
that the strucfure Ofopt (8Sp — 0) Ybecomes simple, the recursion f@r . (and hence, an understanding of the performance
of the proposed test) becomes more complicated. We belietethie definition ofgx ¢, as provided here, is the most natural

generalization in the goal of understanding the perforraasfcchange process detection schemes.



Further, it is straightforward to check that the evolution{d) reduces to
H]L:1 Ly,;
I—p
which is [32, eqn. 32]. Thus, the space of sufficient stasséind the optimal test reduce to a
one-dimensional variableo{ = P({F1 < k}\]k) or equivalently,g.) and a threshold test gp,

(or equivalently, ony,), respectively.

In the general case, unless something more is known abougtiheture ofA;(-) (which is
possible if there is some structure p,_; (}), we cannot say more abouj,.. Nevertheless,
the following theorem establishes its structure in the fizatsetting of a rare disruption regime
(p — 0). The limiting test thresholds tha posterioriprobability that no-change has happened
(from below), and is denoted as,.

Theorem 2:The structure ofr,,: converges to a simple threshold rule in the asymptotic limit
asp — 0. This test is of the form:

Stop  if log (ZKL:; %,z) > A
Continue if log (ZZL:; %,e) <A

Ak,L+1 = (14 gr-1.L+1) , (4)

Vg =

for an appropriate choice of threshafd

Proof: See AppendiXB. [
The testyv, is of low-complexity because of the following properties:ai simple recursion
formula (3) for the sufficient statistics; ii) a thresholdepgtion for stopping; and iii) the threshold
value that can be pre-computed given fBg constraint (see Propl 3). However, it is important
to note that the complexity af, is not equivalent to that of the threshold test of [32] because
the recursion for the sufficient statistics dependg br- 1) a posterioriprobabilities, in general,

in contrast to a single parameter in [32].

The fact thatr,, act v, for an appropriate choice of does noimply thatv 4 is asymptotically
(asp — 0 or as P.a — 0) optimal. However, the low-complexity of this test, in afiloin to
Theorem 2, and the fact that the structure/f(q,) (and hencey,,:) are not known suggest
that it is a good candidate test for change detection acrasnsor array. In fact, we will see
this to be the case when we establish sufficient conditiomeiuwhich v, is asymptotically
optimal.

V. MAIN RESULTS ONvy

Towards this end, our main interest is in understanding gréopmance Epp VS. Pra) Of 14
for any general choice of threshold. We make a few preliminary remarks before providing
performance bounds far,.



Special Cases of Change ParameteW§e start by considering some special scenarios of change
propagation modeling. The first scenario corresponds toc#se where one (or more) of the
pe—1, 1S 1. The following proposition addresses this setting.

Proposition 1: Consider anL-sensor system described in Sec¢. Il, parameterizedipay ,},
wherepy 1 = 1 for somel’ andr]%;,( pj.j+1 < 1. This system is equivalent to & — 1)-sensor
system, parameterized By, .1}, where

Bijr1 = pijer, J <=1

Bije1 = Pirijee, 3=
with the (¢ + 1)-th sensor observing (a combination &} ., and Z; ., with a geometric
delay parameter ofy ¢ = ppri1,042.

Proof: The proof is straightforward by studying the evolution{af, .} for the original L-
sensor system. Froml(3), it can be seen ¢hat., = 0 (identically) for allk and the reduce@L —
1)-dimensional system discards this redundant informatidrile the observation corresponding
to the (¢’ + 1)-th sensor is carried over to th¢ + 2)-th original sensor. u

The second scenario corresponds to the case where one (ey afdhep,_;, is 0.

Proposition 2: Consider arn_-sensor system, parameterized{py_, (.}, with ¢ indicating the
smallest index such that: »; = 0. This system is equivalent to afrsensor system with the
same parameters as that of the original system. It is as gosef¥’ + 1) and beyond do not
exist (or contribute) in the context of change detection.

Proof: The proof is again straightforward by considering the etrotuof {g; ,} in (3) and
noting thatg, ;, j > ¢ + 2 are identically0 for all . [ |

It is useful to interpret Propkl 1 afd 2 via an “informatiomflparadigm. If change propaga-
tion is instantaneous across a sensor (corresponding firghease), it is as if the fusion center
is obliviousto the presence of that sensor conditioned upon the pregeusors’ observations.
In this setting, the detection delay corresponding to tleatser is zero, as would be expected
from the fact that the geometric parametet.i$n the second case, information flow to the fusion
center (concerning change)ast-off or blockedpast the first sensor with a geometric parameter
of 0. That is, the observations made by senspfs+ 1,---, L} (if any) do not contribute
information to the fusion center in helping it decide whettiee disruption has happened or not.
Apart from these extreme cases of oblivigbcking sensors, we can assume without any loss
in generality that

0< m}n Pr—1e < Max p—1,¢ < 1.

Continuity arguments suggest that if some; , is small (but non-zero), it should be natural to
expect that thé-th sensor and beyonaiay not“effectively” contribute any information to the



fusion center. We will interpret this observation afteragdishing tractable performance bounds
for v4.
Probability of False Alarm:We first show that lettingd — oo in v4 corresponds to considering
the regime wheré’ -, — 0.
Proposition 3: The probability of false alarm witlv, can be upper bounded as
1
Pea < 1T exp(A)’

That is, if « < 1 and the thresholdi is set asA = log (pia) then Pra < a.
Proof: The proof is elementary and follows the same argument as9j; [26]. Note that
pr1 andvy can also be written as

pea = P({T1 > k}|I))

. 1
0 S T
Thus, we have
Pea = P({VA < Fl}) = FEpy,1] < m-
u

Universal Lower Bound onEpp: We now establish a lower bound dfi,p for the class of
stopping timesA,. That is, any stopping time should have antpp larger than the lower
bound if Pga is to be smaller thaw.

Proposition 4: Consider the class of stopping timeés, = {7 : Pra(7) < a}. Under the

assumption tha} miang_M > 0, asa — 0, we have
:27“'7

log (p%) - (1+0(1))

inf Epp(7) > )
2L ool 2 T57 )+ o =)
Proof: The proof follows on similar lines as [29, Lemma 1 and Theoddnbut with some
modifications to accommodate the change process setup. [GeEnéix( C. [ |

Upper Bound onEpp of v4: We will establish an upper bound drpp of 4. Using this bound,
it can be seen that, meets the lower bound (proved above) for an appropriatecehai A,
thus establishing its asymptotic optimality. The main hesuas follows.

Theorem 3:Let {p;,—1 .} be such thad < mgin Pr—14 < MAX P10 < 1. Further, assume that
D(f1, fo) be such that there exists someatisfying? < j < L and

1 26;5(1 - Ppp+1)
D(fi, fo)) > ——1o P ’ , 5
(f1, fo) J—l+1 g( 1= pyimt (5)




forall 2 < ¢ < L. Then,vy with A = log (,;%) is asymptotically optimal (asx — 0).
Furthermore, the performance of in this regime is of the form:

log (1) + [1og(F)

Eoo = T B fo)  Tog (1= )]

+o(1).

[ |
The proof of Theoreni]3 in the general case of an arbitrary runib) of sensors with an
arbitrary choice of p,_; ,} results in cumbersome analysis. Hence, it is worthwhilesm®ring
the special case of two sensors that can be captured by jastitange parameterg:and p; -.
The main idea that is necessary in tackling the general casagily exposed in thé = 2
setting in Secl_VI. The general case is subsequently studi&dc.[VII.

VI. EXPECTED DETECTION DELAY: SPECIAL CASE (L = 2)

The main statement in the = 2 case is the following result.
Theorem 3 [ = 2): The stopping timev, is such thatvy, — oo as A — oo. Further, if
D(f1, fo) satisfies

D(fi1, fo) >1og(2—p — p12),
as A — oo, we also have

A
Epp = Elvy] < 5

D(f1, fo) +[log (1 = p) |

u
We will work our way to the proof of the above statement by lglsshing some initial results.

Proposition 5: If 0 < {p, p12} < 1, we can recasfq; (} as follows:

1
k1 = —
p
1 k 1= k k—2
- — P12 — P12
we = (22) (144 )y T +6
Qg 2 Cy Ja
I—p
Cm,2 =
(1 =p12) (14 @m2) - Lt
p 1= 1 k k—2
1,2 — P12
k3 = — 1+ =~ + ) : Ly Ly, - (1+ Gmys)
(1-p)* ( L—p 1-p Wl;ll nl;lo
04‘1;,3 0;62 };
¢ P12 (1 —p+ (1 —pra) Lmyr1-(1+ Qm,Q))
m,3 .

Lii11Lms12 - (pr2+ pr2gme + Gms)



Proof: We start with the recursions

1 —
k2 = m L1 (1+ qr-12)
L—p
Ly1Ly
k3 = 1’1_ p,z (P12t pPr2qr-12+ Q-13) -

The expression fogy  is obtained by isolating the terfi +¢;_;») at every stage agincreases
from 2 to k. The expression fog;, ; is obtained by isolating the terp, 2 + p12gr—j2 + ¢—;3)
at every stage ag increases. [ |
The testv, can now be rewritten as

vy = i%f { log (gr.2 + qr3) > A}

= Hl%f { 10g (Oék’Q . Cl < Jy + Qg3 - Cng . Jg) > A}

aga  Jo

J
= H]if { log(am : Cl . Jg) + log (]_ + 02 kg : —3) > A}

We need the following preliminaries in the course of our gsial
Lemma 1:Sinceg,, 2 > 0, note thatJ, can be trivially upper bounded as

b= H(” T I )

Lemma 2:If {z,x,29,---} are i.i.d. withz > 0 and E[log(z)] > 0, then

k
1 log(m) koo
e log (1 + H xm> - Zm 1kog(x ) "2 0 a.s. and in mean.

m=1

If {z,21,29,---} are i.i.d. withz > 0 and E[log(z)] < 0, then

k
1 o0
z log (1 + H xm> "29°0 a.s. and in mean.

m=1
Note that both these conclusions are true evefrijf} are not i.i.d. (or even independent) as
long as the condition on the sign éflog(z)] can be replaced with an almost sure (and in mean)
statement on the sign dfm + >~" _ log(x,,,) (or an appropriate variant thereof). [ |
The following statementrj commonly referred to as the BlaaKsv elementary renewal theo-
rem [35, pp. 204-205], is needed in our proofs.
Lemma 3:Let x,, be i.i.d. positive random variables and defifig as follows:

Ty =Th_1+ 2, m>1and Ty=0.



The number of renewals ift), ¢] is N, = iréf {Tk > t}. Then, we have

1
— — a.s. as t — oo and
t H
E[N] 1
— — as t — o0,
t %
wherey = Elr,,] € (0, ). |

Proof of Theorem[B { = 2): We will postpone the proof of the first statement to VIi
when we consider the general case in Piop. 8. For the secataingnt, we first use the bound
for .J, from Lemmall and the fact that, , > 0, and thus we have

J 1
10g<1—|—02'%'73) > log 1+02_04k,3_ k—1 1
QL 2 2 k.2 Hm:l <]' + m)
Uk
> log |1+ H fry ~2m? 1—
m=1 (1 — p172) ) <1 + m)
Now, observe that
Lm,2

E |log .
(1=pi2)- (1 T m>

B 1\ =
= D(f1, fo) +log (1 — /)1,2) E {log (1 + (1-— P1,2)Lm,1)}

> D(f1, fo) + log (1 _1p12) —log (1 +E {—(1 _1p1_2§L 1D

= D(f1, fo) —log(2—p—p12) >0
where the first equality follows singe » > 0 (change has to eventually happen at the second
sensor to ensure that{log(L,,2)] = D(f1, fo)), the second step follows from Jensen’s inequality
and the third equality from the fact thadi, [ﬁ] = 1. Using this fact in conjunction with
Lemmal2 and noting that; , > 0, ask — oo, we have

J.
10g(0&k’2 : Cl : JQ) + lOg <1 + CQ : % : —3> > log (Clcg c Qg3 Jg)
apa  Jo
k 1/k
p172 : Lm,l : Lm,2
> Z log ( =, ) .
m=1 Py
Ly

The above relationship implies that < v, 4 where

VL A = Hlif{Lk > A}



Applying Lemmal3B (since the entries in the definitionof 4, are independent) and the first
statement of the theorem thai — oo as A — oo, we have
E[I/A] S E[I/L,A] Ai>o° 1 .
A A 2D(f1, fo) + |log (1 — p) |

VIl. EXPECTED DETECTION DELAY: GENERAL CASE (L > 3)

We now consider the general case whére- 3. The main statement here is as follows.
Theorem 3 [ > 3): If D(f1, fo) is such that the conditio](5) is satisfied, 4s— oo, we

have
A

S Dty F s =)

Epp = E[v

[ |
As before, we will work towards the proof of this statemerdr Ehis, the following general-
izations of Propll5 and Lemnia 1 are necessary.
Proposition 6: We have

k-2
Qke = Ogge- l_Il_ILmJ H (14 Cne)y, €=2,-+-,L+1 where
m=0

j=1m=1
Cj Je

1— F 1—
Qs = ( p1,2) ~<1+ P1,2)
1—p 1—p

].—p k {2 é_ll—p"
e = (522) T (S oo

e
C 1 ZZIQmjw Cm—l—ljﬁ
myl = — :
(1= pe-1) - Hﬁ—i L Z‘f_l Qm,; W f
/-1 P
Bm,n,Z = Z ]-_ppp—l—l HLm]7 "7€
p=n—1 j=1
l—
Cm,n,é - anf_ 1—Pé IZ H m,js 7€
7j=1
Proof: The proof is provided in AppendikID for the sake of completmeAlso, see
Appendix[D for how this proposition can be reduced to the @Hd82]. [ |
Lemma 4:The following upper bound fog,, ., is obvious Whenn?x Pr—1e < 1:
/—
Bt Zp:%(l — Pppt1) H? 1 Lt
Cm,@ < = .

(1 - pe—m) H o Lm+1,j N (1 - Pe-m) H P Lm+1,j



From Prop[6y4 can be conveniently rewritten as

L+1
vy = Héf {log <Z age-Cr---Coy - Jg) > A} )

=2

Unlike the setting in Se€. VI, the structure of (as of now) is not amenable to studyiffgp
(in further detail). This is because it has the form of log oinsof random variables (see [36]
for similar difficulties in the multi-hypothesis testinggirlem). We alleviate this difficulty by
rewriting the test statistic in terms of quantities whosgngstotics can be easily studied.

Proposition 7: We have the following expansion for the test statistic:

L+1 . o -
log <Z g Cro-Cpy - Jg) = log(ags-Cy-Jo) + Zlog <1 4 e Qe O e+1)
=2

Qg J,
P k- Je

1— Mo p—
_ log<< : P1,2) ) P — P12 -Cl-J2>
—p 1—p

L
J,
+ E log <1+W'5k,é'cé'%)
(=2

where

k
Qg g 1 —pes 1—pee
Bre = +4=< p’”)-m4¢-1+ s =2 L
ae NI pri ST p

nf'ﬁk,Z'CZ‘J[T:l
Nev1 = Jor1’ €:27aL_1
1+W6'5k,z'Cz‘T

with 7, = 1.
Proof: The proof is straightforward by using the induction prireip [ ]
The following proposition establishes the general asytpteend of v 4.
Proposition 8: The testv, is such thatvy — oo a.s. asA — oc.
Proof: See AppendixD. u
As we try to understand, further, it is important to note that the behavior of the dem
statistic ofv, is determined (only) by the trends of

J,
xzéﬁk,e'ce'%7 t=2,---,L.

This is so because the asymptotics{gf} are also primarily determined by the trends{af}.
We now develop the generalized version of the heuristic m [§& for the upper bound of/pp.



Consider the case wherke = 4. The second piece in the description of the test statistic (i
Prop.[T) can be written as

L = log (1 + nyws) +log (1 4+ n3xs) + log (1 + naxy)

where the evolution ofi, andx,, ¢ = 2,3, 4 is described in Profp] 7. In the regime whére» oo,
note that ifx, — oo (with high probability), thenj; — 1. On the other hand, ity — 0 (with
high probability), thern); — x,. Thus, we can identify (and partition) eight cases as fatow

Case 1: w9 — 0, 29wy — 0, xow3xy = 0 =13 = 29, Ny — Toxz3 — L —0

Case 2: xg — 0, xox3 — 0, 22734 — 00 => )3 — Tg, Ny — Toxs —> L — log(zowszy)
Case 3 : X9 =0, Toxz > 00, x4 > 0= 13 > T, Ny > 1 = L — log(zoxs)
Case 4 : Tg — 0, Tax3z — 00, Ty — 00 => N3 —> Ta, Ny — 1 = L — log(zowsry)
Case 5 : Tg =00, 23 =0, 2304 > 0= 13 = 1, Ny = 13 — L — log(xs)
Case 6 : Tg — 00, 13 — 0, 1304 > 00 =13 > 1, Ny > 13 = L — log(wowsry)
Case 7 : Tg =00, T3 > 00, 1y > 0=mn3—> 1, Ny > 1= L — log(zaxs)
Case 8 : Tg — 00, T3 =00, Ty 200 =13 =1, )y > 1= L — log(zowszy)

In all the eight cases, we have a universal descriptionfdas £ — oo) that holds with high
probability:

-1

J
Lknglog(ﬁm)v £*Zarg21<n€ir<14{me—>Oforallj26}.
m=2 - m=/{

If ¢ = 2, then the above summation is replacedhyand if there exists né € {2, 3,4} such
that the above condition holds, thénis set tob5.
The following proposition provides a precise mathematiocahulation of the above heuristic.

Proposition 9: Let the following limit be well-defined and be denoteds:

1 + Cm J+1
;}EaszlO (e
Define /* as

¢ £ arg min {AM <Oforallj=¢--- ,L} where (6)

£:2<¢< L

1—pj, .
Ay = log (ﬁ) +(j = €+ 1)D(fr, fo) + Ve



If there exists no element in the set for thee min operation in[(6), we set* = L + 1. Then,
as A — oo (and hencek = v, — oo a.s. from ProplJ8), we have

-1

L
1 1
z E log (1 4 nexe) — % E log(z¢) — 0 a.s. (7)
/=2 =2

If ¢~ =2, then the second term in the above expression is set to
Proof: See AppendixD. [
Following Props[ B and]9, ad — oo, v4 can be restated as

k
. 1—
vy — H;%f{ g <log< 1 _P,10,2) +log(Lm1) +log(l + (n2) + ; g(xp > }

m=1

k -1
. 1-— pé*—l,f*

S

~~

Ym
with ¢* defined in [(6).

Observe that if the condition in Propl 9 is satisfied, the first 1 sensors contribute to the
slope of Epp and the rest of the sensofs - - - , L (if any) do not contribute to the slope. It is
useful to understand the conditions under whith= L + 1.

Theorem[B provides a simple condition such that the obsensffrom all theL sensors
contribute to the slope. We are now prepared to prove it.

Proof of TheoremB { > 3): First, using Lemmal4 note that, we can bouhgd, as

/—1
log (Z (1— Pp,p+1)>]
/—1 .
p=0 Hi:p+1 L'yi

= 1, (@) is sufficient to ensure that

Apj > (j—L+1)D(f1, fo) +1og(l = pjjr1) — E

i= p+1 L.ai

forall ¢ =2,--- L, there exists somg > ¢ such thatA,; > 0. It is important to realize that
the above condition is necessary as well as sufficienf*fet L+ 1. Thus, under the assumption
that (3) holds, invoking Projl 8 a$ — oo (that is, lettingk = v, — oo a.s. and using Prop] 9),
v, can be written as

k L
00 . 1
VA A_> Héf{ E ( E IOg(Lm,z) + log (Tp) + 10g<1 + Cm,L—i—l)) > A} .
m=1 /=1

Note that since,, .+1 > 0, we have

i(Zlog "y +log<11 )+log(1+cm,L+1> i(Zlog mg)+log<1i ))

m=1 m=1 =

Using Jensen’s inequality and noting théyf, [H

7

g

Ly,



and henceys < vy 4 Where
N
Vi A= Hlif {Lk > A}

Thus, we have

Elva) < Elvp a] a5 1
A ="a .
LD(f1, fo) +1og ()
where the convergence is again due to Lemina 3. u

VIIl. DiscussiON ANDNUMERICAL RESULTS

Discussion:A loose sufficient condition for all thé, sensors to contribute to the slope Bfp

of v, is that
¢
Zp:()(l — Ppp+1) A
- log = Yu-

D(f1, fo) > max min
L= pjjn

=1, L1 j>t+1 j —{

Another sufficient condition is that

¢
1
D(fla fO) > Z:ln,}a,}é—l m ' lOg (1 —p+ Z(l - pj7j+1)> .

j=1
That is, if p is such that

L
Z 1 —pe_1e)
=2

then~, < 0 and the condition of Theorem 3 reduces to a mild one that tHe divergence
betweenf; and f, be positive. A special setting where the above conditiomus firrespective

of the rarity of the disruption-point) is the regime whereanfe propagates across the sensor
array “quickly.” The case of [32] is an extreme example o§tlégime and Theorem 3 recaptures
this extreme case.

In more general regimes where change propagates acrossrber @rray “slowly”, either the
disruption-point should become less rare (independenhefchoice off; and f;) or that the
densitiesf; and f, be sufficiently discernible (independent of the rarity of tisruption-point)
so that all theL sensors can contribute to the asymptotic slope. When thasditions fail to
hold, it is not clear whether the theorems are applicableven if all the, sensors contribute
to the slope off[v4]. Nevertheless, it is reasonable to conjecture that as |Sm@2'lmpg_17g > 0,
then all theL sensors contribute to the asymptotic slope.

However, the difference between the asymptotic and theasymptotic regimes need a careful
revisit. Following the initial remark (Prof.] 2) on the extre case of blocking sensors (where
somep,_1, = 0), in the more realistic case where some;, may be small (but non-zero),



it is possible that ifD(f1, fo) is smaller than some threshold value (determined by thegehan
propagation parameters), not all of tliesensors may “effectively” contribute to the slope of
Epp, at least for reasonably small, but non-asymptotic value$’q. For example, see the

ensuing discussion where numerical results illustratebehavior at’-s values ofl0~* to 10~°

for some choice of change propagation parame&renwhen the condition in Theorefd 3 is

met. When the condition in Theorem 3 is not met, such a behasiexpected to be more

typical.

The final comment is on the approach pursued in this paperleWne approach pursued in
Sec[V] and VIl results in interesting conclusions, it is ok&ar if this approach iBindamentain
the sense that this is the only approach possible for claaraicly Epp VS. Pra. Furthermore, this
approach assumes the existencqof;}. Even if these quantities exist and are hence, theoreti-
cally computable, such a computation is complicated by & that{(,,,, m =1,--- ,k} are
correlated. Thus, verification of the exact condition ing2f® (equivalently, computing*) has
to be achieved either via Monte Carlo methods or by boundipg as done here. Furthermore,
correlation of{¢,,,} and hencey,, (see [(8)) implies that statistics of, have to be obtained
using non-linear renewal theoretic techniques for gerfematelated) random variables [37]. This
is the subject of current work.

Numerical Study | — Performance Improvement with,: Given that the structure af,, is not
known in closed-form, we now present numerical studies tastihatr, results in substantial
improvement in performance over both a single sensor tdstfwuses the observations only from
the first sensor and ignores the other sensor observatiodsa éest that uses the observations
from all the sensors but under a mismatched model (wherehthege-point for all the sensors
is assumed to be the same), even under realistic modelingnasens.

The first example corresponds to a two sensor system whereciti@rence of change is
modeled as a geometric random variable with parameter 0.001. Change propagates from
the first sensor to the second with the geometric parametet= 0.1. The pre- and post-change
densities are€A/(0,1) andCN (1, 1), respectively so thaD(fi, fo) = 0.50. Fig.[2 shows that
v, can result in an improvement of at ledstinits of delay at even marginally largé, values
on the order ofl0~3.

The second example corresponds to a five sensor system whefe005. Change propagates
across the array according to the following modsgl; = 0.1, po3 = 0.2, p34 = 0.5 and py 5 =
0.7. The pre- and the post-change densities@k&0,1) andCN (0.75,1) so thatD(fi, fy) ~
0.2813. With D(f, fo) and the change parameters as above, Theblem 3 assures ais|Hzet
L = 2 sensors contribute to thEpp vs. Pra slope asymptotically. On the other hand, Hig. 3
shows that more than two sensors indeed contribute to thee.slbhus, it can be seen that
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Fig. 2. False alarm vs. Expected detection delay fdr & 2 setting withp = 0.001 and p;,2 = 0.1.
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Fig. 3. False alarm vs. Expected detection delay for a typica: 5 setting.

Theorem B provides only a sufficient condition on perforneahounds. It is also worth noting



the transition in slope (unlike the case in [32]) for both thésmatched test and, as Pra
decreases from moderately large values to zero, whereasldpe of the single sensor test (as
expected) remains constant.

Numerical Study Il — Performance Gap Between the TesWe now present a second case-
study with the main goal being the understanding of the ikgaierformance of 4 with respect

to the single sensor and the mismatched tests. We againdeorsi. = 2 sensor system and
we vary the change process parametgrand p, -, in this study. The pre- and the post-change
densities ar&€N(0,1) andCN(1.2,1) so thatD(fy, fo) = 0.72.
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Fig. 4. False alarm vs. Expected detection delay fdr a 2 setting with different model parameters.

Fig.[4 and Fig[ b(b) show the performance of the three tedts varying p parameters for a



fixed choice ofp; 2. We observe that the gap in performance between the singt®iséest and
v, increases ag decreases, whereas the gap betweerand the mismatched test stays fairly
constant. Similarly, Fid.15 shows the performance of thedhests with varying, » parameters
for a fixed choice op. We observe from these plots that the gap between the mikathtest and

v4 increases ap, » decreases, whereas the gap between the single sensordest entreases
as p; » increases.
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Fig. 5. False alarm vs. Expected detection delay fdr a 2 setting with different model parameters.

The choice ofD( f1, fy) = 0.72 is such that the sufficient condition in Theorein 3 are satisfie
independent of the change parameters. Hence, we expedofieed the Epp vs. Pra plot to be

of the form 2D(f1’f0)j“0g(1_p)| asymptoticallyas Pra — 0. Nevertheless, Fid.] 5(c) and (d) show




that, when botlp andp, , are small, the slope af4 is only as good as (or slightly better than)
the single sensor test, which is known to have a slope of tha fg(fhfo)j‘ TEEEDIE Thus, we
see that even though our theory guarantees that both thersenbservations contribute in the
eventual performance of, asymptoticallywe may not see this behavior for reasonable choices
of P like 107, The case of observation models not meeting the conditibriheoremB is
expected to show this trend for even low@y, values.

To summarize these observationsFip, ,,, Eop, mm and Epp, ss denote the expected detec-
tion delays forv,, mismatched and single sensor tests (respectively) foresorad choice of
Pra, then

1
Epp,mm — Epp,», o —— and independent of p
P1,2

P12
P
It is interesting to note from the above equations fhatimpacts the gap between the two tests

in a contrasting way. The test, is expected to result in significant performance improvemen
in the regime where is small, butp; » is neither too small nor too large. In fact, this regime
where v, is expected to result in significant performance improvemerthe precise regime
that is of importance in practical contexts. This is so beeawe can expect the occurrence of
disruption (e.g., cracks in bridges, intrusions in netvgprinset of epidemics etc.) to be a rare
phenomenon. Once the disruption occurs, we expect changepagate across the sensor array
fairly quickly due to the geographical (network proximity the case of computer networks)
proximity of the other sensors, but not so quick that theewte case of [32] is applicable.
Classifying the regime of p,—1 .} and D( f1, fo) where significant performance improvement is
possible withv 4 is ongoing work. It is also of interest to come up with bettsttstructures in
the regime where 4, does not lead to a significant performance improvement.

Epbp,ss — Epp,,,

IX. CONCLUDING REMARKS

We considered the centralized, Bayesian version of thegeh@nocess detection problem in
this work and posed it in the classical POMDP framework. Tieisnulation of the change
detection problem allows us to establish the sufficientstes for the DP under study and a
recursion for the sufficient statistics. While we obtain binead structure of the optimal stopping
rule (r,), any further insights into it are rendered infeasible bg domplicated nature of the
infinite-horizon cost-to-go function. Nevertheless,: reduces to a threshold rule (denoted in
this work asv,) in the rare disruption regime. The test possesses many attractive properties:
i) it is of low-complexity; ii) it is asymptotically optimain the vanishing false alarm probability



regime under certain mild assumptions on the K-L divergdmeveen the post- and the pre-
change densities; and iii) numerical studies suggest thear lead to substantially improved
performance over naive tests. Thug, serves as an attractive test for practical applications tha
can be modeled as a change process.

To the best of our knowledge, this is the first work to consitther change process detection
problem in extensive detail. Thus, there exists potental éxtending this work in multiple
new directions. While we established the asymptotic opttgnaf v, when D(fi, fo) > ~u,
it is unclear as to what happens wheérfi, fo) < 7.. In other words, is’* = L + 1 when
D(f1, fo) < 7. given thaty, > 0? It is most likely thatv, is asymptotically optimal even in
this regime as long aml;n pe—10 > 0, but establishing this result may involve some ingenious
techniques. However, if4 is not asymptotically optimal in this regime, it is of intetéo design
better low-complexity stopping rules; e.g., Thresholdgdes weighted sums of the posteriori
probabilities based on further study of the structure-gf etc.

More careful asymptotic analysis ofy and performance gap between:.i) and the mis-
matched test, iiy4, and the single sensor test, and i) and weighted threshold tests etc.
would involve tools from non-linear renewal theory [26]9]2[37] and is the subject of current
attention. Such an asymptotic study could in turn drive tbsigh of better test structures. Our
numerical results also illustrate and motivate the needdorasymptotic characterization (piece-
wise linear approximations of thepp vs. Pra curve) of the proposed tests. Unlike the case of
instantaneous change propagation [29], [32], we showedathyanptotic characterizations may
not kick in quickly for smallPes values if the change propagates too “slowly” across themens
array. Under such circumstances, it is also of interestuisitehe precise definition of optimality
of a stopping rule.

Decentralized [32], [34], censored [38], multi-channeB][And robust [39], [40] versions of
change detection are motivated by these constraints. &gten of this work to more general
observation models are important in the context of prakctgglications. For example, non-
iid [29] and Hidden-Markov models [24] have found increasegrest in biological problems
determined by an event-driven potential [6], [7]. Pradtagaplications will in turn drive the need
for understanding change detection with certain specifgeplation models.

APPENDIX

A. Completing Proof of Theore 1: Establishing Concavitydéf-) and JI (-

We now show thatd] (p,) and J!(p,) are concave imp,. First, note that/%(p;) = pr is
concave inp; because it is affine. Using the recursion fgy, it is straightforward to check that

A§—1(PT—1) = E[J%(pT)HT—l] = pr-11-(1—p).



Using this in the definition of/> | (p;_,), we have

J%—l(pT—l) = pre VS P s C+p
c+pro11(1—p—c) @ <pr-i1 <1

Since bothAT | (p;_,) andJ%_,(p;_,) are affine and piecewise-affine (It is important to note
that the slope of the second affine part, which is p — ¢, is smaller than the first 1).) in
pr_1, respectively, they are concave.

We now assume that/, (p,,,) is concave inp,,, and show thatd] (p,) is also concave
in p,. For this, considenA] (p;) + (1 — A\) A} (p?) with p;. andp; being two elements in the
standardL-dimensional simplex. We have

ME(ph)y+ 1 = NAT(p?) = / |:)\Jk+1 pkﬂ p+ (1 — )\)JkT+1 (piﬂ) M2] g dz
k+1=%2
= / [MJml (Prsr) + (1= )T (pi-kl)}
(L= Vm)|,
where
L+1
Hi = f(Zk'Huk) Z [(Z wk+1]mpkm> (I)obs<k+ 17]) , ©=1,2, and

pL=p.

At
A+ (1= Npa
Using the concavity of/,,(-), we can upper bound the above as follows:

ML) + - NATEE) < [ [T (wk + (1= 0mk)

X (Aﬂl +(1- )\)Mzﬂ

II"L:

dz

Zg1==2

If we define

pp £ A\p, + (1= N)pj,

it is straightforward to check that
pz+1 = ,Upllc+1 + (1 - M)Piﬂ-
Using these facts, we have
M (py) + (1= NAL(0F) < AL (Opy + (1= N)p}),

thus establishing the concavity df (-). The concavity of/!(-) follows since the minimum and
sum of concave functions is concave. An inductive argumenipietes the proof. [ |



B. Proof of Theorer]2

We will show that

L+1
. Stop if ZJ Lo kg = 5
opt L+1 1—h(p)
Continue if > 7 g ; < —-%

for an appropriately chosen functidr{p) that SatISerﬂir% h(p) = 0. We start with the finite-
p—
horizon DP and defin@,, and ¥, as follows:

1
P, = —Ji(q,), 0<k<T,
1 +PZJL+21 k.

U, 2 Al(q,) - " +,olzf/i;qkj 0<k<T-—1.
The main idea behind the proof is to show tldgt and ¥, are bounded by a function of (that
goes to0 asp — 0), uniformly for all k. Thus, the structure of the test in the limit as— 0
can be obtained.

Towards this goal, note from AppendiX A thé@; = ¥, ; = 0. Also, note that/?_,(q;_;)
can be written as

1—P+PCZJ o qT—-1,5

0< <i

J ( ) 1+pZ]L+21 qTr—1,j5 ZJ =2 471 = ¢
—1\dr—1 1 ZL+ o1
4p > ar—1; j=2 Ir-1j = &

which can be equivalently written as

1— S gray wl 1
®r 1 =p- JL+21 | ZQT—I,]’ < - .
L+p3>205 ar— =2 ¢

Note that0 < &,_; < p and we have

0 S E[‘I’T_1|IT_2] £ _ \IIT_Q = pgg( ) where

1— CZL+21 gr_1 i L+1
92<p) = kK y - qr— 1]__
IT+p Z]L+21 qr—-1,5 Z

J/

[I>

I] |

~~

Xp

Now observe thafX, can be rewritten as

11— CELH qr—1,j c
X, = JL+21 o1 <{pT—1,1 > }) .
L+pd 00 ar-1 c+p
Furthermore X, < 1 for all p and the set within the indicator function (above) convergethe
empty set ap | 0. Thus, a straightforward consequence of the bounded cgenee theorem




for conditional expectation [35] is that
lim go(p) = 0

Y72 plp 0,
p

independent of the choice af.
Plugging the above relation in the expression f6r ,(q,_,), we have

. 1 L—p+pe 3 aroa;
Jr-aars) = mm{1+PZ]L+21QT 2 1+PZJL+2161T 2,j +‘IIT_2}
. 1 1-p (1 - %) +ped iy aroa, (1 + ‘I’T(;?)
- { L+ > aroay L+ pY 0 aray; }
= 1 i

L+1 L+1 Ur_o

p—Wr_o—0p (C+‘I’T 2) D iy QT2 1 1——+=

b, = i=2 LY ara; < - —5
=2

1+p2g QQT 2,5 C 1_}_—‘1’7;*2
L—eX %) aroay c— pg2(p)
= 2 J Pg2(p
+g2(p)| - 1 ({PT—z,l > 7})
L+ 3000 qroa; ctp
with 0 < ®7_5 < p(1 + g2(p)). As before, it is straightforward to check that the set wittiie

indicator function converges to the empty setpasO and we can writel;_3 as

—Wr 3 = E|[®r_o|lr_3] = pgs(p)

L—cX % aroa, c = pga(p)
gs(p) = = +ga(p) |- 1 ({pT—2,1 > 7}) Ir_3| with
<1+PZL+21(JT 2,j ctp
W
limgs(p) = 0 and —— 0.

pd0 P
Following the same logic inductively, it can be checked that

v
Tk 200, 1<k<T,
p
independent of the choice @f. That is, we have
T . 1 1- P+PCZJ o Tk,
s (Qk)—mm{HpZJLQqh TSl 0, —I—‘I’k}.

Thus, the test structure reduces to stopping when

L+1 1 1__

p
thj—_ Ty
j=2 ¢ 1+




and using the limiting form folr,, asp — 0, we have the threshold structure (as stated). The
proof is complete by going from the finite-horizon DP to thérite-horizon version as in the
proof of Theorenil. Note that while we expect the limitingttesucture in the finite-horizon
setting to be dependent df, it is not seen to be the case in this work because 0 is a
discontinuity point for the DP. [ |

C. Proof of Proposition 4

We first intend to show that a version of [29, Lemma 1] holds um case. More precisely,
our goal is to show that for any < (0, 1), we have

lim sup P.({k <7 <k+(1—¢€La}) =0,

a=0,cA,
where P, ({-}) denotes the probability measure whien= k and
1
L, 2 o8 <”“) .
LD(f1, fo) + [log(1 — p)|

Note thatl, — oo asa — 0. Following along the logic of the proof of [29, Lemma 1] heite,
can be seen that

P({k<7<k+(1—eLs}) < exp((1—€)qla) Pu({k <7 <k+(1—¢€)La})
+P({  max - Zp, > (1-€)qLla}), 9)

0S7’L<(1—6)LQ

whereq £ LD(f1, fo), P~ ({-}) denotes the probability measure when no change happens, and

L k+n
hi(Z;,
Blon =22 log (fEZzD

(=1 i=T,

For the first term in[(9), we have the following. With the apmiate definitions of; and L,,,
and the tail probability distribution of a geometric randeariable, it is again easy to check (as
in the proof of Lemma 1) that for any € A,,, we have

exp (1 — €)qLla) Pu({k <7 <k+(1—€)La}) =0 as a—0

for anye € (0,1) and allk > 1. For the second term inl(9), we need a condition analogous
to [29, egn. (3.2)]:

]_ k M— o0
P, <{M0$§]{wzk+n2(l+e)q}> — 0 foralle >0 and k > 1.



This is trivial since the following is true:

k
“k+n @8

LD(f1, fo) as n — o© (20)

for all k € [1, 00).
The above condition follows from the following series ofpeFirst, note that the strong law
of large numbers for i.i.d. random variables implies that

Z L TI'y—1 Z
ot ZZI ( ij) "5 LD(fy, fo) = q as 0 oo.

S

Z(Z

Then, it can be easily checked that

W= pj-15) 1)
Pji—15

E[Zz] = flafO

MMN

Since mginpg_m > 0 from the statement of the proposition, we haligz,] € (0,00) for all
¢=2,---,L, and hence, the condition ib_(10) holds. Applying the cadoditin [10 with M =
(1 —¢€)L, asa — 0, we have the equivalent of [29, Lemma 1].

The proposition follows by application of an equivalentsien of [29, Theorem 1, eqn. (3.14)]
which follows exactly as in [29]. [ |

D. Completing Proofs of Statements in Vi

Proof of Prop.[6: We start from [(B) and apply the recursion relationship fof_, ,}. Noting
that w/,w! = wf, for all j such thatm < j < ¢, we can collect the contributions of different
terms and Writezjﬁz1 1wt s

¢ 1
bt o= 1 wl B 1
Qk—1,;W; = 1—p : Qk—2,j W; Dg—1,5.¢
j=1 j=1

where{B;_; ;.} is as defined in the statement of the proposition. Thus, we hav

‘ -1
(1 —po—10) [T:=] L
Z%—ijf = = ! ZQk 2, Wi | {1+ Gooa}
j=1

I—p
1 Ef_l% 2,j W; o 1,5,

{—1 l
(1= pe-1,0) [ ;21 Li—1,4 D et Q2§ W5
Iterating the above equation, we have the conclusion in tdwerment of the proposition.

Ch—2,0



It is useful to reduce Propl 6 to the case of [32] when,, =1 forall £ = 2,--- L. For
this, note thaty; , (and henceg, () are identically zero for alk < ¢ < L. Thus, we have

k-2
Qk,L+1 = Qg 41" HHLm] H (1+ Gnyrt1) -
m=0

j=1m=1
We then have the following reductions:

S I
ak,L+1 - (1 - p)k 1 . p .

ot 1 B4

’ H]l-/zl Lm—i—l,j 1+ dm,L+1

Brti110+1 = 1—p and hence,

qk o H]L'/:l Lkv] lﬁ 1 + H]L'/:l Lmvj

L+l = —

i L=p 2 |1+ dm-roa I—p
B Hle Ly ; 1 = L+ Hle Ly j(1+ @m-1,041)
L—=p Hl:nf—l(l + qm L+1) m=0 L—=p

with the initial condition thaty_, ;+; = 0 andLL,; = 1 for all 5. It is straightforward to establish
via induction that the only way in which the above recursian told is ifg; ;. satisfies

[T L
Gk, i+1 = 7]1 : (14 qr—1,0+1)
—p
which, as expected, is the same recursiori_has (4). [

Proof of Prop.[8: First, note that if we can findU,.} such that for allk

L+1
log (Z apy-Cre--Coy - Je) < Uy,
(=2
thenvy > vy 4 Where
A .
vy = Héf {Uk > A}.
We use Lemmal4 to obtain the following bound and the assatidie}:

L+1 L+1 -1 E—1 (-1 »
1—po_ . Ly D (1 — > L,
Zak,é O Cpy -y < Z (1= pere) H]_l i 7t H ZP—O ( pp,p+1) Hj—l J
(=2 1= P m=1 1—- p
L+1 k-1 ZL (1 —p +1) Hp_ Lm '
< (Z Dy HLM> I ot
p m=1 P
L k—1 ~—~L -
D 1- Z o1 = ppp1) [Ti=) Lom,
< T Z Ppp+1 HLkJ H 1pp_ j=1 J
P p=1 m=1 P
L, ;

D i Zﬁzo(l - Pp7p+1) Hj:l
11

1—p 1—p

m=1



. With the above bound, we

. -2 o . £—=1 1=pj jt1 . ¢
Whel’eDz == Hj:l Pij+1 <Zj:0 1—p ), D=1 -+ Z:Hll,%-X,L T—peort
have

I p
k szo ( — Pp, p+1) H

=1 1-—
VAZi%f Zlog T ! >A+log<Tp>
m=1

The conclusion follows by using Lemrh& 3 and noting thatlog ( = (1_””’11“_*;) L= L“)} €
(0, 00).

Proof of Prop.[9: This proof is a formal write-up of the heuristic presentefbbe the statement
of Prop.[9. Following the definition of; and the fact that < n; < 1, we have

J
T]j.l’j S H T, j 2 g*.
m=e*

Suppose there exists @h < L as defined in[(6), invoking Lemnia 2 with the fact thst ; <0

for all j > ¢*, we have
L
P Z log (1 4 nexy) "28°0 a.s. and in mean.
=0
Thus, we have
Z -1

1

EZlog 1+ nmexy) — — Zlog 1+ nexy) "29°0 a.s. and in mean.
= (=2

The main contribution to(7) is now established via inducti8incen, = 1, we can expand

the sum as (modulo the a.s. and in mean convergence parts):

= -1
Zlog 1+ nexy) ——log <1+2me> F2900.

(=2 m=2
If /=2, itis clear that the proposition is true. 3f< ¢* < L+ 1, since2 < ¢*, by the definition

of /*, there exists (a smallest choicg)> 2 such that

ja
k .
H Ty = 00 with

P
me ogo Oor O(1) forall2 <p<jp—1

provided the se2, - - - | jo—1] is not empty. There are two possibilitigs:= ¢*—1 or j, < (*—2.
(Note thatj, > ¢* results in a contradiction since it will implﬂfﬁb:w T, — 00, but we know
this is not true from the definition af). In the first case, we are done upon invoking Lenirna 2.
In the second case, iterating by replacihgith j, + 1 (as many times as necessary) and finally
invoking Lemma_R and noting the main contribution of the sanfif), we arrive at the conclusion
of the proposition. [ |
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