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Bit Commitment from Non-Signaling Correlations

Severin Winkler, Jirg Wullschleger, and Stefan Wolf

Abstract—Central cryptographic functionalities such as en- characterized by a conditional distributi@?y |-, whereU
cryption, authentication, or secure two-party computatian cannot  and V' stand for the inputs and and Y for the outputs

be realized in an information-theoretically secure way fran ; ; ;

; e ; of the system, respectively. We only consider correlations
scratch. This serves as a motivation to study what (possiblyeak) that Y . i P . yh' h d yt I f
primitives they can be based on. We consider as such starting at arenon-signaling I.e., which @o not allow tor message

points general two-party input-output systems that do not #low  transmission from one side to the other. When using a non-
for message transmission, and show that they can be used forsignaling system, a party receives its output immediatébra

realizing unconditionally secure bit commitment as soon ashey  giving its input, independently of whether the other par&g h
are non-trivial, i.e., cannot be securely realized from digibuted given its input already. This prevents the parties from aiigy
randomness only. by delaying their inputs. An example of such a system is the
Index Terms—Unconditional security, bit commitment, non-  non-local box(NL box for short) proposed by Popescu and
locality. Rohrlich [9], where the inputs and outputs are binary, each
output is a uniform bit, independent of the pair of inputst bu
|. INTRODUCTION X @Y =UAV always holds.

Modern cryptography deals — besides the classical task€'S Pit commitment cannot be implemented from quantum
of encryption and authentication — with secure cooperatiG@mmunication, the question has been studied whether bit
between two (or more) parties willing to collaborate pugommitment can be realized when the two parties share tfuste

distrusting each other. Examples of important functidiesi Non-local correlations as a resource. It has been proven in
of such securewo-party computationare bit commitment [10] that unconditionally secure bit commitment can be_ !mpl
and oblivious transfer In this note, we concentrate on pitmented from NL boxes. This result shows that unconditignall
commitment, a primitive which, for instance, allows forrfai SSCUré computation can be realized from non-signaling sys-
coin flipping [1] and has central applications in interaetivtems in principle. In particular, it |mplles t_hat the protue that
proof systems. arise from the fact. that any non-5|gnallng system allows the
A bit commitment scheme is a protocol between twharties to delay their inputs can be circumvented. Howeer,
parties, Alice and Bob, that consists of two stages. Fir&grrelations of an NL box cannot be realized.by measurements
they executeCommitwhere Alice chooses a bit as input. on a quar_1tum_state [L1]. In th_e_pres_ent article we show that
Later, they execut®penwhere Alice reveals the bitto Bob, Ny non-signaling system providing binary outputs can either
The security properties of bit commitment are the followind’® Simulated securely with shared randomness, or alows for
Security for Alice ensures that tH@ommitprotocol does not nformation-theoretically secure bit commitment (Theu(8);
give any information about the biitto Bob. Security for Bob, OUr condition is thus tight. This implies in particular theaten
on the other hand, means that after the executidBashmit» '0c@l non-signaling correlations can be used to implement
cannot be changed anymore by Alice. Ideally, one would jiignconditionally secure bit commltme_nt if they are provided
these security properties to hold even against an advergdry 2 2 trusted resource to the two parties.
unlimited computing power.
It is well known that unconditionally secure bit commitment
cannot be implemented from (noiseless) classical commu- 1. PRELIMINARIES
nication only — a_nd _the same is true even f_or_(noiselt_eslg)' Bit Commitment
guantum communication [2][[3]. Therefore, it is interagti ) . ) .
to study unconditionally secure reductions of bit commitine A Pit commitment scheme is a pair of protocalsmmit
to weaker primitives, e.g., to physical assumptions. ltiewn andopen executed by two parties Alice and Bop. First, Alice
that bit commitment can be realized from communicatiof"d Bob executeommit where Alice has a bit as input. Bob

over noisy channels 4], 5] or from pieces of correlate§ither accepts or rejects the executiorcotnmit. Later, they
randomnesg [6]/17]/18] executeOpen where Bob has outputaccept,b’) or reject.

Measurements on entangled quantum states can produce'dtg tWo protocols must have the following (ideal) propestie

called non-local correlationsi.e., correlations that cannot be « Correctness: If both parties follow the protocol, then Bob
simulated with shared classical information. These cati@hs alyvays accgpts_ with' = b. -
can be modeled abipartite input-output systemthat are  « Hiding: If Alice is honest, then committing th does not
reveal any information aboutto Bobl]
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equal tob, if Alice is honest) that Bob accepts as outpuf box is calledindependentf there exist stochastic matrices
after the execution obpen. V4, Vg such that

In the following we call a bit commitment scheme secure, if W (zy|luww) = Va(z|u) Vs (ylv) Yu,v,z,y,
it fulfills the above ideal requirements except with an errar

that can be made negligible (as a function of some secur‘t?"
parametem). ata

such a box can be simulated without any shared respurce

II. In the following we only consider boxes with binary

outputs, i.e.X =Y = {0,1}. We define

B. Notation WA(I|U) = ZW(:mAuv) Yu, v, x,
)

Let W : X — Y be astochastic matrixwith rows indexed
by elements ofY and columns indexed by elements Yf
We denote the entries df by W (y|z) = W, (y) and the
row vector indexed by: by W,.. W,(-) defines a probability
distribution on) for everyxz € X, i.e., for all z it holds
that W (ylz) > 0 for all y and >, W (y|z) = 1. We denote W(01|luv) = W(10luv) =0
by conv(W) the convex hull of the sefW, |z € X}, i.e,
the convex hull of the row vectors ofV. We call W,
an extreme point of this set if the convex hull of the set W(00Juv) = W (11l|uv) = 0.

({Welz € XP\{Wy,,}) is strictly smaller. We denote the An input v for Alice is calledredundantif there existsi # u
set of extreme points byxtr(conv(W)). We call W,, non- gych that

extreme if it is not an extreme point ebnv(WW). We denote W (zy|uv) = W (zy|aw) Yz, y, v.

by 2™ = (z1,...,z,) a sequence of elementsinor a vector

in X" If I = {i1,...,ix} € {1,2,...,n} thenz! denotes D. Chernoff/Hoeffding Bounds

the sub-sequende;, , zs,, . .., x;,) of ™. We denote bys(-) ~ We will use the following bounds attributed to Chernoff
the binary entropy function [12] and Hoeffding [[18].

We call a functionf(n) > 0 negligibleif for any ¢ > 0,
there existsn. such that for alln > n., f(n) < 1/n°. We
call f(n) overwhelmingf 1 — f(n) is negligible.

WB(y|v) = Z W (zy|luv) VYu,v,y.
We call a box with binary outputgerfectly correlatedor an

input pair (u,v) e U x V if

and perfectly anti-correlatedf

Lemma 1. Let X, X5, ..., X,, be independent random vari-
ables withPr[X; = 1] = p; and Pr[X; = 0] = 1 — p;. Let
X =" X, andpu = E[X]. Then for any0 < § < 1 it

holds that
C. Non-Signaling Boxes Pr[X > (14 8)u] < exp(—62u/3) ,
A non-signaling boxs defined by a stochastic matrix Pr[X < (1 - 0)u] < exp(—821/2) .
W:UXxV—>Xx)Y Lemma 2. Let X, X5, ..., X,, be independent random vari-

ables withPr[X; = 1] = p; and Pr[X; = 0] = 1 — p;. Let
as follows: Alice gives an inputt € ¢/ and Bob gives an x — S, X; and = E[X]. Then for any0 < § < 1 it
input v € V. Alice gets outputr € X and Boby € YV holds that
with probability W (xy|uv). Furthermore, the following non-
signaling conditions must hold

ZW(ZCU|U’L)) = Z W (zy|luv') Vu,v,v, z,
" v E. Information Theory
, , We will use the smoothed versions of the min-entrapy [14].
> W(ayluw) =Y W(aylu'v) Vu,u',v,y, For an event, let Py¢ |y, (z) be the probability thak = =
z z and the eventf occurs, conditioned oy’ = y. We define
?.e., the dist_ribution of Alice’s outpu.t is i_ndependept otbm_s HE (X|Y) := _max  min min(—log Pxe|y—, (z)).
input (and vice-versa). A party receives its output immesha EPr(€)>1-e y =
after giving its input, independently of whether the othartp We will make use of the following lemma from [114].
has given |ts_|npu'F already. Note that this is poss_|ble,esi1h|e Lemma 3. Let Pyy be a probability distribution. For any
box is non-signaling. Furthermore, after a box is used once;, >0
it is destroyed. The set of non-signaling boxes can be divid& '
into two types: local and non-local. A box is local if and only HS“ (X|Y'Z) > HS (XY|Z) — log(|V|) — log(1/€) .
if it can be simulated by non-communicating parties withyonl 1o following lemma from[15] gives a lower bound for the
shared randomness as a resource. This means that there gxisiyin entropy of-fold prodhct distributions:

probabilitiesp; and stochastic matricds;, V' such that =
Lemma 4. Let Px»y~ := Px,v, ... Px,y, be a probability

" i i distribution overX™ x Y™ and lete > 0. Then
W (zyluv) = ZinA(:v|u)VB(y|v) Yu,v,z,y. (1)
=1 HE (X™Y™) > H(X™Y™) — 4y/nlog(1/e)log(|X]) .



F. Randomness Extraction Letz™, 3" € X™ with dg (z!=, 2%¢) > kn wherel, := {k :

A function f : X x S — Y is called atwo-universal hash Zx = a}. If na :=[Ia| = An, then
function[16] if for all zo # z; we have

1 W (T, (&) < 2 exp(—ne?/3)
Prlreo, 5 = 7o S < 1] wheree := ﬁ/\éﬁ_
if S is uniform overS. The following lemma from[[17],[18] Proof: Let D := {k € I, : ax # &4}. Then it follows

shows that two-universal hash functions are strong extract that
i.e., the concatenation of the seed and the output of the

) ) | D] 1
—E We, — W, :—Wa——§ W,
extractor is close to uniform. Hn x LT D] 2 N
Lemma 5 (Leftover hash lemma)Let f : X xS — Y be a |D|
two-universal hash function witlh > 0. Let X be a random —§> K0 . 2)
Ng

variable overX and lete > 0. If
Hoo(X) — 2log(1/e) > m

1
thenl(|(f(S, X),S)—(U,S)||: < efor S andU independent n_a D W (b) - a(b)’ > Ené
and uniform overS and ). kEl,

Letw™ € Ty, (2"). Then it holds that

G. Typical Sequences W (b N(ablimw™ W (b
In this section we will state and prove some basic resuItL ( B kezl i )‘ B ‘ (abla"w") — k; i )‘

on typical sequences. More details on this topic can be found

This implies that there existse Z such that

in the book by Csiszar and Kornér [19]. ’ > W, (b) —na a(b)’ — |naWa(b) — N(ablz"w™)
kel,
Definition 1. Let P be a probability distribution ont and 16
e > 0. Then the set of-typical sequences is defined as: > |Z| k0N — €n
pei=1{2" € X" Vo € X |N(x[z") — P(x)n| < en > 1 L S
and P(z) = 0 = N(z|z") = 0}, 2|2

We define independent binary random variablgés k € Ia,
with distributions Px, (1) := Wy, (b). Let X = >, ., X
Definition 2. For a stochastic matri¥¥ : X — Z we define and ; := E[X] = Zkel W, (b). Lett = ,.;5)\%# 1

the set ofiV-typical sequences under the conditioh € X" (assumingu # 0). Using the Chernoff bound it follows that
with constante as

where N (z|z™) denotes the number of lettefsin ™.

nn ~n < _ > "
b a") = (o Nl W NG <o R <P X 2
and W,(z) =0 = N(xzz|z"2") = 0}. = Pr[| X — p| > ty]
2
The following two well-known lemmas follow directly from < 2exp(—€"n/3) .
Lemmall. -

Lemma 6. P"(T5,) > 1 — 2|X|exp(—ne®/3)
Lemma 7. W2 ( V’[}g( ")) > 1—2|X||Z|exp(—ne?/3)

Il. | MPOSSIBILITY

The following theorem proves that a certain class of non-
Using the results above we will prove a lemma that wsignaling boxes can be securely implemented from shared
will use in the security proofs in this paper. The lemma igandomness alone and does, therefore, not allow for ungondi
similar to Lemma 14 in[[5]. Let¥ : X — Z be a (discrete nally secure bit commitment (otherwise bit commitment doul
memoryless) channel, let € X be an input such that thebe implemented form noiseless communication only, which is
output distribution ofa is not a convex combination of thewell known to be impossible).
other output distributions and let*, z* € X" be sequences
such that|{k : z # e andZ; = a}| > kn. Then the
lemma states that the output of the channel, givems input,
will not be W-typical conditioned or™ with overwhelming W (zy|uv) = pV3(z|u)VE(ylv) + (1 — p)Vi(x|u)Va (y|v)
probability if exp(—x2n) is negligible.

Theorem 1. Let a local non-signaling box with binary output
be defined byV : U x V — {0, 1}? such that

and there exists,y € U, vy € V and by, by € {0, 1} with:

Lemma 8. LetW : X — Z be a stochastic matrix angd € X’ o 1
Vi(0luo) = Va(1|uo) = bo

such that for all probability distributiong® over X’ such that

P(a) =0 and VA(1|uo) = VA (0lug) = 1 — bo
V5 (0lvo) = Vi(1]vo) = by
e - E P = 5. VA(Ulo) = Vi(0luo) = 1= b



then there is no reduction of information-theoreticallcsee The protocol below is secure if there exists a value=
bit commitment to the boX (with noiseless communication(z,, u,) such that the following condition is fulfilled:

only). Condition 1. (1) There existsd > 0 such that for all
Proof: We prove the statement by showing that one casrobability distributionsP over{0, 1}? with P(a) = 0 it holds
securely implement such a box from noiseless communicatitrat

and shared randomness alone. The implementation directly HW“ _ Zp(x)[f[/z >,

1

follows the definition of the box: LeA be the shared random
. i ; ) - \

g:‘:d ?IISV?thor;)r:)nbp;t:iIziltyo%o(lﬁz? iv It? _pr(‘)/t}?g'ﬁg_ %40(8 |1é3,] (2) There existsy > 0 such that for allv € V it holds that

input v outputsb € {0,1} with probability V2 (b|v). This H(X,|Y,) > 4

perfectly implements the behavior of the box. Furthermore, -

this implementation is secure, since Alice and Bob can gig., the Shannon entropy of Alice’s output given Bob’s outp

the same information (i.e. the shared randomngs# they is non-zero for all possible inputs of Bob.

only have black-box access W, if they always input.g and

v0, respectively. We label the inputs of Alice ad0,..., | — 1}. Fur-

thermore, we define the distribution of Alice’s outputif
IV. TWO PROTOCOLS her input isu, as P(z) := W4(z|u,) for all z € {0,1}.
Let A := tmin{P(z), = € {0,1}}. Let k be the security
parameter. Lete := I\dk/n. Let d > 2k and let H
be the parity check matrix of a linedn, Rn,d]-code with
R > (1 — ). Since we do not have to decode, this could be

a random linear code chosen by Bob. Let= yn — n(1 —

Informally, the first protocol works as follows: in theR) — 4/nk — 3k. We choosek := n2/3, which implies that
Commit protocol an honest Alice gives a fixed input to all hey, Vnk € O(n5/%) and k, k2/n,ne? € ’Q(nl/?’). It follows

boxes, while Bob chooses his inputs randomly. Alice appligsa;; € (Y+R—1)n—O(n’/%). If n is big enough, we have

privacy amplification to the outputs of the boxes and USeS. ) |etext : {0,1}*x {0,1}" — {0,1}" be a two-universal
the resulting keyK to hide the bitB she wants to commit 5sn function. We defineg;n(x”) — gl

to. Alice then send¥X’ & B and the randomness used for
privacy amplification to Bob. In thepen protocol Alice sends Commit():

her outputs from the boxes. Alice’s input is chosen such thate Bob chooses™ € {0,1}"

there is a statistical test that allows Bob to detect if Al@s . Alice and Bob inputu” andv™ component-wise to the
changed more tha@®(,/n) output values while Bob has only boxes. Alice gets™ € {0,1}" and Boby” € {0,1}".
limited information about the output of the boxes before the . Alice chooses e {0,1}* and sends

opening phase. A dishonest Alice might still be able to cleang (syn(x™),r, ) ext(r,z")) to Bob.

O(y/n) output values. To ensure that this is not possible, "Spen():

use a linear code and let Alice send parity check bits of the
output to Bob in thecommit protocol. If the minimal distance

of the code is large enough, no two strings with the sameyparit

We will now give two slightly different protocols, which
work for two different kinds of non-signaling boxes.

A. Protocol |

« Alice sends Boh:™ and?'.
« Bob checks:

check bits lie in a hamming sphere with radius proportional — syn(z™) is correct
to /7. — b®ext(r,a™) is correct

Let Alice and Bob share: identical non-signaling boxes = ((1,01); - (yn, vn)) € Ty, (215 a); 5 (T, 1))
given byW : U xV — {0, 1}2. In our protocol, we will require - 2" eTph,

Bob to choose his input uniformly frodi. For an honest Bob  , If all the checks pass successfully, Bob accepts and
and a pptentially malicious Alice, we can define a stochastic outputst!, otherwise he rejects.

matrix W : {0,1} x4 — {0, 1} x V describing the probability

of Bob’s input and output values and y, conditioned on

Alice’s input v and outputz as B. Security
< 1 W(zyluv) Let " = (u1,...,un) be Alice’s inputs to the
W (yvlzu) = V] WA(z[u) boxes, letz" := (z1,...,x,) be her outputs from the
boxes and letz" := (Z1,...,2,) be the values Alice

. A ' .
if W_(:v|u) ;é 0, and undefl_ned otherW|se._Furthermor ends to Bob in the opening phase. We defife :—
we will require an honest Alice to always input a fixe i~ -

value u, to the box. For an honest Alice, and a potentiall (@1, t0), o (Tn, un)) BN 7 = (@1 0a); - (Tn, ).

- ta : o ’ P etr™ := ((y1,v1), ..., (yn,vs)) be Bob's inputs and outputs.
malicious Bob that chooses his inpute {0,1} freely, we
can define random variablés,, Y, depending on Bob's input Lemma 9. The protocolsCommit and Open satisfy the
that describe the output of Alice and Bob, respectively, i.eorrectness condition.

with & joint distribution Proof: Bob always acceptsommit. If Alice follows the

Px, v, (z,y) := W(zy|lugv). protocol, thensyn(z™) andb’ @ ext(ry,u") are correct. From



LemmalY it follows that
Pl € Ty (")) = Wer (T (2™))
> 1—16|V|exp(—ne*/3) ,
and from Lemmal6 it follows that
Prz™ € Tp. ] = Py (Tp)
> 1 —4exp(—ne?/3) .

Thus, Bob acceptspen with overwhelming probability and
outputsd!, the value Alice was committed to. ]

Lemma 10. The protocolcommit satisfies the privacy con-
dition with an error negligible inn.

k%/n € Q(n'/?) Lemmall implies that with overwhelming
probability

N1 = w2 (-5 ) A=) - £ =)

= n(1 ~p) ~ 2K(1 - p).

But since Bob only accepts i € 77, we have

due %) 2 (n=28) (=) = (- 4) 0 p

1
=k(1—-
1 (1-p)
and the claim follows from Lemmid 8. [ |

Proof: Let us assume that Alice is honest. Alice input&emma 12. The protocol satisfies the binding condition with
u, into the boxes as required by the protocol, while Bob c& €rror negligible inn.

choose its inpuv™ = (vy,...,v,) freely. We then define the
random variables\” = X,,, x ... x X,,, andY” =Y, x

Proof: Any two stringss™ # §™ with syn(s™) = syn(8")
have distance at leagt So at least one of the two strings has

.. xY,,. Lete; :=27%, According to Lemma&l4 it holds that gistance at least from Alice’s outputz”. The probability

HE. (X™|Y™) > H(X"|Y™) — 4V/nk.
Using Lemmd B with get that
Hi (X" [syn(X™) V™) > HiL, (X"Y™) = n(1 — R)
—log(1/e1)
>yn—n(l—R)—4vVnk — k
=1+2k.

that Bob accepts this string in the opening phase is neggigib
according to lemma11. [ |

C. Protocol I

Protocol | is not hiding if for every fixed input of Alice a
dishonest Bob can choose an input such that he has perfect
information about Alice’s output. This is the case for exé&mp
with the above mentionedL box But, as shown in [10], this
box allows for bit commitment. Therefore, we present a sdcon

According to Lemmall5 Bob has no information abouyprotocol that allows to securely implement bit commitment

ext(ry, z™) except with probability2e; + €;. [ ]

Lemma 11. If dg(z™,2") > k, then the probability that Bob
acceptsz” is negligible inn.

Proof: From dg (z™,2") > k follows dg (2™, 2™)
Let ng := N(uglu™), I, := {k : Zp = (z4,uq,)} and
WA (z4]u,). For allw™ € T2, we have

> k.
p =

1 1
|N(xa|wn) - np| <en= Z/\ék/n -n< gkp7

since\ < p/2 andé < 1. We distinguish two cases:

(1) n, < (n — k/2): The expectation ofV((x,,u,)|z"™) is
smaller than or equal ton — %)p. Sincek?/n € Q(n'/?), it
follows from LemmdL that with overwhelming probability

N((anw)l:") < (0§ )+ 5o

()

But since Bob only accepts if" € 77, we have

1
dp (21, 212) > (n - Zk> p— (n - %k) D

1
=-k
4p

and the claim follows from Lemmia 8.
(2) ng > (n — k/2): Then the expectation ofV((1 —
Tq,uq)|2"™) is greater than or equal ttr — £)(1 — p). As

for such boxes. The protocol, which is similar to a protocol
proposed without a security proof in_[20] already, works as
follows: Alice gives random inputs to all her boxes. Then
she applies privacy amplification to the string of inputs and
uses the resulting key to hide the bit she is committed to. In
the opening phase Alice sends all her inputs/outputs to Bob.
Bob performs statistical tests on the input/output of Alicat
allow him to detect if Alice has changed more thgh values.

We use again parity check bits of a linear code to make sure
that a dishonest Alice cannot changé values except with
negligible probability.

Alice and Bob shares identical non-signaling boxes given
by W: U xV — {0,1}% We define the corresponding matrix
W as in SectioR IV-A. In the following we always assume that
WA(x|u) # 0 for all z € {0,1},u € U. For the following
protocol to be secure we requii& to fulfill the following
condition:

Condition 2. There existug,u; € U, ug # wui, such
that the setD := {Wouy, Wiu,, Wous, Wiu,} coONtains
at most one non-extreme point @bnv(W), ie., there
is co € {Oug,luy,Oup,lus} such that for all ¢ €
{O0ug, 1uq, Oug, lus }\{co} it holds that for all probability
distributions P with P(c) =0

We—=> P(x)W.| >4.

1

We label the inputs of Alice a§0, ..., |/{|—1} and assume
thatug = 0 andu; = 1. In the protocol, we will require



Alice to choose her input uniformly frorfi0, 1}, and Bob to Thus, Bob acceptspen with overwhelming probability and
choose his input uniformly fromy. If both are honest, the outputsb!, the value Alice was committed to. ]

joint distribution of the inputs and outputs of Alice and Bob , - .
is Lemma 14. The protocolcommit satisfies the privacy con-

dition with an error negligible inn.

Proof: Let us assume that Alice is honest. Since the box
is non-signaling, Bob’s values™ and V" are independent of

If Alice is honest, the joint distribution of her input andtput ;7= gince Alice choose&™ uniformly from {0, 1}", we have
is

) :
P(x,y,u,v) = {?W(wyluv)’ Ifl uwe{0,1}
: else

A i n
Q1) = sW(zlu), if uwe{0,1} Ho(U™) = n.
0, else.
Let A == imin{Q(z,u), (z,u) € {0,1}2}. Let py := All the information Bob gets abouU”™ is syn(U™) and

n .— 9—k i
min{WA(z|u), (z,u) € {0,1}2}. Note that we assumed*¥" (X )- Lete; := 27" Using Lemmd4 B we get

po > 0 and that obviously we also hayg < % Let k1 be . n " "
the security parametelty := k1 (4po+1)/2p3, € := 2A\dk1/n, He (U syn(UT)syn(X™)) 2 n — 2n(1 = R) — Ky
d>Fki+2ky+1,1> 0 and letH be the parity check matrix > 1+ 2k .

of a [n, Rn, d]-linear code withRn > n/2 + 2k; +1/2. We

chooseék; := n?/3 andl := n—2n(1— R) — 3k,. This implies If follows from Lemma[® that extractingbits makes the key
k1, k2 /n,ne? € Q(n'/3) andl € (2R—1)n—0(n*/3). If nis uniform with an error of at moste; = 2-27%1. The statement
big enough, ther > 0. Let ext : {0,1}* x {0,1}" — {0,1}/ follows. u
be a two-universal hash function. The proof of the binding condition is slightly more involved
Commit¢): Because our boxes are non-signaling, Alice has the pasgibil

of delaying her input to the box until the opening phase.
« Alice chooses” €r, {0,1}", Bob chooses™ €x V. ying P pening p

X . . - - Hence, a general strategy for her is to give input to some
« Alice and Bob inputu” andv™ component-wise t0 the ot i hoyes in the commit phase, and to delay the input to
boxes. Alice gets™ € {0,1}" and Boby™ € {0,1}™.

! . some of the boxes until the opening phase. And she may send
« Alice CDOOSGS"QnER {O’ll} and ser:lds incorrect values about her input/output to/from the boxes t
(syn(u”), syn(z"),r2,b" ® ext(rz, z™)) to Bob. Bob in the opening phase. Note that we can ignore the case

Open(): where she does not give any input to some boxes, as she might
« Alice sends Bobu",z" andb'. as well just give input but ignore the output.
o Bob checks: -
— syn(u™) and syn(z") are correct Lemma~15: If dH(_z’f, Z™) > k1, then the probability that Bob
— B @ ext(rs, u™) is correct acceptsz™ is negligible.
= ((y1,v1), s (yn,vn)) € T 6((551’“1)7 - (2, un)) Proof: For all w™ € 77 . it holds that

= ((@1,u1),- -, (@0, un)) € T
o If all the checks pass successfully, Bob accepts and

1 1
. . ny < — n < —
outputst!, otherwise he rejects. IN(zulw™) = nQ(z, u)] < en 4)\5k1/n "= 64161 ’

D. Security since A < ming , Q(z,u)/4 <1/16 andd < 1.

Let 2" = ((z1,u1),...,(zn,u,)) be Alice’s input and We d|st|nQU|sr/1 the following two casles:
output, 2 := ((1,@1), ..., (i, @y)) the values Alice sends (1) There exists’ € {0, 1} such thatV (u |“7/l) <n/2—k/8:
to Bob in the opening phase ant! := ((y1,v1). ... (yn,v,)) T O7 8T € {g, 1} t/he expectation OW({TZ |=") is equal to
Bob’s inputs and outputs. For alle ({0,1} x &) we define (/2 — )W (z|u’). Sinceki/n € Q(n / ) it follows from
the setsl, := {i : ; = c}. Lemmall that with overwhelming probability

Lemma 13. The protocolscommit and Open satisfy the

1 1
¥ NmY < (E _ = ) A / - A /
correctness condition. N(Iu |Z ) —\2 Sk1 W (x|u ) + 16k1W (x|u)

1
Proof: Bob always accept€ommit. If Alice follows = (g - Ekl)WA(IIU’) -
the protocol, themyn(u™), syn(z™) andb! @ ext(ry, u™) are
correct. From Lemma@l7 it follows that But since Bob only accepts iE" € 75, we have
Prlr" € Tg, (z")] = Wen (Tyyr (=) dy (2l Zlowt) > gky and dy (210, 2100) 2 ggk, and

the claim follows from Lemmal8.
> 1 — 8|U||V|exp(—ne?/2)
and from Lemmal6 it follows that (2) For allu € {/0, 1} we haveln/2 — N(ulu")| < ki/8:
n o n " n Since e?n € Q(n'/3) it follows from LemmalT that with
Pr[e" € Tg. ] = Q" (Ta.e(=")) ) overwhelming probability we have" € T}, (u"). Assume
> 1—4U] exp(—ne”/2) . 2" e T, (u™). There exists a valugr’,u’) € {0,1}? such



that dy (1=, z1+w) > 1k, Therefore V. TIGHTNESS OF OURRESULTS

In this section we show that every non-signaling box with

i 2/ ! ~II/u/ ) _
N(z'u'|2") + dp (21 21 binary outputs that cannot be securely implemented from

> nWA W) /2 — kWA (2 |) /8 — en + ky /4 shared randomness allows to realize bit commitment with one
> nWA ) /2 + ékl ' of the above protocols.

Lemma 19. Let W : & x V — {0,1}? be a non-signaling
If there exists («”,u”) # (2/,u/) € {0,1}2 such that box with[/| > 2. If there exists(xzo,uo) such that either

dy (zlerwr Zleru) > ok, then the claim follows from WA (zolug) = 0 0 Waguy = Wayu, for some(zy,ur) #

Lemmal[B. Otherwise™ ¢ T .. m (20, uo) with W (zo|ug) < W (z1|us), then bit commitment
Next, we will prove a technical lemma: can be implemented frofy” if and only if bit commitment can
be implemented from the reduced bidk that is obtained by
Lemma 16. For anyn it holds that, ifk < np, removing inputuy from W. Furthermore, IV is local if and
. only if W is local.
Z (T.L)pi(l — p)ni < 97 2np Ak Proof: We prove the statement by showing that Alice
izo \! having access tdl’ can simulate the behavior 7 on input

] ug using Iocal randomness: We first consider the case where
Proof: Let X1, Xo,...,X,, be random variables with Wmouo e Wz1u1 with w1 # uo and WA(z1|ur) # 0. We

PriX; = 1] = p and Pr[ = 0 = (1 =p) Let Gefiney, .— pp4 wA Then it holds that
X =>"", X;. Then using Lemm2 and setting= np — k b (woluo)/W* (@1 ]us).
W($0y|uov) = PW($1y|U1U)

k
Z <T,L>pi(1 —p)" " =Pr[X < k| < exp(—2t*/n) for all y € {0,1},v € V. It follows from the non-signaling
! conditions that

W((1=zo)yluov) = (1=p)W (z1ylurv) + W ((1—=z0)yluiv)

for all y € {0,1},v € V. We assume;; = 21 = 0. Then we

m can simulatel using W in the following way: Alice gives

inputwu, to W and gets output. If x = 1, then Alice outputs

Lemma 17. If Alice does not input any values to at ledst 1. |f z = 0, then Alice outputs 0 with probability and 1 with
boxes before sendingyn(z") to Bob, then Bob does acceptprobability 1 — p. If W4 (20|ug) = 0 o Wou, = Wia,, then
the opening of the protocol with negligible probability. Alice on inputu, outputs O with probabilityi¥ 4 (0]ue) and

Proof: Alice does not give any input to at leasf boxes 1 with probability W (1]uo). u
before sending a syndromg to Bob. Later she gives her Theorem 2. A non-signaling boXV : {0,1}? — {0,1}? that
inputs to the remaining, boxes and gets a random outputulfills neither Conditior Il nor Conditiol 2 does not allow fo
x; for each box. We know that any two string$ # 5" with  information-theoretically secure bit commitment (withiges
syn(s") = syn(8") have distance at leagt > 2k,;. We can |ess communication only) and is local.
bound the probability that the output string has distance at
mostk; to a string with syndrome, by

i=0

< 2—2(np—k)2/n

< ) —2np?44pk .

Proof: We first consider the case where there exists
(z0,up) such thatW4(zglug) = 0 OF Wapuy = Warn,

ki for some (z1,u1) # (wo,up). We assumeW#(zolug) <
Z( Q)pé(l po)t2t WA(z1]u;) and examine the boXV that is obtained by
i=0 removing inputug. W is obviously local. If W (0]u;) =

. W (1|u1), the box is independent and doesn't allow for bit
Note that sincelpo +1 > 1 and2po < 1, we havepoka > k1. cmmitment. If there is a perfectly correlated or anti-etated

SO we can apply Lemmia L6 and get an upper bound on tmﬁut pair, the box doesn’t allow for bit commitment accogli
probability of to TheorenT]l. Otherwise bit commitment can be reduced to

this box using Protocol I. From Lemnal19 it follows that

g2 —2218P0+ D) 24 ks po _
2~ 2kepotdkipo — 9 2 =27M we can implement bit commitment frof¥ if and only if bit
commitment can be implemented fromi. Thus, the claim
The statement now follows from Lemrhal15. B follows for all boxes withiW 4 (a0|ug) = 0 OrWzoug — Wmlu1

for some (x1,u1) # (2o, u0). In the following we assume
WA(x0|u0) # 0 for all 2, uo € {0,1} andW, # W., for all
z,2 € {0,1}? with z # 2'.

Proof: Any two input stringss™ and §" with sy = (1) | extr(conv(W))| > 3: Then the box fulfills Conditiof]2
syn(s™) = syn(s") have distance at least If we ignore and we can securely implement bit commitment using Protocol
all the positions where Alice did not input anything to thel.
box, s and3" still have distance at leagt— ky > 2k;. B (2) |extr(conv(W))] = 2: We first consider the case

Lemma 18. If Alice changes only:; values and delays only
ko inputs, then the protocol is binding.



Wiw, Wou € D. Without loss of generality, we can assume

u = 0. Then there exisd < A, o < 1 such that
Wor = XoWoo + (1 — Xo)Wio,
Wit = poWoo + (1 — po) Who.

We define\; := 1—\g andu; := 1—puo. Then it follows from
the non-signaling conditions that for dl,v) € {0,1} x V

W(Oy|1v)  XoW(0y|0v) =~ AW (1ly|Ov)
WAO|1)  WA(0]0) WA(1)0)
W(lyl[lv) — poW(0y|0v) — piW(1y|0v)
WAL W4(0)|0) WA(1)0)
We define
A WA01)
Qg = 7WA(:1:|O) , € {0,1},
WD)
by == WA) z €{0,1}.

Then it follows from the non-signaling conditions that for

all (y,v) € {0,1} x V it holds thatW (0y|0v) + W (1y|0v) is
equal to

(ap + bo)W (0y|0v) + (a1 + b1)W (1y|0v)

As we have have excluded the ca8g, = Wy, it follows
that ag + b = a1 + by 1. Then the box is local
as follows from W (zy|uv) = WA(0|0)V(z|u)VI(ylv) +
WA(1|O)Vj(x|u)V§(y|v) with

[z, w) [ VRG[u) | VA(2lu) ]

(
(0,0) 1 0
(071) ap al
(1,0) 0 1
(1,1) bo by
and
Vi (ylv) == W (0y|0v)/W*(0[0),
Vi (ylv) == W (1y|0v)/W*(1]0)

for all y,v € {0,1}. If one of the inputs(0,0) or (0,1) is
perfectly correlated or anti-correlated, then we canndtice

bit commitment to this box (Theoreld 1). Otherwise we carﬂ 10| &
securely implement bit commitment from this box using

Protocol I. R R
Next, we consider the cadd’,o, W1 € D, z,z’ € {0,1}.
We assumer = 2’ = 0. Then it holds that

Wio = XooWoo + Aor Wor,
Wi = NOOWOO + H10W10-

If there isu € {0,1} such that for allv € {0,1} the box is
neither perfectly correlated nor perfectly anti-correthtfor

input (u,v), then the box fulfills Conditio]1. Otherwise,
there must bey,v; € {0,1} such that the box is perfectly

correlated or anti-correlated for both, vy) and(1,v1). Then
it follows that Ao = 0 and 10 = 0, which is a contradiction
to our assumptions.

The casé extr(conv(1/))| < 1 we have already excluded.

]
In order to prove that we can reduce bit commitment to any
box with binary outputs (and general input alphaldétand V)
that cannot be securely implemented from shared randomness
we need to give an alternative condition for the security of
Protocol II.

Condition 3. There existug,u; € U, ug # u; and xg,x; €
{0,1} such that the following two conditions hold:

(1) Waguy» Wa,u, are extreme points ofonv(W), i.e., for
all ¢ € {(zo,u0), (z1,u1)} it holds that for all probability
distributions P s.t. P(c) =0

-> P()

(2) Lete,c € {(1 — o, up), (1 —x1,u1)} with ¢ # ¢'. Then
for all probability distributions P such thatP(¢’) > 0 and
P(c) =0 it holds that

- P(z)

To prove Protocol Il secure for all boxes that fulfill Condi-
tion[3, we replace Lemmall5 with the following lemma. We
assume thatxg, up) = (0,0) and (1, u1) = (0, 1).

Lemma 20. If dg (2™, 2™) > k1, then the probability that Bob
acceptsz™ is negligible inn.

WLl >09.
1

Wl >o.
1

it holds that|N (zu|w™) —

Proof: For all w™ € T3,
3 k1. We distinguish the following two

2WA(z|u)| < en <
cases:
(1) If there existsu’ € {0,1} such thatN(v/|u™) < n/2 —
k1 /8, then the statement follows from the proof of Lemma 15.
(2) If |n/2 — N(u|u™)| < k1/8 for all w € {0, 1}, then it fol-
lows from Lemmadl/ that with overwhelming probabilit§
wa (u"). Assumez™ € T, (u"). If dy (2, z0) >
2ky or dg(z'0r, z101) > 1k, then the claim follows from
Lemma[$ and CondmoE]B If{i € Lo : 2 = 11} > Lk,
then the claim follows from Conditioal 3 and the proof of
LemmalB as follows: LeD := {k € I¢ : 2 # Zx}. We use
Condition[3 and replacé](2) with

D[
T 2 Wer = Wil = 1[0 — o 320
Z iy 10 |I10| 10 |D| "l
_ D]
—0 > k d/n.
|I10| 19/

We assumez” € 77 .. Then it follows as in the proof of
Lemmal8 thatl (T" (2™)) is negligible. The same holds
if [{¢ €l1:2 = 10}| > 1k1. In all other cases it follows
thatz" ¢ 75 .. [ |

Theorem 3. Bit Commitment can be reduced to any non-
signaling box with binary outputs that cannot be securely
implemented from shared randomness.

Proof: : If || < 2, then the statement follows from
the proof of Theorenfi]2. Otherwise, we first eliminate the
cases where there existsy, up) such thatiV 4 (zo|ug) = 0
or Waguy = Wayu, for some (zi,u1) # (xo,u0) by
using Lemma[I9 to reduce the box. Then we consider



D = extr(conv(W)): In the case|D| = 2 the statement [g]
is proven in the same way as in the proof of Theofgdm 2.

The case|D| > 3 is a little bit more involved: If there is
Wiw, Wou € D, then Condition2 is fulfilled and we can [9]
implement bit commitment using Protocol Il. Otherwise, wi
can either implement bit commitment using Protocol | or f
every inputu corresponding to an element éf there is an

input v for Bob such that the box is perfectly correlated o1l
anti-correlated. LeﬁfVmouo € D. Without loss of generality [12]
we assume thalV is perfectly correlated for inputug, vo).
Then there exish, with >°_ ;. ., A. =1 such that

W(l—mo)uo = Z AW,
z:WZGD

There existgx1,u;) with u; # ug such that\;,,, > 0. We
assumery = z; = 0. We haveW (10|ugvg) = 0. This implies

W (00|uivg) = 0. From the non-signaling conditions follows!

that W (10Juive) = W(00|ugve) > 0. There existsy; € V
such thafuy, v1) is perfectly correlated or anti-correlated. We
assume without loss of generality that,,v;) is perfectly
correlated. This implie$V (00|uiv1) > 0 and W (10]uqvy) =

0. From )\, > 0 follows that W (10Jugv;) > 0. So we [18]
have Wou,, Wou, € D, W(10|ugvo) = W(10Juiv,) = 0,
W (10Ju1v) > 0 and W (10|ugv1) > 0. Thus, Conditiod 3 is
fulfilled.

VI. CONCLUDING REMARKS

10]

[13]

[14]

[16]
17]

[19]

[20]

We have shown that any bipartite non-signaling system with
binary outputs can either be securely realized from shared
randomness or allows for bit commitment.

An obvious open question is whether a similar result holds
for arbitrary output alphabets. Furthermore, it would biefin
esting to know whether oblivious transfer can be implemeénte
from the same set of non-signaling systems.
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