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Abstract

The lists of bits processed in quantum key distribution are necessarily of finite length. The need
for finite-key unconditional security bounds has been recognized long ago, but the theoretical tools have
become available only very recently. We provide finite-key unconditional security bounds for practical
implementations of the Bennett-Brassard 1984 coding: prepare-and-measure implementations, without
and with decoy states, and entanglement-based implementations. The presentation is tailored to allow
direct application of the bounds in experiments. The bounds are also evaluated on a priori reasonable
estimates of the observed parameters.

1 Introduction

In 1984, Bennett and Brassard remarked that quantum physics provides a solution to the cryptographic
task of distributing a secret key and provided the first explicit protocol, known as BB84 [I]. This fact was
re-discovered in 1991 by Ekert [2]. Since, quantum key distribution (QKD) has grown into a mature field,
spanning a wide range of competences; several reviews have been devoted to it [3] 4l Bl 6].

The fast development of QKD can be tracked down to the interplay of two factors. First: QKD allows
unconditional security [7, 8, @, 10, MTT, 12, 13, T4], which means that security can be guaranteed in an
information-theoretical sense, without any assumption on the computational power of the eavesdropper.
Therefore, the task in itself is interesting, because it reaches beyond anything that can be done with classical
communication alone. Second: QKD can be implemented without entanglement [I] or with one entangled
pair [2] and has therefore been well within reach of existing experimental technologies for several decades.
The matching of a theoretical security proof to a real device is however a delicate matter. On the one
hand, while unconditional security does not put any constraint on the eavesdropper, the proofs do contain
assumptions about the behavior of the devices of the authorized partners: the quantum states that are
prepared, the model of the detectors, the procedures used for the classical post-processing of the data... On
the other hand, imperfections of the real devices may leak information in side channels or allow for Trojan
Horse attacks or other purely classical hacking attacks [15] [16], [17]: it is clearly impossible to devise a security
proof that would take all these failures into account a pm’or. The development of checking procedures based
on testable assumptions is one of the most urgent tasks at the present stage of development of QKD.
Among the assumptions made in most unconditional security proofs, one is manifestly at odds with the
behavior of a real device: namely, the fact that bounds are usually provided only in the asymptotic limit of
infinitely long keys. On this issue, no convergence is possible unless the theorists make the effort of developing
finite-key analysis. Actually, Mayers and co-workers incorporated finite-key effects in their early security
proofs [7,[19]. Their analysis was however complex, did not lead to closed formulas and was basically ignored
in further developments as well as in experiments. More recently, it was shown that their approach does not

1Using the so-called device-independent approach to security [I8], the security bound would automatically take care of some
important imperfections, e.g. imprecise characterization of the quantum state or of the measurements. Of course, leakage of
classical information would compromise entirely also this kind of security. Moreover, leaving aside the fact that unconditional
security has yet to be proved in this approach, the argument applies only if the total amount of losses (in the channels and the
detectors) is kept below a threshold that cannot be reached with state-of-the-art technology.
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yield composable security [20, 2I] and must therefore be abandoned. Other partial estimates showed that
the finite-key correction is quite important in the usual range of operation of QKD systems [22] 23, 24| [25].
The first study, in which finite-key analysis is integrated in a proof of composable unconditional security, is
Hayashi’s analysis of the BB84 protocol with decoy states [26]. This is, to our knowledge, the only finite-
key bound to have been applied to experimental data as of today [27]. Independently, Renner and one of
us also developed security proofs in the non-asymptotic limit [28], 29] based on the formalism developed in
Ref. [13]. In the present paper, we use this approach to derive explicit finite-key security bounds for practical
implementations of the BB84 coding. In Section Bl we provide the general elements of finite-key formalism
following Refs [28] 29]. In Section B we apply these tools to one-way prepare-and-measure implementations
of BB84 with weak coherent pulses, both without and with decoy states. Part of the results overlap with
those of Hayashi and co-workers [30], but our approach is significantly more compact. In Section [l we repeat
the same study for entanglement-based implementations of the BB84 coding, i.e. for the Bennett-Brassard-
Mermin 1992 (BBM92) protocol [31].

2 Finite-key formalism

2.1 Asymmetric BB84 protocol

We consider the BB84 coding with asymmetric role of the bases [22]: the key is obtained from the events in
which both Alice and Bob have used the Z basis, while the correlations in the X basis are used to estimate
Eve’s knowledge. We write pz the probability that the Z basis is chosen and px = 1 — pz the probability
that the X basis is chosen (to keep things simple in this general survey, we assume that these probabilities
are the same for Alice and Bob). Therefore, denoting N the length of Alice’s and Bob’s lists before sifting
(basically, the number of signals detected by Bob), the raw key will be of length n = Np?%, Eve’s information
is estimated on a sample consisting of m = Np%, and 2Npzpyx signals are discarded in sifting. We denote
by ez and ex the measured error rates in the two bases (in the whole paper, we use boldface fonts for the
quantities that are directly measured in the protocol).

2.2 Finite-key bound for the secret fraction

Although the finite-key formalism has been generalized to accommodate more general forms of classical post-
processing [29], in this paper we consider the extraction of a secret key through one-way post-processing
without pre-processing. Out of the n pairs of bits that form the raw key, Alice and Bob want to extract a
secret key of length £ < n. We refer to the ratio r = ¢/N as to the secret fraction. The asymptotic value of
r is given by the well-known Devetak-Winter bound [32]

lim » = S(X|E)—- H(X|Y) (1)

N—o0

where S(X|E) := S(XE) — S(F) and H(X|Y) := H(XY) — H(Y) are the conditional von Neumann and
Shannon entropies, respectively, evaluated for the joint state of Alice and Bob’s raw key and the system
controlled by Eve (after the sifting step). The main result of Refs [28] [29] says that the finite key version of
this bound can also be cast in a rather simple form, namely

ro= py [Se(X[E) — An) — leakpc] (2)
whose terms we are going to comment:

e The first correction to the asymptotic bound is the factor n/N = p%. Its meaning is pretty obvious:
only n signals out of N form the raw key. In the limit N — oo, one can choose pz — 1 because a small
fraction of signals will give an accurate enough estimation of the parameters — typically, m o v/N i.e.
px oc NY/4 [28, [33]; see also our study below.

e The second correction to be commented is
log,(2/& 2
am) = 7B 2 e @

This numerical term is all that is left of the technicalities of unconditional security proofs. We give here
only a very rapid sketch of its origin and refer to [28] 29] for all details. Eve’s uncertainty is quantified
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quantity cannot be computed directly because it is virtually impossible to parametrize the most general
state pxnyn»gv) compatible with the few observed parameters. In a first step therefore, one estimates
the deviation that is obtained assuming that the state consists of n independent realizations of a given
single-copy state, i.e. pxnynpgw) = (0xyr)®™. In general, this estimate requires a de Finetti-type
theoremq. For BB84 however, it turns out that no deviation is expected at all: because of the symmetry
of the protocol, the state can be assumed to take the product form without loss of generality [12] [34].
The product form of the state being thus justified, it can further be proved that the smooth min-
entropy is lower bounded by n[S(X|E) — ¢], where S(X|E) is the single-copy von Neumann entropy
and 9§ is the first term of the sum in (B]). The second term in the sum comes from the fact that, in the
non-asymptotic case, the task of privacy amplification itself may fail with probability epa.

by a generalized conditional entropy called smooth min-entropy and denoted HZ,,

e The previous point explains the appearance of Eve’s uncertainty on single-copy items S¢(X|E). This
quantity is now written with an index £ to remind that parameter estimation is performed on a finite
number of signals; therefore, one has to allow for fluctuations in the estimate.

Specifically, let A be one of the parameters that enter Eve’s information (to fix ideas, think to ex);
and let d be the number of outcomes of a POVM needed to estimate it (for error rates of bits, d = 2
since the outcomes are “Alice=Bob” and “Alice£Bob”). Suppose then that m’ signals have been used
to estimate A: then the deviation of the estimate \,,; from the ideal estimate A, can be quantified by

2In(1/epg) + dIn(m’ + 1) (4)

Amr = Ao < &(m',d) = \/

m
where epg is the failure probability of the parameter estimation. We shall write the upper and the
lower bounds compatible with the fluctuations ad]

A= max(A+¢&,1) , A = max(\ —¢,0) (5)

because all the A’s estimated below are probabilities (error rates, fraction of multi-photon pulses etc).
In all that follows, for simplicity of notation we shall omit the max and min.

e Finally, leakgc replaces H(X|Y) as the fraction to be removed in error correction. Typically,

2
leakpc =~ fecH(X|Y)+ - log,(2/erc) (6)

where fgc > 1 depends on the code and egc is the failure probability of the error correction procedure.
In a practical implementation, this quantity is a direct outcome of running the error-correcting code
(although one must be careful in case a two-way error correction code is actually used [36]).

Even if everything has been carried out “perfectly”, there is no such thing as perfect security. In our
formalism, the security parameter € has an operational meaning: it represents the maximum probability
failure that is tolerated on the key extraction protocol (for instance, e = 1071% can be loosely read as: “one
can distribute 10'° keys before something may go wrong”). With this interpretation, it is clear that the
total security parameter is simply the sum of the probabilities of failures of each procedure described above,
so that

€ = €epc+E+nprepE +Epa (7)

where npg is the number of parameters that must be estimated (for simplicity, we set all the corresponding
epg as equal).

2The original exponential de Finetti theorem [I3] gives a very pessimistic overhead; recently, a new theorem was derived
that should provide a much tighter estimate [35].

3This notation was first introduced in [23]; but here the expressions are different, since they considered relative errors while
we are using absolute errors.



2.3 Putting finite-key bounds into practice

In the previous paragraph, we have sketched the elements that enter the calculation of the secret fraction r
for BB84 coding in a finite-key scenario. A few remarks are needed to complete the picture. First of all, the
performance of an implementation is not quantified by r alone, but by the secret-key rate

K = Rr (8)

where R is the detection rate. In this paper, we use rates per sent qubit; the usual rates per second are
obtained by multiplying our results with the frequency at which the source is operated.
An actual experiment is described by the following a priori parameters:

e The user must set his/her desired bound £ on the total failure probability of the key distribution task:
how often is one willing to tolerate that the final outcome of the post-processing is not a perfect secret
key.

e The post-processing code determines the size of the blocks on which privacy amplification is applied.
This is the exact meaning of the parameter n: the length of the raw key as it is processed. Indeed,
the raw key itself can be made longer by running the experiment for a longer time, but this mere fact
cannot increase the security if the data are sliced and processed in blocks.

e The choice of an error correcting code determines leakgc, i.e. fgc and egc.

All the other parameters can be chosen to optimize K. The three auxiliary security parameters &, epg and
epa are necessary in the derivation of the bound but need not be specified by the user. Their value can
be optimized at the moment of computing r, under the constraints of being positive and satisfying ().
The parameters that enter in the design of the experiment, however, must obviously be chosen before the
experiment is run. Explicitly, the flow of operations goes as follows:

1. Find n, fgc and egc as given by the chosen post-processing code; choose .

2. Guess an a priori estimate of the parameters that are going to be measured: detection rate R, error
rate in either basis ex and eyz... Insert these expressions in the finite-key bound and optimize the design
of the experiment: i.e. find the values of px and possibly other quantities (e.g., for weak coherent
pulses, the mean photon number ) that maximize K.

3. Run the experiment.

4. Insert the measured values {R,ex,ez,...} in the finite-key bound and run again the optimization of
r over the &’s but using the value of px (and g and ...) used in the experiment — which may not
be optimal for the measured values, especially if these differ significantly from the a priori estimates.
This gives how much privacy amplification must be performed.

5. Run classical post-processing and obtain the secret key.

In what follows, we provide the finite-key bounds for different practical implementations of the BB84 coding,
as well as some examples of a priori estimates for experiment design.

3 Prepare-and-measure implementations with weak coherent pulses

3.1 Asymptotic bounds
3.1.1 Generalities

We consider a source producing a train of weak coherent pulses of average intensity pu; the following analysis
is valid provided no phase coherence between successive pulses [37]. In this case, the signal sent by Alice can
equivalently be described as a Poissonian distribution of Fock states, such that the probability of sending a
k-photon pulse is

palklp) = et —. 9)



Asymptotic bounds for unconditional security of such implementations have been derived using several
approaches [38] [39, [40]; we refer to these papers and to Section IV of Ref. [5] for all details. Without loss of
generality, one can assume that (i) Eve learns the number of photons in each pulse and adapts her strategy to
it, and (ii) Eve forwards single-photon signals to Bob. An important step in such proofs is the reduction, or
“squashing”, of the state of the physical signal into a qubit. Specifically, one assumes that the measurement
performed by the photon counters can be described by first squashing the signal on a finite-dimensional
Hilbert space, then performing a measurement in this space [38]. When those proofs were proposed, the
squashing property of detectors was conjectured; recently, this property has been proved to hold in the case
of BB84 [41], 42].

The probability that Bob detects something, given that the pulse contained k photons, is given by pp(k|n) =
pa(klu) fr, where fi is the probability that Eve forwards a photon to Bob. Note that all the losses, both
those due to the transmission line and those due to the detector efficiency, are included in fj and are therefore
given to Eve: this is the so-called uncalibrated-device scenario, the only one in which unconditional security
can be proved as of today [5, [41] and also justified by some clever realistic attacks [43]. The pg(k|u) are
submitted to the constraint that their sum must match the total observed detection rate:

R = > pa(klu) fr. (10)
k
It is customary to write
pa(klp) f
v = Al (1)

Also, on k-photon pulses, Eve introduces the error rate ey z(k) in either basis. The measured error rates
constrain these parameters to satisfy

exz = Y Yilpexz(k). (12)
k

The set of fi and ex,z (k) fully parametrize Eve’s attack.

Finally, under the additional assumption that Alice’s and Bob’s raw keys have maximal entropy (i.e. that
the bit values 0 and 1 both occur with probability 1/2), the asymptotic expression for S(A|E) for a given
choice of p is

S(AIE) = min {Yp(p) + Yi(u) [1 = n(ex(1))]} (13)

where h is binary entropy and the minimum must be taken over all possible choices of the fj and the ex z(k)
compatible with the measured parameters. Note that ez does not appear in Eve’s information: this is a
consequence of the fact that Eve’s information on the Z basis is a function of the error introduced in the
complementary basif]. Therefore, in discussing S(A|E) and its finite key correspondent Se(A|E), we don’t
mention ez any more.

3.1.2 Implementations without decoy states

In the case of implementations without decoy states, the optimal choice of parameters is given by fo = 0,
fr =1 and ex(k) = 0 for k > 2; the estimates Y1(u) and éx(1) are therefore fully determined by (I0) and

(@), leading to

patk 2211) 0 (1) = — (14)

S(A|E) = Yi(u) [1 - h(éx(1))], with Yi(u)=1- R )

where obviously pa(k > 2|p) =1—e #(1+p).

40One must be careful in using this intuitive argument: in the case of the six-state protocol, for instance, ez does enter in
the expression of Eve’s information even for an asymmetric implementation, see e.g. Appendix A of Ref. [5].



3.1.3 Implementations with decoy states

Implementations with decoy states aim at estimating the fi and ex (k) more directly [44] [45] [46]. For each
pulse, Alice picks at random an intensity p € {u}yer from a set of possible values (the protocol should
specify which are these values and with which probability g, each one is chosen, but of course not which
one will be used for each pulse). For the items in which Bob announces a detection, Alice reveals which
i was used; she and Bob can therefore estimate parameters conditioned on this information. However,
the parameters f; and the ex z(k) that define Eve’s attack must be the same for all p,. Therefore, the
constraints (I0) and (I2)) become a set of 2|T'| constraints

R = > palklu,) fi, (15)
k

ex = > Yi(y)ex(k) (16)
k

where Y5 (v) = pa(k|py) fr/RY. Through this method, Eve’s attack can in principle be exactly parametrized
[46], but this requires |I'| = co. However, only fy, f1 and ex(1) enter the expression ([I3]) of S(A|E), and it
is evident that a pretty good estimate is already obtained with a few values of p, [45]. Asymptotically,

S(AIE) = S(A|E,5) = Yo(3) + Y(d) [1 - h(éx(1))] (17)

where Vi (7) = pa(k|p,) fr/R™ and where 7 is defined as the value of v that maximizes K-, = R [S(A|E,~) — h(e})].
This is the case because, in the asymptotic regime, one can set gy — 1 and use the other intensities in a
negligible fraction of cases. In the finite-key regime, this can no longer be the case: below, for simplicity, we

shall consider the case where the key is extracted only out of one of the intensities.

3.1.4 An example of decoy states

For the explicit finite-key study below, we consider a specific choice of decoy state implementation, first
studied in the pioneering paper by Wang [45]. The protocol uses three intensities, one of which is actually
g = 0,while the other two are denoted ur and pyr. The relations pp < ppp and pre™ < ppe™#1, ie.
pa(0|T) > pa(0|II) and pa(1|I) < pa(1]II), are assumed to be valid.

When p = pg, all the pulses are emptyﬁ s0 pa(k|0) = k0 and one immediately obtains the estimates

fo = R(D 5 éx(O) = 6;0(. (18)

The estimate for f; can be extracted using either RY = pa(0|uy) fo + pa(lliy) fi + RYAY where Al and
A are given respectively by Eqs. (13) and (15) of [45]; explicitly

pa() 7 pa(lD)
To obtain an estimate for ex (1), we note that (I6) becomes e = Yo(7y) éx(0)+Y1(7) éx(1)+Ya(7) éx(A,7)
where Ya(y) = A7/RY. Now, the two éx(A,7) depend on v and are unknown, but must be non-negative;
this implies that the largest value of éx(1) is

f~1 — 1 |:RI HI11 11 M1 :| . ~ MII + M1 (19)
HIT — M1 HiTpr

(20)

ex — Yo(7) éx(0)
~e{LIT} '

Yi(v)

éx(1) = min <

3.2 Finite-key security bounds

In the previous paragraph, we have collected the necessary notations and the known asymptotic bounds.
Note that the only quantity that varies according to the implementation is S¢(X|E) and the recipe to obtain
it from the known asymptotic bounds S(X|FE) is straightforward: replace the estimate of each parameter
by its worst-case value compatible with the deviation {(m’,d) given in ). Here we derive S¢(A|E) from
S(A|E), both for implementations without and with decoy states.

5In theory, the condition y = 0 seems trivial to realize (“just shut down the power or put an obstacle in the light path”);
but if the pulsing rate is required to be high, i.e. if the switch has to operate with high speed, it may be actually very difficult
to shut down the power completely.



3.2.1 Implementations without decoy states

We have to identify which parameters are subject to statistical fluctuations among those that enter in
Eq. ([I4):

e First we notice that R is just the number of signals detected by Bob N divided by the number of
signals sent by Alice, in the given run of the experiment. No estimate is involved, therefore there is no
fluctuation herdd,

e The fraction fﬁ(u) is an estimate of the fraction of signals that reach Bob arising from a single-photon
pulse; it depends explicitly on the probability that Alice’s pulse contains more than two photons, and
this quantity is obviously subject to fluctuations (by “bad luck”, Alice might have sent out only two-
photon pulses!). All the N signals are involved in this estimate, which could in principle be done with
a 2-outcomes POVM (“k < 2” versus “k > 2”). Therefore, with probability 1 —epg, the real p4(k > 2)
differs from the expected one pa(k > 2|u) at most by £(IV, 2).

e The real error rate in X basis may deviate from the observed fraction of wrong events ex; beacuse m
signals are used for the measurement, the deviation is bounded by &(m, 2).

In summary, there are two parameters subject to fluctuations (npg = 2) and

Se(AlE) = Y () [1 - h(ek(1))] (21)
with
L= et )] £ E(N2) ex + £(m,2)
yL —1_ [ ’ d Y1) = A 22
1 (/j/) R an eX( ) YlL (‘U,) ( )
v £(N,2 _ex+&(m,2) | E(N2) _ -~ £(m,2) | &(N,2 .
Note that Yi¥(u) = Y1 (u) — T) and e (1) ~ ex{/l((u) ) 4 R b —x(1) + % + T)' In particular,

two finite-statistics effects provide corrections to the estimate of ex(1): the fact that the total error rate
ex was estimated on m samples and the fact that the fraction of single-photon pulses was inferred from N
samples.

3.2.2 Implementations with decoy states

The derivation of S¢(A|E) from S(A|E) for decoy state implementations follows the same spirit as the
previous one: one must add fluctuations in the Poissonian distributions p4(k|vy) and in the measured error
rates ey. As stressed, there are three parameters to be estimated, namely fo, f1 and ex(1); so npg = 3.
We particularize directly to the three-intensity protocol sketched above [BI4). Since the zero-pulse fractions
Yo(7) are estimated using only pg = 0, and the POVM can be rendered by the two outcomes “detection”
versus “no-detection”, we have

V() = [paOmR® = &Ny, 2)] /R (23)
Similarly, once the parameter f; is estimated as (I9]), we obtain

VEG) = [palth) fi - €N, 2)] /R (24)

because all the NV, signals are involved in the virtual two-outcome POVM “less than two photons” versus
“two and more photons”. Finally, the recipe to obtain € (1) is the usual one: insert the finite estimates
YL () and increase the measured error rates by the corresponding fluctuations. For this last term, however,
two points are worth noting. First, the worst case fluctuation is the one that reduces e;”(, because this

amounts at increasing €% (1). Second, all the Ny events can be used to estimate this error rate: obviously,

6The reader familiar with the literature may reasonably ask: is not R oc utn, with ¢ the transmittivity of the line and 7
the quantum efficiency of the detectors? As such, is it not subject to fluctuations? The answer is the following: the estimate
R o ptn will surely be subject to fluctuations; but this just means that the observed value of R may differ from ptn. In
analyzing an experiment, however, one must plug the observed value, and there is no reason a priori to burden this value with
a fluctuation.



if Alice’s pulse is empty, there is no difference between encoding in X or in Z; so Bob can assume that he
has always used the “right” basis to measure these signals. All in all,

v,U YL 0,L
(1) = min X 0 (ex”') | (25)
ye{LIT} Yi¥(v)

with e2Y = ey + £(m.,2) and eg(’L =ed — £(Ny,2).

3.3 A priori parameters for experiment design

For simplicity in this paper we plot curves for a fixed value of N, the length of the unsifted keyﬂ. The
expected values that we choose for our a priori estimates depend on the parameters ¢, the transmittivity
of the channel Alice-Bob, n and pg, the quantum efficiency and the dark count rate of Bob’s detectors
respectively.

The estimate of the detection rate we use i

R(u) = 1-(1—2pg)e (26)
Accordingly, error rates will be assumed to take the form

ez(pn) = ex(u) = 1 —e™ "I){a;r ¢ (27)

where @, often called optical quantum bit error rate, is the error induced by the channel; in a depolarizing
channel with visibility V', the BB84 coding leads to @ = (1 —V)/2.

3.3.1 Implementations without decoy states

We consider first implementations without decoy states. We have to optimize
K = R(n)py [Se(A|E) — A(n) — leakpc(ez)] (28)

for S¢(A|E) given in (2II), over pu and over the finite-key parameters. The result is shown in Fig. [ for a
choice of parameters corresponding to today’s state-of-the-art. We see that at least N =~ 107 signals are
required to extract a secret key. As for the optimal parameters: u is found to be very close to the well-known
value tn [36] [5] irrespective of N; far from the critical distance, px is constant with the transmittivity and
varies as N~/4, whence m ~ v/N.

3.3.2 Implementations with decoy states: case study

We turn now to implementations with decoy states. As we said, we consider the case where the key is
extracted only out of the signals of intensity pu; < uir. In this case, Alice can set px (II) = 1: whenever she
sends out a pulse of intensity urp, she can prepare it in the X basis because these pulses will anyway be
used only for parameter estimation. Bob’s value of px of course cannot depend on the intensities, and is
supposed to be the same as the px(I). The bound to be optimized reads therefore

K = qR(ur)pz(D)? [Se(AlE,T) — A(n) — leakpc(ez (1)) (29)

7"We mentioned in[Z3]that the parameter that really define an experiment is n (the size of the blocks on which post-processing
is applied) and not N. Of course, one could in principle run optimizations for fixed n; but this requires the introduction of
additional assumptions. For instance, if only n is fixed and one sets N = n/]oQZ7 then the obvious optimal is pz = 0i.e. N = o0
signals are used, most of them to estimate the parameters. To avoid such situations, one may set px < pz. However, leaving
aside that this choice is a priori arbitrary, the situation becomes even more complicated in decoy states: for instance, one must
make sure that none of the intensities is used infinitely many times. To avoid such complications, we find it more clear in this
paper to keep the number of detected quantum signals fixed. A posteriori, one always find n = Np2Z ~ N — O(\/N)

8In the expression of R, we have neglected the contribution of double-clicks. This does not mean that double-clicks can be
just neglected in an implementation (actually, since our bounds are based on squashing, they must be replaced by a random bit
and therefore contribute in a similar way as the dark counts); only, in an a priori evaluation, their contribution is numerically
small.



where S¢(A|E,T) = Y#(I) + Y{¥(I) [1 — k(e (1))] with the expressions @23)), [24) and ([25). There is a new
set of parameters that needs to be optimized, namely the probabilities ¢, of using each intensity. The results
are plotted in Fig.[2l We observe that, as expected, the rates are much better than the ones obtained without
decoy states. The optimal rates can actually be achieved by several pairs of (ur, pir); we fixed p = 0.65
and further optimized p1: we found that py ~ 0.5, independent on ¢ and slightly depending on N. Again, far
from the critical distance px varies as N~1/4. More interesting is the behavior of the gy: qur decreases with
N, as expected; gg however is non-zero only for N = 10'%. This behavior can be easily understood because
the only role of the zero-intensity pulses is to provide an estimate of the dark counts. Now, on the one hand
the dark count rate is small, so one needs many signals to estimate it conveniently; on the other hand, the
benefit of subtracting the dark count contribution is rather small.

Finally, we compare our results with previous estimates available in the literature. The very first papers
on decoy states, taking into account only the statistical fluctuations of the parameters, estimated that
N =~ 10 — 10'9 is a “reasonable number of signals” [24, 23] 45]. Our result somehow agrees with that
estimate: indeed, we arrive close to the asymptotic bound for similar values. The coincidence may be
accidental, given that we are studying a lower bound and are using a different approach to statistical
fluctuations (we use absolute errors, while the above-mentioned works considered relative errors). More
recently, Hayashi and coworkers have provided another approach to compute a lower bound for decoy state
protocols. When compared to ours, a striking fact is that they obtain a non-negligible finite key rate for
N as small as 10 [30], while we do not obtain any key for N < 10 signals. Again, the comparison is not
straightforward, since they are considering another decoy state protocol and the values of the parameters
are different; nevertheless, their results suggests that our bounds might be improved.

4 Entanglement-based implementations

4.1 Asymptotic bounds

At the moment of writing, two asymptotic bounds are available for unconditional security of an entanglement-
based implementation of the BB84 coding (BBM92 protocol). Under the squashing model for Bob’s detectors
(we recall that the validity of such a model has been proved for BB84 coding [41], [42]), Ma, Fung and Lo
[47) proved

S(AIE) = 1-—h(ex). (30)

Note how, even if the source is not a single-pair source, all its imperfections are taken into account in the
measured error rate, a feature anticipated by Koashi and Preskill [48]. This result is remarkable, since it is
formally identical to the one obtained for single-photon sources. As such, for the finite key-bound within
our formalism we can refer to [28].

More recently, Koashi and coworkers have proved a different bound [49], which differs in the treatment of
double-click events. In squashing, a physical double-click event is taken into account by adding a random
bit to the raw key; the fraction of such events does not need to be measured. In the present approach,
the double-click events are deleted from the raw key but their fraction Jo. is estimated. Let R be the
detection rate including double clicks, which is also the detection rate in the squashing model; and let R’ the
rate obtained once double-click events are removed (i.e. R — R’ is the measured number of double clicks).
Asymptotically one has the exact estimate

Sye = . (31)

The error rates observed in the raw key for the present approach are written e and e7; they are related to
the error rates that would be obtained by processing the same data with the squashing model through

exz = (1—10d2) eIX7Z + d2./2. (32)

In particular, in the case where the e'X7Z are very small (e.g. for very high optical visibility), the present
approach shows basically no errors. Specifically, let F(da.) = (1 — 4d2.)/(1 — d2c): for € < 0.08 F(d2c) one



haﬂ

S(A|E) = F(62) [1—h(F?§;))} . (33)

Indeed, in the regime of small errors, the asymptotic secret key rate K computed with (B3] is larger than
the one computed from (30). However, the former implies the estimate of an additional parameter, namely
02¢. It is therefore interesting to compare the two approaches in the finite-key scenario.

4.2 Finite-key security bounds and a priori estimates

The finite-key secret-key rate associated to the first approach [B0) is
K = Rp% [1 — h(e)U() —A(n) — 1eakEC(ez)] (34)

with e = ex + &(m,2). As in the case of single-photon sources, the only parameter that needs to be
estimated is the error rate (so npp = 1). Similarly, for the second approach (B3] one obtains

U
K = Rp2 {F((sgc) l1 h (Fe(gfj)>

with 'y = el + £(m,2) and 6%, = (R — R/)/(R) 4 £(N, 2). Obviously here npp = 2.

In order to compare the two approaches a priori, we need to insert an estimate of the measured parameters
and run the optimization over the free parameters left. We consider an implementation with continuous-
wave pumping and refer to [5] for all details. The pump intensity is such that p' pairs are produced within
the coincidence window A7; we work in the limit y = /A7 < 1 and neglect dark counts on Alice’s side.
Therefore, whenever Alice detects a photon, which happens with probability ~ y, the signal traveling to Bob
is distributed according to pa(1) =~ 1, pa(2) = y and pa(n > 2) = 0. The expected values for the single-click
rate Ri. and the corresponding error rate @) are given by

Ric/ly = Rp/y+Ra/y ~ tnlpa(l) +pa(2)(2 —tn)] + 2pg [pa(1)(1 — tn) +pa(2)(1 —tn)*] , (36)
Q = [(1-V+y)R,+ Ra)/2R1. (37)

— A(n) — leakgc (e’z)} (35)

(note the presence of the two-pair fraction y as a linear decrease in the observed two-photon visibility V).
The detection rate of double clicks is

Racly = pa@)5(0)* + pa(1) + pa@)(1 — tn)lltnpa + (1~ tn)p3]. (39)
So we have the a priori guesses R = Ri.+ Rac, R’ = Ri. and d2. = Ra./(R1c + Rac). As for the error rates,
we identify ey = e, = @, whence (B2)) implies ex = ez = (1 — da.) Q + d2./2.
The result of the numerical optimization over y and the finite-key parameters is shown in Fig.[Bl As expected,
for small number of signals the squashing bound outperforms the double-click one, because the latter needs to
estimate a second parameter. For larger number of signals, the two bounds give identical rates (the very small
difference can be attributed to our approximations, like neglecting the cases when n > 2 pairs are created).
The values of y and px are also basically identical for both bounds; as observed in the prepare-and-measure
schemes, y varies little with N, while px scales as ~ N —1/4,

5 Conclusion

In summary, we have provided unconditional security bounds for keys of finite length for several practical
implementations of the BB84 coding. We have computed these bounds for a priori estimates of the param-
eters that will be observed, thus providing some guidelines for the design of experiments. In all cases, for

9 At this stage, it is useful to explain some difference in notation between us and Ref. [49]. Our ey and e/, are the error
rates in the raw key, i.e. with the double-click events already removed; Koashi and co-workers assume ey = e}, = ﬁ Our
expression (33) is obtained by inserting eq. (20) into 1 — 7(d,¢)/(1 — §) from eq. (3). Indeed, in our case S(A|E) is Eve’s

uncertainty per bit of the raw key; the global factor (1 — &) will be accounted for in the detection rate R’ defined below.
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N > 10%, we recover the asymptotic bounds (compare e.g. with the plots in [5]). However, prepare-and-
measure implementations based on weak coherent pulses seem to require at least N ~ 107 signals to produce
a key; while implementations using entangled states, similarly to the ideal single-photon case, provide a key
already for N ~ 10°.

Let us conclude by a critical review of the possible extensions and open issues. The bounds presented in this
paper have been derived under some assumptions. Some of them are assumptions on Alice and Bob, mostly
inherited from the asymptotic studies from which S(A|E) was obtained. Specifically:

e First, we recall that in weak coherent pulses implementations we have supposed that there is no phase
coherence between successive pulses; that in the case of decoy states, we have studied fully only a
particular protocol; and that, in the case of entanglement-based schemes, we have assumed continuous

pumping.

e All the bounds we used assume that the bit values ‘0’ and ‘1’ appear the same number of times in both
Alice’s and Bob’s raw keys. A systematic deviation from this assumption is expected if the detectors
have different efficiencies, which is often the case in practice. The tools to study this case are available
in the asymptotic scenario [50], their finite-key generalization should be the object of further work.
Of course, in case one bit value is more frequent than the other, a conservative security bound is
obtained by adding the number of excess bits to the information of Eve to be removed during privacy
amplification; therefore one can use our formulas with this modification.

e The prepare-and-measure bounds given above are not valid for Plug-and-Play configurations, even if
the difference is ultimately expected to be small. The reason is that the “source” on Alice’s side cannot
be assumed to produce exact weak coherent pulses, because these pulses are obtained by attenuating
an in principle unknown strong incoming signal. An asymptotic bound for unconditional security of
Plug-and-Play configurations has been given in Ref. [51]. Its generalization to finite keys may be done
by following the same procedure as in this paper.

e When we provide a priori estimates, we have always performed an optimization over px. Some systems
may be such that this optimization cannot be easily performed (e.g., in a passive detection setup, one
would have to change the beam-splitter that chooses between the bases).

A second group of assumptions is related to the fact that our bounds may be the object of improvements:

e First of all, the fact of having used the formalism developed in [28,[29] guarantees unconditional security,
but it is not known whether the bounds are tight. Indeed, all the different approaches to security are
known to coincide in the asymptotic regime, but this is not yet clear for the finite-key regime — and
we hinted in to an actual discrepancy between ours and other estimates in the case of decoy
states implementations. Most of the information-theoretical estimates are generally regarded to be
tight [I3]; however, we have bounded statistical fluctuations using absolute errors (); improvements
may be obtained by using relative errors.

e We have computed the security bounds for the case when the extraction of the secret key is done through
one-way post-processing without pre-processing. In principle, the tools are available to compute finite-
key bounds for two-way post-processing and including pre-processing [29]. For typical error rates, the
improvements are supposed to be significant only close to the critical distance.

e For simplicity, we have considered asymmetric implementations of the BB84 coding, in which the Z
basis is used for the key and the X basis for parameter estimation. If both bases are used for the key
(while each basis serving to estimate Eve’s attack on the other), one obtains similar more complicated
expressions, but basically (assuming px < pz) the effect is to increase K by a factor 1+ (px/pz)%.
A similar argument can be made in the case of decoy states protocols, where we have assumed for
simplicity that only one intensity is used for the key.
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Figure 1: Finite-key study of implementations of BB84 with weak coherent pulses, without decoy states. As
a function of the transmittivity of the channel ¢: upper graph, secret key rate K from eq. (28)); lower graph:
corresponding optimal value of px. Parameters: ¢ = 1072, egc = 10710, leakgc(e) = 1.05 h(e), Q = 0.5%,
n=0.1, pg=10"5.
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Figure 2: Finite-key study of implementations of BB84 with weak coherent pulses for the three-intensity
decoy state protocol described in the text, and assuming that only the intensity pp is used for the key. As a
function of the transmittivity of the channel ¢: upper graph, secret key rate K from eq. ([29); middle graph:
corresponding optimal values of px; lower graph: corresponding values of ¢y and ¢ (regarding the large
fluctuations in qrr for N = 10': we have not tried to optimize with further precision, given that the value
is anyway qir ~ 1077). Parameters as in Fig. [} ¢ = 107°, egc = 10719, leakgc(e) = 1.05h(e), Q = 0.5%,

n=0.1, pg = 1075,
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Figure 3: Key rate K as a function of the attenuation ¢ for entanglement-based implementations of the
BB84 coding. Red curves: bound with squashing ([34]), adapted from the asymptotic bound of Ref. [47].
Blue curves: bound with estimate of double-clicks (B5]), adapted from the asymptotic bound of Ref. [49].
Parameters as in Figsland2 € = 1075, egc = 10719, leakgc(e) = 1.05h(e), V = 0.99 (corresponding to
Q = 0.5% if one neglects the effect of double pairs), n = 0.1, pg = 107°.
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