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Apply current exponential de Finetti theorem to realistic quantum key distribution
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In the realistic quantum key distribution (QKD), Alice and Bob respectively get a quantum
state from an unknown channel, whose dimension may be unknown. However, while discussing the
security, sometime we need to know exact dimension, since current exponential de Finetti theorem,
crucial to the information-theoretical security proof, is deeply related with the dimension and can
only be applied to finite dimensional case. Here we address this problem in detail. We show that
if POVM elements corresponding to Alice and Bob’s measured results can be well described in a
finite dimensional subspace with sufficiently small error, then dimensions of Alice and Bob’s states
can be almost regarded as finite. Since the security is well defined by the smooth entropy, which
is continuous with the density matrix, the small error of state actually means small change of
security. Then the security of unknown-dimensional system can be solved. Finally we prove that
for heterodyne detection continuous variable QKD and differential phase shift QKD, the collective

attack is optimal under the infinite key size case.

PACS numbers: 03.67.Dd,03.67.Hk

I. INTRODUCTION:

Information-theoretical security proof |1] is a powerful
and general way to prove the security for quantum key
distribution (QKD). In this method, to give the amount
of unconditional secret keys, we only need to discuss up-
per or lower bounds of some entropies. The exponential
de Finetti theorem is crucial to this method, which sup-
port that as the key size goes to infinite, Eve cannot get
more information from the coherent attack than from the
collective attack [1]. Since in the collective attack Eve at-
tacks each signal independently with the same method,
it is much easy for us to discuss the security. However,
current exponential de Finetti theorem relying on the di-
mension and even diverges if the dimension is infinite,
while in practice the dimension is often unknown or infi-
nite.

There are also some other kind of quantum de Finetti
theorems. In Ref. [2,13,/4], several de Finetti theorems for
different conditions are given. These de Finetti theorems
can be independent with the dimension. Even under the
infinite dimensional case, they still converge. However,
These de Finetti theorems are polynomial and not ex-
ponential. As the key size goes to infinite, they can not
exponentially converge to zero. Whether such polyno-
mial de Finetti theorems can be applied to QKD requires
further discussion.

We can think about a more general case. Alice and Bob
respectively get a quantum state from a channel and do
measurement and thus hold classical data finally. Real-
istically, they only know the classical data and do not
know anything about the dimension of quantum state
beforehand. Therefore, it is not realistic for us to as-
sume the dimension before discussing the security. If the
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dimension of quantum state is unknown, current expo-
nential de Finetti theorem may not be directly applied
and the security against the most general attack is diffi-
cult to given by the information-theoretical method. In
Ref. [5], Renner gave some concrete examples to show
the de Finetti theorem. From these examples we can
see that if the dimension of individual quantum state
is higher than the block size, the whole state may be
far away from an almost i.i.d. state. For some QKDs,
the dimension problem can be solved by introducing the
squashing model [6,[7]. However for some other protocols
we do not know whether there exist a squashing model,
i.e. continuous variable (CV) QKD |8, 9] and differen-
tial phase shift (DPS) QKD [10]. Then, it is necessary
for Alice and Bob to get some information about their
dimensions.

Here we give a general way to estimate the effective
dimension (In the following we will see that Alice and
Bob’s measurement data are obtained almost only from
a finite dimensional subspace. Here we call the dimen-
sion of this subspace as effective dimension.) of a system,
and a general method to apply current information theo-
retical security proof to practical QKD. Finally we prove
that if POVM elements corresponding to Alice and Bob’s
measured results can be well described in a finite dimen-
sional subspace with sufficiently small error, the security
of unknown dimensional system is very close to that of a
finite dimensional system, where Alice and Bob put finite
dimensional filters before their detectors. The security of
this finite dimensional system is covered by current in-
formation theoretical security proof method. Then the
security of unknown-dimensional system can be solved.
Our solution is based on the estimation of the effective
dimension of a system. In Ref. [11], Wehner et al. gave
an estimation to the lower bound of the dimension of a
system. We hope future works can shrink the gap be-
tween these two results. Up to now, some efforts have
been done for the finite key size case [12, [13]. The se-
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curity under finite key size case may be much different
from that under infinite key size case. To give a better
result for finite key size case, it is necessary to give a tight
estimation to the effective dimension.

We may think that the world is always finite, so re-
gard it as guaranteed that current exponential de Finetti
theorem can be directly applied to practical system. It is
not necessary the case. Firstly, finite measurement result
does not always mean finite dimensional quantum state.
A finite measurement result can also be generated from
an infinite quantum state. Secondly, to know the upper
bound of the dimension of quantum state is required if
we consider the finite key size case. From the Ref. [1]
we know that the amount of secret key rate under the
finite key size case is deeply related with the dimension.
Our estimation of effective dimension is expected to be
favorable to finite key size situation.

We noted two parallel works shown in Ref. [14,[15]. In
these two works, the unconditional security of CVQKD
is addressed. In Ref. [14], Renner et al. modified pre-
vious exponential de Finetti theorem and this new theo-
rem can be directly applied to CVQKD. From this new
de Finetti theorem we can see that in CVQKD if the
variance of Bob’s measurement result is finite, the state
Alice, Bob and Eve share can still be approximated by
an almost i.i.d. state. Our result only works for hetero-
dyne CVQKD and requires the maximum value of Al-
ice and Bob’s heterodyne detection to be finite. Under
the infinite key size case, our result can give the same
approximation that the state describes the whole infi-
nite communications can be approximated by an almost
product state with arbitrarily small error. In Ref. [15],
Leverrier et al. directly addressed the unconditional se-
curity of CVQKD without the de Finetti theorem. Their
work is based on the Gaussian optimality. In this paper
we approximate the CVQKD by a finite dimension pro-
tocol. The security of finite dimension protocol can be
covered by current information theoretical security proof.
Then the unconditional security of CVQKD is possible
to prove. Compared with these two works, one advan-
tage of our work is its application to photon number de-
tection protocols, e.g. another coherent state protocol,
DPSQKD. In the following, we will demonstrate how to
apply our result to DPSQKD.

The basic idea of our approach is as following. Al-
though the dimension of quantum state Alice, Bob and
Eve initially share is totally unknown, after obtaining
measurement results, Alice and Bob collapse Eve’s state
into a less complex state and can know some information
about the effective dimension of their state. Then we
can construct another finite dimensional protocol, where
Alice and Bob put a finite dimensional filter right be-
fore their detection equipments that can filter out high
dimensional components. We prove that final state of
this new finite dimensional protocol is only slightly dif-
ferent from the original one. Then the security of that
unknown-dimensional protocol can be approximated by
this new protocol. The security of this new finite dimen-

sional protocol is covered by Ref. [1], then the security
of that unknown-dimensional protocol can be solved.

In the following we will introduce a general QKD
protocol at first and then discuss unknown-dimensional
problem. Latter we will introduce a finite dimensional
protocol and prove that if components of POVM ele-
ments corresponding to Alice and Bob’s measured results
on high dimensional bases are small enough then the se-
curity of original unknown-dimensional protocol can be
well approximated by this finite dimensional protocol.
While discussing their difference, we will introduce an
entanglement version measurement to describe Alice and
Bob’s detection. Finally some application examples will
be given. In application examples, we will only discuss
the infinite key size case, while our result is also useful
under the finite key size case.

II. PROTOCOL:

Here we limit our analysis to the following protocol.

Alice and Bob take N quantum states from a chan-
nel respectively. Then they permute their subsystem
according to a commonly chosen random permutation.
They separate N states into [ blocks and perform POVM
measurement to each state. Without loss of general-
ity, we assume Alice and Bob respectively hold several
POVMS,. MA = {MA"} and MP? = {Mﬁz} (i=1,..,1),
where z* and y* denote corresponding measurement re-
sults, and they perform the POVM M4 = {M4"} and
MPi= {Mfz} to the i-th blocks (we assume the choice of

POVMs is bublicly known). Then they publish measure-
ment results from the first block to estimate the channel.
Before the classical procedure they estimate the dimen-
sion of their quantum state according to the region of
their measurement results. Then they give up partial of
their measurement results (required by the information-
theoretical security proof [1]) and finally obtain classical
strings. After performing data processing, information
reconciliation and privacy amplification, they finally gen-
erate secret keys. Here, we allow Alice and Bob to hold
several POVMSs, mainly because in many QKD protocols,
Alice and Bob need to randomly change their measure-
ment bases. One POVM corresponds to one choice of
bases.

From current de Finetti theorem we know that if the
dimension of the channel is finite, the state Alice, Bob
and Eve share after many communications is close to an
almost product state. It has been shown that such al-
most product state almost has the same property with
the product state. The product state corresponds to the
collective attack. Then we only need to consider collec-
tive attack [1]. However, if the dimension is infinite, the
de Finetti theorem may diverge. Then we cannot know
the difference between collective attack and coherent at-
tack.

We assume after getting quantum state, Alice, Bob and
Eve share the state py~ g~ gn. Since discarding subsys-



tem never increases mutual information, we can safely
assume that Eve holds the purification of py~ gy g~, SO
that panvpnvpy is pure [1, [§, [L6]. After measuring all
N states, Alice and Bob know the region of their mea-
surement results. For example, in DPSQKD |[10], if they
use photon number resolving detector, they can know the
maximum photon number they received from one pulse.
In CVQKD [9] with heterodyne detection, they can know
the maximum amplitude they get. Here, we will show
that such information is enough for Alice and Bob to
know whether their system can be approximated by a
finite dimensional system.

Alice and Bob can make an initial estimation to their
state according to measurement results. After Alice and
Bob knows the region of their measurement results, they
can only consider such p s~ gy g~ that can generate their
measured results with probability higher than certain
small parameter . Then the collection of states they
need to consider is largely reduced. The insecure proba-
bility introduced by such method is no larger than ¢ and
the strength of security will be reduced by e |17]. This
procedure is required by our proof.

More precisely, we assume Alice and Bob’s measure-
ment results from a single state of i-th block belong to
the region Z(X*) and Z(Y?) respectively. We let

phi= 3 M
zteE(X7)

Bi _ Bi
D™ = Z Myi
Yy EE(Y)

Then D4* and DB’ actually are POVM elements that
correspond to Alice and Bob’s measurement results be-
longing to the region Z(X?) and Z(Y*) respectively. D4
(DB%) may be different for different blocks. To avoid dis-
tinguishing different D4%s (DB's), here we define POVM
elements, D and DP satisfying that for arbitrary state
p and 7, we always have

tT‘(DBip) (1)

To know the requirement given in Eq. (I) well, we can
see some examples. It can be seen that D4 = T is one
trivial element that always satisfy Eq. (). Also, if all
DA%s are just the same, D4 = D4 is the one satisfying
Eq. (). Furthermore, since for any 7 and arbitrary p,
the expectation value of D4 — DA% and D? — D’ are
non-negative, D4 — DA? and DB _ DBi are non-negative
operators. Therefore, if DA — DA and DB — DB’ are
not zero, they are also valid POVM elements. Then
{D4*, DA — DA I — DA} and {D?*, DB — DB [ - DB}
constitute a POVM respectively (It should be noted that
I may be an operation of an infinite dimensional space.).
Here we define the POVM elements D4 and D mainly
because the maximum value of measurement result of dif-
ferent blocks may be different and then D4%s are not the

same. Nevertheless, for most of current protocols, it is
not difficult to find a tight D and D®. For example, in
the heterodyne detection CVQKD, Alice and Bob do not
change the basis, so there are only two blocks, one used
for parameter estimation, one used to generate secret
keys. We assume at Alice’s side the maximum value of
one block is V**! "and that of the other is V3***2. Then
DAY = 3 sy MAY and DA% = 37 s MJP
Since Alice uses the same POVM for these two blocks,
we have MAD = MA2 If Vx> Vinax2 we can choose
DA = Zmigvznaxl MA, which satisfies Eq. (). Then
DA— DM = 0and DA— DA% = 37 v i<y M,
which is a POVM element. In the DPSQKD, Bob also
does not change his bases, so a similar result can be ob-
tained.

To analysis the security we can only consider the state
pan gN g~ that satisfies

tr[(DADP)*N pynprpn] > & (2)

while the final strength of security will be reduced by
e, where D4 and D? are properly chosen elements that
satisfy Eq. (). Then the collection of psnpgnpny we
need to consider is largely reduced. It can be seen that
to shrink the collection of panp~y gy, we need to find
tight D4 and D®. In the following, we will see that this
technique is required by our argument.

After Alice and Bob’s measurement, the state Alice,
Bob and Eve hold becomes pxn~yn~g~y, where X and
Y are classical variable that can take the value z' and
y* and can be expressed by orthogonal quantum state
[1]. Actually, the security of QKD system directly re-
lated to the state pxw~y~gw~, rather than original state
pan N gn~. Therefore, if we can find a finite dimensional
system that generates another state py~yn~ g~ very close
to px~yw~ gn, then the security of the original unknown
system can be approximated by this finite dimensional
system.

Now we can compare two schemes as illustrated in Fig.
[ One is the original unknown-dimensional scheme, and
the other is a modified scheme, in which Alice and Bob
respectively put filters before their detectors. We assume
these two filters can totally filter out high dimensional
component of received state and dimensions of output
states of these two filters are d4 and dp respectively. For
convenience, we will call the original protocol as protocol
1 and the modified one as protocol 2. Then in the proto-
col 2 dimensions of Alice and Bob’s received states are d4
and dp respectively. In the following, we will see that if
we properly set the filter and choose high enough d 4 and
dp, then the security of protocol 1 can be approximated
by that of protocol 2.

To simplify our discussion, it is necessary to avoid dis-
tinguishing different blocks. We know that DA— DA% and
DB — DP? are also POVM elements. Here we introduce
other two classical data 2’* and y"* that correspond to
POVM elements D4 — DA and DB — D% respectively.
Then in protocol 1 Alice and Bob’s measurement results
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FIG. 1: Hlustration of protocol 1 and protocol 2, where in pro-
tocol 2 finite dimensional filters are put before the detectors.
If the filters are properly chosen, the security of protocol 1 can
be well approximated by that of protocol 2, while the security
of protocol 2 is covered by current information theoretical se-
curity proof method. The exact difference between protocol 1
and protocol 2 becomes significant while we consider the the
finite key size case.

of i-th block are within the region Z(X?) U {z’*} and
ZE(Y?) U {y""} respectively. Therefore, this protocol does
not change if it runs as follows. While getting measure-
ment results from a state of i-th block, Alice and Bob ac-
cept them only when they belong to region Z(X*) U {x""}
and Z(Y%) U {y'*} respectively. Otherwise, they discard
them. Now we can calculate the difference between the
protocol 1 and the protocol 2.

IIT. ESTIMATION OF L;-DISTANCE BASED
ON OBSERVATIONS:

Before calculating the difference, here we introduce a
entanglement version measurement. There are several
interpretations for the quantum measurement, e.g. von
Neumann measurement scheme and Many-worlds inter-
pretation HE] Here we are not to give a new philosophi-
cal interpretation, but to construct a physical model that
can effectively perform POVM measurement. This phys-
ical model allows us to easily find the difference between
protocol 1 and protocol 2. For briefness, here we only
take Alice’s measurement as an example. Alice’s POVM
measurement can be performed by the equipment shown
in Fig. @l The measurement procedure is realized by an
interaction among her received state, detector and the en-
vironment. After the interaction, Alice gives up received
state and the environment and thus only holds the de-

tector, which directly gives her the classical data. After
reading out the classical data, Alice set the detector and
environment to the initial state to do the next measure-
ment. In this model we require initial states of Alice’s
detector and environment are pure and respectively to
be |de) 4 and |[Env) 4. For convenience, here we let |ini) 4
denote |de) 4|Env) 4. Then the interaction among the re-
ceived state, detector and environment for i-th block can
be given by

UA—ZLr Qi) a (imi]y/ M AT (3)

where |z%)s are orthogonal states of detector, |@,:) de-
scribes orthogonal state of the environment, (ini| denotes
the initial pure state of Alice’s detector and environment

and M;f is the POVM operators corresponding to

POVM element M4 [16]. To check the validity of this
measurement, we can apply it to a two parties system
pap. After the interaction described by Uil, the state of
whole system becomes

paBxQx = Uhpap @ |ind)a(ini|U'T
. ; , Y
= Y [@)Qu ) MA T pan Y (@7 |(Quily/ M)
Tt zd
where Qx denotes the environment and all of |Q:)s are

orthogonal with each other. After we trace out the sys-
tem A and environment we immediately obtain the state

pXB—Z|£Z? 2| @ tra( \/M hLpAB\/J\/IAZ

We see that
tTA(\/Mfii—i_PAB \/M:ﬁl) = P(z%)p%
where P(x') is the probability of the out come z* and

p}”; denotes Bob’s conditional state while Alice’s mea-
surement result is 2. Then pxp becomes

pXB—ZP

which consists with the POVM measurement. Since Alice
only accept the data within the collection Z(X*) U {z'},
we can reduce the unitary transformation given in Eq. Bl
to a general quantum operation O% to describe Alice’s
effective measurement, which is given by

Oh= > |a&")Qui)alinil

2 eE(X ) Uz}

l|®PB

M ()

Here we can see that OA% may not be a unitary transfor-
mation. The quantum operation that describes Alice’s
total N detection is

l

Oan = R(O})°™ (5)

i=1
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FIG. 2: Illustration of entanglement version measurement,
where |Env) and |de) respectively denote the initial state of
environment and the detector. The measurement can be real-
ized by the unitary operation among received state, detector
and the environment. After the operation, the received state
and the environment are given up and the measurement re-
sult can be directly given by the state of detector, denoted by

px.

where n; denotes the length of ¢-th block. By the same
way we can give the operator describing Bob’s whole NV
detections (By substituting the notation A by B.).

Since we only need to consider the case that ps~v gy g~
is pure, here we assume the initial state Alice and Bob
receive is |U nvpgypn). The initial state of Alice and
Bob’s detector and environment is |¥xnywvguoy) =
|ini) slini)g. Then for the protocol-1, after Alice and
Bob’s measurement (general quantum operation [16]) the
state describing Alice, Bob, Eve, detectors and environ-
ment becomes

Wp_1) = |‘I’XNYNANBNQ§Q§\,’EN>
 OunOpn |V anprpn )W xvyngrgy) (©)
V{0hx0h 0anOp)

where X and Y denotes Alice and Bob’s detectors, Qx
and Qy denote the environment around Alice and Bob,
Opn is the operator describing Bob’s whole N detections
and (OZN O;N O~ Opn) describes expectation value of
0%, 0 OanOp.

In protocol-2 Alice and Bob respectively put a d4 and
dp dimensional filter before their detectors. The filter
can be described by a projection into a subspace. Here we
let the projector Pj*‘ and PgB denotes Alice and Bob’s
filters. For convenience we let PZABdB denotes Pj*‘ ®P§B.
Then for the protocol-2 after Alice and Bob’s measure-
ment the whole state becomes

Vp_o) = |‘1/XNYNANBNQ§Q§YEN> (7)

_ OanOpn (P44 )®N|‘I’ANBNEN>|‘I’XNYNQ§Q¥>

(PIE")EN 03 O O O (PN

After tracing out received quantum state AV and BY,
and the environment QY and Q¥ we obtain the state

Alice, Bob and Eve finally hold. For the protocol-1, they
finally hold the state px~y~ g~ and for the protocol-2,
they finally share px~yw~ p~. If we know the L distance
between pyn~ny~v gy and pxy~nyn~ gy we can know the dif-
ference between securities of protocol-1 and protocol-2
[1]. Since tracing out the subsystem never increases the
L, distance [1], the L; distance between pxnyn~ g~y and
pxNyn~npn is no larger than that between |¥p_;1) and
|¥p_3). We know that

|WanprpN) = (8)
(P495 YN [ 4 o o) + (PIET )PV W v o)

where P denotes the orthogonal complement space of P.
By putting the Eq. ) into Eq. (@) we quickly know

[Up_1) = a|¥p_s) + B]T')

where

VIPT N 0%, 0% 0.4x O (PIET)N)

18l = AL BE S
V{0ix 050 Op)
| o)
an
|\I/I> _ OANOBN(PZ%dB)®N|\I/ANBNEN>|\IJX1\7YNQ%Q¥>

dad A A+ A A dad
VIPIE™)#N 04 O O O (PE™ )
is a state obtained from the complimentary space

(Pia%7)®N which may not be orthogonal with |¥p_5).
From the Appendix-A of Ref. [1] we know that the L,
distance of two pure state |¥1) and |¥3) can be given by

[[[W1) = [W2)|| = 2¢/1 = [(W1] W) ]2

where ||-|| denotes the L; distance. Then the L; distance
between |Up_1) and |V p_s) is no larger than 2|3|, which
yields

llox~vy~npy — pxvynpn|| < 2[6]

For convenience here we let D = DADB. If we put
Egs. @) and (@) into Eq. (@) and apply the fact that
operators of different detectors are commutate, we can
know that

trapp[DON (PiE"")*N pav gy py (PAg"")5N]
D®N

18l =

trap[D®N pax gy pr]

(10)
Now we can see that if all of pure state py~gnv g~ satis-
fying Eq. () make |3] small enough, then protocol-1 can
be well approximated by protocol-2.

To estimate |5] here we give a very useful theorem.

Theorem 1 Let |1)4, [2)a, ..., and |I)p, [2)B, ...,
be bases of Alice and Bob’s Hilbert spaces respec-
tively, by which projectors PXA and PgB can be respec-

tively given by P = [1)a(l] + ... + |da)a(da| and



PgB = |I)p(1l] + ... + |dg)B{(dB|. Then if we have

el . R e . 3
S tg—aa la(iIDA) Al + 205, [BGIDP )] < %,
for arbitrary pavgyvgpny it is always satisfied that

trap[DEN (P )N pyw pn (P47 )ON] := [ < &3,
Proof: We can see that L is no larger than
max|g ) (UN [ DEN UV, where |UV) € (Piate)oN. If

we expand (UN|DEN|[UN) = (IN|(Pa?s)@N DON|gN)
into  product spaces P4A(PI4)@N-1(pdsyeN
and do straightforward calculation, we can imme-
diately find that L < N2y, [alDAj) al +
Soi—ay |BDP5)B|] < €% (The straightforward
calculation is too bothering to show here. Detailed one
can be seen in the appendix.) O

Since trapp[D®N panpypy] > €, from Eq. [@0), we
can see that Theorem 1 actually gives a sufficient condi-
tion for |B] < e.

Now, we can know the distance between protocol 1
and protocol 2 from the measurement results. The only
remained problem is to give the difference between secu-
rities of protocol-1 and protocol-2 if the state difference
of them is known.

Theorem 2 If ||pxny~ngy — pxnyngn]|| < 26 for all
pan gy gy satisfying tr[(DADB)YEN pun gy py] > 6, then
the 58 + e-secure secret key rate of protocol-1 is no less
than the 26 + e-secure secret key rate of protocol-2, while
Alice and Bob take results from protocol-1 as that from
protocol-2 to estimate the secret key rate of protocol-2 by
the information theoretical method.

Proof: The Ly distance cannot be increased by quan-
tum operations and thus classical bit-wise processing [1].
If ||pXNyNEN —ﬁXNyNEN || < 25, then we have ||pXkE -
ﬁX}cE” S 26 and ||pryN —ﬁxNyN || S 26, where Xk, Yk
and E denote Alice and Bob’s classical data and Eve’s
state after the data processing respectively, during which
some information maybe announced. The security is well
defined by smooth min- and max-entropies. The amount
of e-secure secret keys can be given by HS; (pip|E) —
leakrr |19], while the strength of parameter estimation
is €, where Hfr;m(|) denotes the smooth min-entropy,
leakr denotes the amount of information published dur-
ing the €’-secure reconciliation and € + €’ + € = € [1].
Since ||pgrp — Pxril] < 26, the smooth min-entropy
satisfies H2(pgep|E) > HSy (pxrp|E) []. Also, if
Alice and Bob use the data from the protocol-1 as that
from the protocol-2 to estimate the state of protocol-2,
the security of the parameter estimation [1] will be re-
duced by 24, because |[pxvy~y — pxnyn]|| < 26. Fur-
thermore, if we only consider the ps~pv g~ satisfying
tr[(DADBY®N p v pvpn] > 6, the strength of security
will also be reduced by ¢. In all, the ¢ + €’ + €’ secure
security of protocol 2 is given by Hreriin (ﬁXkE|E) —leakrg,
while the strength of parameter estimation is ¢’ and
the pgr is estimated by the data obtained from pro-
tocol 2. The € + ¢’ + ¢ + 26 secure security of pro-
tocol 2 is given by He/in(ﬁXkE|E_’) — leakrg, while the

m

strength of parameter estimation is ¢ + 26, where the
Psrp 1s estimated by data obtained from protocol 1.
Finally the ¢ + €’ + ¢’/ + 50 secure secret key rate of
protocol 1 can be given by an‘z:el (pxrplE) — leakrp >
Hli;in(ﬁXkE‘|E) —leak g, while the strength of parameter
estimation is €'’ 424, the state p ¢,  is estimated by the
data obtained from protocol 1 and only the py~v g~ gy
satisfying tr[(DADB)YSN p v pnpn] > § is considered.
Here the term Hfr;in(ﬁXkE@) — leakrr is amount of the
€ + €’ + € + 25 secure secrete keys of protocol 2, while
the strength of parameter estimation is €’/ + 24, where
26 comes from the fact that the state py, 5 is estimated
by the data obtained from protocol 1. O

The state distance ||px~vy~py — pxnyn gy || < 26 can
be evaluated from the measurement results through the-
orem 1. The security of protocol 2 is covered by current
information theoretical security proof method. Then the
the security of protocol 1 can be solved.

IV. SECURITY OF PROTOCOL 2.

If Alice and Bob’s received initial state in protocol
1 is pa~vpn~, the state they received in protocol 2 is
PANBN = %(Pz%dB)®NpANBN(Pj%dB)®N, where % is
introduced for normalization. After quantum commu-
nication, Alice and Bob will permute their state, then
panpn is permutation invariant. The projection oper-
ator (P3477)®N commutates with the permutation op-
erator, so pa~pgn is also a permutation invariant state.
The dimension of individual state of pavpg~ is dadp.
Then there is a symmetric purification for py~gn~ in a
Hilbert space of dimension (dadg)?", which actually is
panpnpny |1, 20]. Then the dimension of the individ-
ual state of pyvpv gy is (dadp)?. According to current
exponential de Finetti theorem, the state pavpyp~ is
close to an almost product state [21]. Then we can only
consider the collective attack. Since under the collective
attack, Eve attacks all of signals independently by the
same method, here we let papgr denotes the state Alice,
Bob and Eve share after a single communication. Be-
fore calculating the secret key rate, we need to estimate
possible papg from measurement results. It should be
noted that although papg belongs to a Hilbert space of
dimension (dadg)?, we do not really need to estimate it
only in a (dadp)? dimensional subspace. We can still
construct it in an infinite dimensional space, because a
state belonging to a (dadp)? dimensional Hilbert space
also belongs to a infinite dimensional Hilbert space [22].
This point shows that while we discuss the collective at-
tack for protocol 2, we do not need to take the filter in
to account. If we give up filters in protocol 2, the pro-
tocol 2 becomes the same as protocol 1. Then if we do
not take the filter into account, the security against col-
lective attack of protocol 2 is actually equivalent to that
of protocol 1. Finally, our conclusion is as follows. The
security of protocol 1 can be approximated by that of



protocol 2. For the protocol 2 we only need to consider
the collective attack. While the Hilbert space of protocol
2 is only a subspace of protocol 1, then the secrete key
rate of protocol 2 against collective attack is no less than
that of protocol 1 against collective attack. Finally, we
actually give the difference between coherent attack and
collective attack for protocol 1. We introduce the filter
only to apply current de Finetti theorem and to give the
difference between coherent attack and collective attack
for protocol 1.

The 50 + e-secure unconditional secret key rate of
protocol-1 is no less than the 2§ + e-secure secret key
rate of protocol-2. Under the infinite key size case, the
unconditional secrete key rate of protocol 2 is given by
the secret key rate against collective attacks |1]. The se-
cret key rate under collective attack of protocol 2 is no
less than that of protocol 1. Also under the infinite key
size case, the parameter ¢ can approach to zero. Then
the 5d-secure unconditional secret key rate of protocol-1
is no less than the 20 secure unconditional secret key rate
of protocol-2 and no less than its secret key rate against
collective attacks, where 26 comes from the fact that Al-
ice and Bob use the data of protocol 1 to estimate the
state of protocol 2. In addition, under the infinite key
size case, we may choose large enough d4 and dp so as
to make dapproach to zero. Then we can directly say
that for protocol 1 if the POVM elements corresponding
to the measured results can be arbitrarily well described
in a finite dimensional space, the collective attack is op-
timal under the infinite key size case.

For many practical QKDs, the projection of POVM
elements of measured results on high dimensional basis
is extremely small. For example, the POVM element for
heterodyne detection corresponding to measured result
(p,q) is M, 4 = %|p + iq){p + iq|, whose component on
the photon number basis |m) exponentially goes to zero
as m increase. The POVM of inefficient photon number
resolving detector |23] also has similar property. Then
if a QKD protocol utilize such detectors, Alice and Bob
can announce the maximum p? + ¢? or maximum photon
number received from one pulse. Then Alice and Bob

can construct the big POVM D and for a given % they
can find a big enough d (smaller than N) that in photon

. . i AR 3
number picture satisfies Y7, [(i[D|j)| < . Then
the difference between states of protocol 1 and protocol 2
can be smaller than 2. The 5¢ + e-secure secret key rate
can be given by 2e + e-secure secret key rate of protocol

2, which is covered by Ref. [1].

V. APPLICATIONS:

In the realistic case, the measured result is always fi-
nite. In heterodyne detection protocols, the maximum
value of measured result is limited. In photon number
detection protocol, the maximum received photon num-
ber is finite. Such realistic cases allow us readily apply
our results.

Here we give two application examples. We will see
that our result can be readily used for heterodyne de-
tection and photon number detection case. It should
be noted that in the following we only proved that for
CVQKD and DPSQKD the collective attack is optimal
under infinite key size case. How to prove their security
against collective attack has not been solved in this pa-
per. For short, we only take the infinite key size case
for examples. It seems that our estimation of effective
dimension is meaningless under this case. However, we
should note that under the finite key size case, the esti-
mation of effective dimension will be useful.

A. TUnconditional security of CVQKD

Now we apply our results to the heterodyne detection
CVQKD and prove that as the key size goes to infinite
the collective is optimal. In the prepare & measurement
CVQKD, Alice prepare a continuous variable EPR pair,
and sends one part to Bob. Alice and Bob respectively do
heterodyne detection to their held states. The security of
such scheme against collective attack is discussed in Ref.
[9]. Here, we prove that for this protocol the collective
attack is optimal under the infinite key size case. We
denote Alice and Bob’s measurement result by (pa,qa)
and (pp, gp) respectively. The corresponding POVM el-
ements are respectively M, ¢, = L|pa +iqa)(pa +iqa|
and My, 4, = |pp + iqp)(pp + igs|. In a realistic sys-
tem, the maximum value of Alice and Bob’s measure-
ment results is finite (or Alice and Bob can give up some
extremely larger measurement results). Then their fi-
nal shared data is within certain region. We assume
VX and VE'™* are large enough, so that for all pos-
sible (pa,qa)s and (pp,gp)s Alice and Bob hold satisfy
P4 + ¢4 < VP and p% + ¢% < VB (or Alice and
Bob only accept the data with amplitude no larger than
Vinax and VEex). Then we can construct D4 and DB
respectively to be

1 : :
DA — = Ipa +iqa){pa +iqaldpadga

P+ SV
1 , .
DB = - lps +iq5)(pB + iqp|dppdys

PHHap SV

The filter PXA and PgB can be chosen in photon number
space. We let

P 1040 4+ [ 41|+ ... + |da — 1) a{da — 1]
PEP = |0)p(0] + 1) (1| + ... + |dp — 1)p(dp — 1]

where |i)a(i|] and |j)p(j| denote the photon number
state. Now we utilize theorem 1 to discuss the difference



between protocol 1 and protocol 2. We see that

00,00

Z |4 i D7) al
i=0,j=da—1
1 00,00
= - / > lalilpa+iqa)
pQAJ’_qQASVX]ax 7;:07j:d4—1
(pa +iqalj)aldpadga
00,00
— 9 Z rirh ex [ A ]drA
Tigv;lnax i:O)j:dA 1
rYy exp| A
=2 ZAi Z drA (11)
1=0 \/’L— =da

2 max
r4 <Vx

where in the forth line we used the result that |4(i|pa +

i 2
iga)| = %\/z—!”m and let 4 = p%4 + ¢4. Under

the case that da > V3", we can use the Stirling for-
mula to approximate /j!. Then we have > °° s \T/“_, o

(ra/\/da)®, which exponentially goes to zero as d4 in-
creases. Then the whole term » 770", | (i| DA5) Al
will exponentially go to zero with the increase of
ds. By the same way we can prove that the term
>y —ay |B(EDP]5)p| will also exponentially goes to
zero with the increase of dg. Finally, for a given % and
large enough N, we can find a d4 < N and dp < N,
that satisfy

00,00 00,00 3

S . i . g
> 1D al+ D |s(iIDPlj)s| = Err < ~

i=1,j=da i=1,j=dp

Then from the theorem 1 and 2 we know that the secu-
rity of this CVQKD scheme can be approximated by the
security of a scheme of dimension (dadp)? < N with
errors no larger than 5¢ (Err exponentially approach to
zero with the increase of d4 and dg, so that d4 and dg
are proportional with log(N/e?). Then for large enough
N, we can have (dadp)? < N). Then 5¢ +e-secure secret
key rate of heterodyne detection CVQKD can be given
by 2e + e-secure secret key rate of protocol-2, where Al-
ice and Bob respectively put filters PZA and PgB before
their detectors. As N — oo, we can find large enough
(dadp)? < N, that allow ¢ — 0, and the security pa-
rameter € can goes to zero From the Ref. [1] we know
that, under the case that (dadp)? < N — oo, the col-
lective attack is optimal for protocol 2 and its secret key
rate can be given by that under collective attack. Since
the secrete key rate against collective attack of protocol
2 is no larger than that of protocol 1, under the infinite
key size case the unconditional secret key rate of hetero-
dyne detection CVQKD equal to its secret key rate un-
der collective attacks and the collective is optimal. Here,
we require Alice and Bob give up such data whose am-
plitude is larger than V}*** and V5***. We can expect
that for large V3'®* and Vg***, the proportion of given

up data is extremely small. Such procedure only causes
extremely small change of state, and thus only cause ex-
tremely small change of security. On the other hand,
a realistic security proof for CVQKD should take such
cut off procedure into account. After all, in a realistic
situation, the maximum value of measurement results is
always finite.

B. Unconditional security of DPSQKD

Now we apply our result to coherent state DPSQKD,
whose dimension is infinite in principle. Up to now,
the security against collective attack for DPSQKD un-
der noiseless case is proved [10]. Here we show that that
proof actually is unconditional security proof. To allow
Alice and Bob do random permutation, in Ref. [10] Zhao
et al. cut the long sequence of coherent states into blocks
and regarded one block as one big state. Then Alice
and Bob can permute these big states In the DPSQKD

Alice sends Bob a big state |\IJNb> ®|( 1)*ta) (de-

notes the state of a block), according to her binary string
Z = (w1,72,...,2n,), where |(—=1)%T1a) is a coherent
state. Then Bob measures the phase difference between
each two individual state. The collective attack means
Eve attack these big states (blocks) independently with
the same method. Here we require Bob use the pho-
ton number resolving detector. After many rounds of
quantum communications, Bob announces the maximum
photon number received from one big state (one block).
Then if Bob put a filter that filters out all the state whose
photon number is larger than certain criteria, the mea-
sured results should not change too much.

We see that if the efficiency of photon number resolv-
ing detector is 100%, then we can definitely know the
actual dimension of Bob’s received state. However, if
that efficiency is not 100%, we cannot determine the ex-
act dimension of Bob’s state from the measured photon
numbers.

Here we discuss the imperfect detector case. In Ref.
[24], the POVM element of ineffective photon number re-
solving detector is given. In that reference, the spacial
mode of received photon state has not been considered. If
we take the spacial mode and other components into ac-
count, we can extend that POVM element corresponding
to n photons to be

I, = Z Cry" (L =7)"""Pp, (12)

where v denotes detector efficiency and P,, denotes the
projector to m photon number subspace. We assume the
dimension of m photon number subspace is f,,, and P,
to be

(13)

fm
Po =Y o) el
k=1



where |@]") denotes the orthogonal state of m photon
number subspace. It can be prove that f,, <Il(m+1—
1)!/m!, where | denotes the block size.

If Bob’s maximum received photon number is ng, then
the POVM element corresponding to this event can be
given by

n=ngo

DF=>"1, (14)

In DPSQKD, if the block size is [, the dimension of Alice’s
modulation is 2!, which is finite. Therefore we only need
to discuss Bob’s state. We can construct Bob’s filter to
be

m=mqo

Pir= > Py,
m=0

where P, is given by Eq. (I3)). Now we can use theo-
rem 1 to estimate the difference between protocol 1 and
protocol 2. We enumerate the basis of the filter by |p}*).
Then we have

Diff = >

m=0,m’'=mg,k,k’

giw > o=y M (m 41— 1)!/ml
n=0

m=mg

(op'|DPloiry  (15)

<37 3T @ =yl (m o+ L - 1)
n=0

m=mg

where in the second line we have used Eqs. ([I2)), (I3]) and
(@) and the fact that f,, <I(m+1—1)!/m! and in the
third line we used the fact that m(m—1)...(m—n) < m".
It can be seen that Diff exponentially goes to zero as
myg increases. Then for a given security parameter we
can find a large enough key size N that gives the required
security.

It also can be seen that if Bob use the perfect photon
number resolving detector or a detector that can given
the upper bound of the number of received photons (e.g.
bourn up if received photon number is too high), then
they can find a protocol 2 that is exactly same as protocol
1. Then we can immediately get a conclusion that the
collective attack is optimal under the infinite key size
case.

VI. CONCLUSION:

In the above we give a method to apply current expo-
nential de Finetti theorem to realistic QKD. In realistic
QKD, the number of Alice and Bob received photons is
always finite and their measurement results always be-
long to a finite region. This property allow us effectively
describe the QKD protocol in a finite dimensional sub-
space with sufficiently small error. In this paper, we in-
troduce another finite dimensional protocol by putting

finite dimensional filters before the detectors, and shown
the security difference between the original unknown-
dimensional protocol and this finite dimensional proto-
col based on measurement results. Since the security of
that finite dimensional protocol is covered by current in-
formation theoretical security proof method, the security
of a realistic unknown dimensional system can be solved.
Our result can be used to prove the unconditional se-
curity of heterodyne detection CVQKD and DPSQKD.
Finally, we prove that for heterodyne detection CVQKD
and DPSQKD collective attack is optimal under the infi-
nite key size case. The difference between protocol 1 and
protocol 2 will be meaningful if we consider the finite key
size case.
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APPENDIX A: DETAILED PROOF FOR
THEOREM 1

At first we can see that
trap[DEN (P{A™2)ON p 4 n pn (P1472)@N] is no  larger
than maxjg~ (UN[DEN|WN) where [¥V) € (Pads)eN,
To find max)gn)(UV|[DIN[GN),
pand the space (Pf‘%dB)@N by product spaces
PA(PA)EN=L(PEE)EN . Here, we let P4 (Pg?)
denote the projector to Alice’s (Bob’s) k-th state.
Also we distinguish bases of k-th state of Alice (Bob)
as |14, 12) 4, (B, 12)B,,-..)- We know that
Ia, = P3* + Pi* and Ip, = P* + Pt where 14, and
I, are the identity matrixes corresponding to Alice and
Bob’s k-th states. Then we have

(U DENEN) = (UN|(Pis + Pi) DN U

we need to ex-

= (UN| P DEN) 4 (W Py DN W)
=Cp+Cjp (A1)

where C} and C} respectively denote the first and second
term in the second line. Since

Pt = |da+ 1)a, (da + 1] + |da +2)a, (da + 2| + ...
IAI = |1>A1<1| + |2>A1 <2| + .
the C} can be given by
Cp = (UN|[PADON 14, | W)

00,00

mi=da+1,mi=1
(N |my)(DA)ENH(DP)EN (mf |9 N)
where we have used the fact that Pj: and 1334 and ﬁf are

commutate if k # j and 1334 and Df denote POVM ele-
ments corresponding to j-th state. We know there exist

(ma|D4mb) -



two pure states |®7"*) and |<i>71n/1> that can let (m}|¥?)
and (m|¥Y) be written as (mq|¥Y) = \;|®") and
(m} [ UMY = N |®]"), where [A;] < 1 and |X;| < 1. Then
C} can be given by

Ch = (NP DN Iy, W)

00,00

= M)\ >

mi=da+1,mi=1

(@7 [(DY)ENHDE)EN @)

(A3)

(ma| DA |m) -

Before giving the upper bound to C%, we will discuss
the upper bound of [(®7|(DA)EN-1(DB)&N "), Tt
is known that arbitrary POVM element M can be written
into a diagonal form. We assume an arbitrary M can be
written as

M = a1|p1)(p1] + az|p2)(pa] + ...

where |p1), |p2), ...are orthogonal bases, and a1, as, ... are
positive real numbers and satisfy a; < 1. We let |¢)
and |¢') are two arbitrary states. Now we consider the
following value for |¢)) and |¢)').

[(WIM )] = lar (¥ler){e1]d’) + az(le2)(palt)) + ...|

From the fact that

[(Wlen)[* + [(@lo2)]* + ...
(W' [e0)? + [ o) + ..

we know that for arbitrary states |¢) and [¢)") and POVM
element M, it is always satisfied that

Vi0ar(@lpn)? + laz(]p2)]? + ...(A5)
VI + [(@le)? + ... < 1

where in the first line we applied the Cauchy-Schwartz
inequality which says that

1 (A4)

IN A

(M]3

<
<

la1by + agbs + .| <
Va2 + Jaz|? + .../ ]b1]2 + [ba]2 + ...

and in the second line we applied Eq. (A4) and the fact
that a; < 1.
Now we put Eq. ([AF)) into Eq. (A3) and obtain

00,00

Crl< )

my=da+1,mi=1

[(ma [ D4 (A6)

By the same way C1 can be given by
cl =
da pda T da pda T
= (UN| P2 PR DENIOY) 4 (U | PR P DOV U
= Cy+Cj

(U Py DIV
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where C% and C? respectively denote the first and the
second term in the second line.

As the C}., the C% can be rewritten as

Ch = (UV|PLPIDN Ly [0Y)

00,00

- 3

mo=da+1,mH=1

(U Ima) P (DA)SN (D) (my U YAT)

(ma| D% m) -

Also there exist a pure state |®5'?) by which

<\IJN|m2>sz can be written as A\2(®5'2| and a pure state
|<i>£n,2> by which (m4|¥") can be given by )\'2|<i>£n,2> Since
[A1] <1 and |A2] < 1, from the Egs. (AR) and (A7) we
know that

00,00

|CF| < >

mo=da+1,m4H=1

|(ma| D4 ms)] (A8)

If we continuously do such procedure, we will find that

2N
(EN|(DADP)ENWN) =" 0 + CFN (A9)
i=1
and
ICF| < > [(ma| D*|m})| (A10)
mi=da+1,m}=1
for 1 < N, and
|CF| < > [(mi| DB |m})| (A11)
m;=dp+1,m}=1
for i > N, where
Y = (N (PPN DEN Ny =0 (A12)

and we have applied the fact that |[¥V) € (P{a?7)®N.

Finally from Eqs. (A9), (AI0) (ATI) and (A12) we can

see that

2N
(BN DEN WYY < IO (A13)
i=1
SN[ > alilDYgal+ D [8GIDP)5)s]
i=1,j=da i=1,j=dp

Since Eq. (AI3) holds for arbitrary |[UV) € W7
the Theorem 1 is proved.



11

[1] R. Renner, aXiv: quant-ph/0512258 (2005).
[2] M. Christandl, R. Koenig, G. Mitchison, R. Renner,
Comm. Math. Phys. 273, 473 (2007).
[3] M. Christandl and B. Toner, [arXiv:0712.0916! (2007).
[4] C. DCruz, T. J. Osborne, R. Schack, Phys. Rev. Lett.
98, 160406 (2007).
[5] R. Renner, Nature Physics 3, 645 (2007).
[6] T. Tsurumaru, K. Tamaki, Phys. Rev. A 78, 032302
(2008).
[7] N. J. Beaudry, T. Moroder and N. Liitkenhaus, Phys.
Rev. Lett. 101, 093601 (2008).
[8] Y.-B. Zhao, M. Heid, J. Rigas, N. Liitkenhaus, Phys.
Rev. A 79, 012307 (2009).
[9] R. Garcia-Patron and N. J. Cerf, Phys. Rev. Lett. 97,
190503 (2006).
[10] Y.-B. Zhao, C.-H. F. Fung, Z.-F. Han and G.-C. Guo,
Phys. Rev. A 78, 042330 (2008).
[11] S.  Wehner, M. Christandl, A. C.
arXiv:0808.3960! (2008).
[12] Y.-B. Zhao, Y.-Z. Gui, J.-J. Chen, Z.-F. Han, G.-C. Guo
IEEE Trans. Inform. Theory, 54, 2803 (2008).
[13] V. Scarani and R. Renner, Phys. Rev. Lett. 100, 200501
(2008).
[14] R. Renner and J. I. Cirac, arXiv: 0809.2243 (2008).
[15] A. Leverrier, E. Karpov, P. Grangier and N. J. Cerf,
arXiv:0809.2252! (2008).
[16] M. A. Nielsen and I. L. Chuang, Quantum Comput-
ing and Quantum Information, (Cambridge University
Press,Cambridge, UK, 2000).

Doherty,

[17] From the definition of the universal security, we know e-
secure key can be considered indentical to an ideal key,
except with probability e [1].

[18] V. B. Braginsky and F. Y. Khalili, Quantum Measure-
ment, Camebridge University Press, (1992).

[19] Here we omit a small term proportional to O[log(1/€')].

[20] There may be many different purifications, but all of

them are different by local unitary transformations at

Eve’s side. The local unitary transformation does not

change the smooth min-entropy. Therefore, all purifica-

tions are equivalent actually.

] Here we assume (dadg)? < N

[22] Under the collective attack, the secret key rate can
be given by ming, . cz(5app) H(X|E) — leakrr,
where Z(papre) is the collection of all papes (in
a finite dimensional space) that consist with the
observation. If we define a collection Z(papr) to
denote the collection of papres (belong to a infi-
nite dimensional space) that consist with the ob-
servation, we can find that Z(pape) € E(paBe)-
Therefore we have ming,, ez H(X|E) >
ming, , . oe=(papr) H(X|E). This inequality means that
the secret key rate against the collective attack of
protocol 2 is no less than that of protocol 1.

[23] A. M. Branczyk, T. J. Osborne, A. Gilchrist and T. C.
Ralph. Phys. Rev. A 68, 043821 (2003).

[24] S. D. Bartlett, E. Diamanti, B. C. Sanders, and Y. Ya-
mamoto, arXiv:quant-ph/0204073/ (2002).


http://arxiv.org/abs/quant-ph/0512258
http://arxiv.org/abs/0712.0916
http://arxiv.org/abs/0808.3960
http://arxiv.org/abs/0809.2252
http://arxiv.org/abs/quant-ph/0204073

