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Abstract

Some, but not all, extractors resist adversaries with éichquantum storage. In this paper we show
that Trevisan’'s extractor has this property, thereby shgvain extractor against quantum storage with
logarithmic seed length.

1 Introduction

In the classicaprivacy amplificationproblem Alice and Bob share information that is only paltiakecret
towards an eavesdropper Charlie. Their goal is to distdlitiformation to a shorter string that is completely
secret. The problem was introduced [in[[4, 3]. The classicabpy amplification problem can be solved
almost optimally using extractors and in fact is almost egjent to it] Indeed the early solutions to the
privacy amplification probleri_ [4] use pair-wise independesish functions and are equivalent to the first
explicit extractors using the leftover hash lemma that vietreduced in [13E

An interesting variant of the problem, where the eavesdrp@iharlie is allowed to keep quantum in-
formation, was introduced by Konig, Maurer and Renher[[B}, lLet us call such an extractan extractor
against quantum stora@ This situation naturally occurs in analyzing the securitys@me quantum key
distribution (QKD) protocols and in bounded-storage cogpaphy. In fact,[[5] show a generic way of using
extractors against quantum storage to prove the securitgrdin QKD protocols. Using extractors for
bounded-storage cryptography demands more from the éxtréicshould be computed "on line” or "lo-
cally”), but also allows more assumptions about the souistelgution (e.g.,[[1F]) or the output length (e.g.,
[16]).

Special cases of the problem are also of great interest. Tétestich example appeared fin [1] 19, 2]
where the following scenario is studied. Alice and Bob shamandom lengt string z on which the
eavesdropper Charlie knowgjubits of information. Classically, it can be shown that natter what Bob
holds, choosing a randoine [n] and outputtinge; results in an almost uniform bit. The question studied
in the above papers is wether the same also holds when Chaaidieholdb quantum bits It was shown in
[1,[12,2] that the answer is positive, and this gives an ekdraagainst quantum storage, albeit, witkirrgle
output bit.

Konig, Maurer and Renner [14, 15] show the pair-wise indepen extractor of [13] is also good and
with the same parameters even against quantum storageg th&irsame techniques the result can also
be extended to using almost pair-wise independencel [24, A@bther classical extractor for very high
min-entropies was shown to hold against quantum storad {fthe classical version appears, e.g.[in [6]).
Konig and Terhal([17] showed that any single output extraig@lso good against quantum storage. They
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also showed that any extractor with eregrhas at mos2®(®e error againsb quantum storage. Thus, if
some extractor has a good dependence on the error (as isldtease) one can make the extractor good
against quantum storage by taking a longer seed (often, longer gn{y () bits).

It is tempting to conjecture that every extractor againassical storage should also be good against
guantum storage. However, Gavinsky et. al. [9] show an el@wifpan extractor that works well against
classical storage but fails even against much shorter qoastorage.

To summarize, many techniques and constructions genertid work well against quantum storage.
Yet, in spite of much effort none of the above methods giveartseed extractor against quantum storage.
[14,/15] have seed lengthi(n) and the variant with almost pair-wise independence hasleaegthO (k) =
O(n — b), wheren is the length ofz, k is the amount of min-entropy in the source @nd the bound on
the quantum storage. |[8] is applicable only to sources witioat full min-entropy. [[17] show any single
output bit extractor is good against quantum storage, andhfoits their method gives: log n seed length.
Alternatively, they show one can do with(logn + b) seed length, which is again not applicablé i
relatively large (say, super-polynomial). However, dlealdy, there are many explicit constructions with
poly-logarithmic seed length, some even with logarithméeds length. Some of these constructions are
summarized in Tablg 1. A natural question that repeatedbears in the above mentioned papers is whether
one can show a logarithmic seed length extractor againsitgomestorage.

In this work we show that Trevisan’s extractor [26] is alsod@gainst quantum storage, with somewhat
weaker parameters. Our work gives the first solution to thepy amplification problem against quantum
storage with logarithmic seed length. We summarize thenpaters of the known classical extractors against
quantum storage in Tabld 1. We believe that other extraaiosteuctions should also be good against
quantum storage.

Trevisan’s extractor is built uponraconstructiblepseudo-random generator (PRG). Loosely speaking,
in such structures any mechanism that breaks the extragqrdistinguishes its output(z,y) from uni-
form) can be used together with a short advice to reconsitsitputz. This kind of reasoning looks well
suited to generalizations to extractors against quantarage. Assume Charlie can distinguish the extractor
output E(z, y) from uniform usingb qubits of storage. Then, the reconstruction property tedleze should
be able to reconstrucat using Charlie’s reconstruction procedure, higubits of information and a short
advice ofa classical bits. Thus, we can reconstructe {0,1}" using onlya + b qubits. Basic Quantum
information theory tells us then that+ b > n, or putting it differently, whenever < n — a we can output
uniform bits.

The actual proof is more complicated. The most fundamentalpm that arises in the proof is that
guantum advice is fragile, and using it once degrades its Thiexactly the main problem dealt with in
[1,[18,[2]. Simplifying things, this problem forces the rastruction to use only few queries of Charlie, and
this forces us to use locally list-decodable codes (seed®éd). We defer the technical description of the
problems we encounter and their solution to Sedtion 5. Weentle less, summarize the result we get in:

Theorem 1.1. There exists a constansuch that for every > 3 > 0,v < O‘_B, k=n*b=nPe>n",

m = O(g55(§)1/¢) there exists an explicitk, b, €) strong extractorE : {0,1}" x {0,1}" — {0,1}™

against quantum storage, with seed length O(log n).B

The seed length i©(log n) and matches the lower bound up to constant multiplicatietofa. The error
¢ is not that good, as it can not get below, elg’k. The number of extracted bits is abqgg—n(g)l/c =

kM) This should be compared with abolit — b)l—V , for ~ arbitrarily small, in Trevisan's extractor
against classical storage. Thus we have a polynomial laesdomenpared to the original classical scheme.

“The constant we currently achieve is = 15.



required| no. of truly | no. of reference Against quantum storage
entropy | random bits | output bits

n—t O(t+1logn) | n—t—0O(1) | Fourier analysis, collision [6] | v'[8]

Any k O(n) kE—0(1) Pair-wise independence, [13] v'[14]

Any k O(k) kE—0(1) Almost pair-wise ind.,[[24, 10] v/, based on[14]

Any k O(lfog;,f) k1o [26] v, This paperm ~ e(%)%®)
\ Any k \ O(logn) \ Q(k) \ [18,/11)7] \ ? \
| Any k[ logn | k | Lower bound[[21], 22] | v \

Table 1: Milestones in building explicit strong extractobs= n — k. The errore is a constant.

2 Preliminaries

We begin with some standard notation. A distributibnon A is a functionD : A — [0, 1] such that
Y wen D(a) = 1. z € D denotes sampling according to the distributibn U; denotes the uniform
distribution over{0,1}*. We measure distance between two distributions with theati@nal distance
d(Dl,Dg) = %|D1 — D2|1 = %ZaEA |D1(a) — Dg(a)| = IMaxgcA Dl(S) — DQ(S), WhereD(S) =
Y ses D(s) = Praep(a € 5).

The entropy ofD is H(D) = Eqep log(1/D(a)). The min-entropy oD is H (D) = min,. p(a)>0 1/1log(D(a)).
If Hoo(D) < k, then for alla in its supportD(a) > 27*. A distribution is flat if it is uniformly distributed
over its support. For flat distributiond(X) = H(X). Every distributionX with H.,(X) > k can be
expressed as a convex combinatipjxy; X; of flat distributionsX; with min-entropy at least.

A superposition is a vector in some Hilbert spadé,, denotes a Hilbert space of dimensigh A
general quantum system is imgixed state-a probability distribution over superpositions. Uet;, |¢;)}
denote the mixed state where superpositign occurs with probabilityp;. The behavior of the mixed state
{pi, |¢i)} is completely characterized by itlensity matrixo = >, p; |¢;)(¢;| in the sense that two mixed
states with the same density matrix have the same behavitar amy physical operation. Notice that a
density matrix over a Hilbert spadé belongs toH om(H,H), the set of linear transformation frof to
‘H. Density matrices are positive semi-definite operatorstewve trace.

A POVM (Positive Operator Value Measure) is the most gerferahulation of a measurement in quan-
tum computation. A POVM on a Hilbert spagé¢ is a collection{ E;} of positive semi-definite operators
E; : Hom(H,H) — Hom(H,H) that sum-up to the identity transformation, i.&;, = 0 and>_ E; = I.
Applying a POVM{E;} on a density matriy results in answef with probability Trace(F;p). A boolean
POVM has only two possible resulisand1.

For a probabilistic algorithnd and an input:, we letA(z) = 1 if A acceptse with probability at least
2/3, A(z) = 0 if A rejectsz with probability at leas2/3 and A(xz) = * otherwise. Similarly, ifQ is a
boolean POVM ang is an input state, we denot@(p) € {0, 1, x}.

3 Extractors against qguantum storage

3.1 Extractors and privacy amplification

Alice holds a stringe drawn from the uniform distribution. An adversatyis given some partial information
aboutz in two ways:

e First,C is told a small subseX C {0, 1}" from which the input: is taken.
e Second, we le€ keepb bits of information about:.

In the classical world we model the second item by two anbiyraorrelated random variable¥ and
C, with the constraint thaf’ is distributed oveO0, 1}b. In the quantum world, we say dn, b) quantum
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encoding is a collectioqp(z)} ¢ 1y~ Of density matricep(z) € Hy, and we letC hold any (n, b)
guantum encoding oX.

Our goal is to find a functior? : {0,1}" x {0,1}" — {0,1}™ such thatE(X,U;), which is the
distribution obtained by picking € X,y € U; and outputtingE'(x, y), "looks uniform” to the adversary
C'. We define this as follows. We say a boolean #Bst-distinguishesD; from Dy if |Pry, cp, [T'(z1) =
1] — Pra,ep, [T(x2) = 1]| > e. We sayD; is e-indistinguishable fromDs if no boolean POVM can
distinguishD; from D,. We are now ready to define:

Definition 3.1. A functionE : {0,1}" x {0,1}* — {0,1}™ is a(k, b, ¢) strong extractor against quantum
storage, if for any distributionX C {0,1}" with H..(X) > k and every(n, b) quantum encodingp(x)},
Ui o E(X,Uy) o p(X) is indistinguishable frond/;.,, o p(X)E

In the definition we could have replaced the condition "foy distribution X C {0,1}" with H(X) >
k" with the condition "for anyflat distribution X C {0,1}" with H,,(X) > k", as any distributionX C
{0,1}" with H.(X) > k can be expressed as a convex combination of flat distritaitioth min-entropy
k.

We similarly define dk, b, €) strong extractor againstassicalstorage, where we allow the adversaty
two types of information: first we tell’ thatx is drawn from a small subsef C {0,1}", and second, we
let C storeb bits of information about. However, classically, these two types of information aeundant.
Formally,

Lemma 3.1. LetE : {0,1}" x {0,1}" — {0,1}"™. Letk > b > 0 ande > 0.

e If Eis a(n,b,e) strong extractor against classical storage, thens a (n — b, €) strong extractor,
and,

e If Bisa(n — b+ loge™!, ¢) strong extractor the? is a (n, b, 2¢) strong extractor against classical
storage.

Proof. For the first item, say: is drawn from some flat distribution ove*~" elementsX. Let 7 :
{0,1}" — {0,1}" be some permutation mapping to {0,1}"~" x 0°. If we choose the information
C stores to be the lagtbits of 7(z), thenPrcx[C = 0°] = 1 and(U,|C = 0°) = X. E is an extractor
against classical storage andigoo E(X, U;) is e close to uniform. It follows that is a(n — b, €) strong
extractor.

For the second item, assuniékeepsb bits of information. If we look at the marginal probability
of C values, we see that except for probabilityC' gets a string: such thatPr[C' = ¢] > €27 and so
Hoo(X|C =c)>n—b—loge tand(U; o E(X,U;) | C = c) is e close to uniform. Thu& is a(n, b, 2¢)
strong extractor against classical storage. O

The above argument does not generalize to quantum storagge fo@nal reason is that it is not clear
how to define the conditional distributidX |C' = p) whenC may be quantum. Rennér [23] defirsgaooth
min-entropyfor this case, but still it is not clear how to define the maadjidistribution itself as it depends
on which measuremeidf chooses to take later.

Another way to look at the problem is as follows. In the cleakiworld C' has to first choose bits
of information about: which already determines a distributioX |C' = ¢), and only then an independent
random seed € {0,1}" is chosen and?(z,y) is calculated. In the quantum world, however, things are
not that simple.C first chooses: qubits of information about. This by itself does not determine any
classical distributionX on {0,1}". Next, an independent random seed {0,1}" is chosen and?(z, y)
is calculated. Finally” may choose which measurement to make based amdy. The problem is that it
may be possible fof’ to make a measurement that will correlate the distribuffowith the seed;, making
the extractor useless. This point of view is further exdim [17].

U o E(X,U;) o p(X) denotes the mixed state obtained the samplirg X,y € {0,1}" and outputtindy, E(z, y)) @p(z).
Similarly, Uz1.. x p(U) denotes the mixed state obtained the samplirg X, w € {0, 1}'"™ and outputtindw) ®p(z).
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3.2 Random access codes

A similar problem to the one above appearsandom access code§Ve now explain what random access
codes are, as this will turn out to be a basic building bloctunresult.

A fundamental result in quantum information theory, Holewbeorem|[12], states that no more than
classical bits of information can be faithfully transmittby transferringh quantum bits from one party to
another.

Theorem 3.1. (Holevo) Let{p(x)} be any(n,b) quantum encoding. LeX be a random variable with
distribution {p, } and letp(X) = E,p(x) = ), pzp.. If Y is any random variable obtained by performing
a measurement on the encoding, tHéx : V) < S(p(X)) — E.S(p).

In view of this result, it is tempting to conclude that the erpntially many degrees of freedom latent
in the description of a quantum system must necessarilyrstlalen or inaccessible. However, the situation
is more subtle since the recipient of thegqubit quantum state has a choice of measurement he can make
to extract information about their state. In general, thegasurements do not commute. Thus making a
particular measurement will disturb the system, therelsirdging some or all the information that would
have been revealed by another possible measurement. |ri@bainis et. al.[[1] ask whether there exists
an(n, b) quantum encodingp(x)} such that the recipient can learn any:iof his choice. I.e., they define:

Definition 3.2. (based on[[2]) LetF C {0,1}". AF ¥ ¢ quantumrandom accessncoding is ann,t)
encoding{p(z)}, » such that for every < i < n, thereis a POVME' = {&,&(} (i.e.,Ei+ & = 1,E} =
0) such that for allb € {0, 1}" we haveTrace(&], (b)) > p.

They prove:

Theorem 3.2.[19,[2] Let < p < 1. Any quantun{0, 1}" ¥ t encoding satisfies> (1 — H(p))n.
A slight variant of this gives:

Theorem 3.3.Letd > 0, F C {0,1}".

145
1. Any quantun¥ AN encoding satisfies > Q(kf;n -log | Fl).

2. Any quantun¥ = encoding satisfies > Q(% -log | F1).

1

Proof. We use the proof technique ofl[1]. First, one can turn {hel }" §:>6 t encoding into another
{0,1}" [ O(t x T) encoding, with = O(log ¢~ /6?), as follows. The new encoding 1 copies of the
original encoding. The decoding is the majority vote ovexthdecoding of thél' copies. By Chernoff,
The probability of error is at most

Fix e = -5 for some constantthat will be fixed later. Consider sonfec 7 and its encoding = p(f).
For everyi € [n] the measuremeidt’ recoversf; with probability at least — e, i.e., almost with certainty.
It is shown in [J_ﬁ that applying sequentially the measuremefits. .., £" results in a distributiort” that
outputs(fy,..., fn) with probability at least — 4n\/e = 1 — 4,/c. Takingc small enough, we recover
with probability . By Holevo's theoremT't > I(Ur : Y) > Slog(|F|).

For the second item notice that one can tufal } " = encoding into anothef0, 1}" =y OtxT)
encoding, using’ = 2log,s €, and the rest is as before. O

We remark that the above results hold also in the averagessiting, i.e., even when we only require
thatE; Trace(€7, f (b)) > p. In our terminology, we look at the functia : {0, 1}" x {0, 1}t=len 5 10,1}

defined byE(x, i) = z;, and we say that forany > 1,e > 0, if b = O( < k) thenEis a(k, b, €) strong

logn

extractor against quantum storage. l.e., we constructiolgée bitoutput strong extractor against quantum
storage. The construction we present in Secfidons 5 ext@iml®tan extractor with a longer output.

8Implicit in the proof of Lemma 4.2.



4 Local list-decoding

A code is a functiorC : 3™ — X". We identify a binary cod€ with its imageC = {C(z) | z € ¥"}. The
distancet of the code is the minimum distance between two codewords Tihe balls of radiug5* around
codewords are disjoint, and therefore one can uniquelyecbup to so many errors. If we allow more than
d/2 errors several decodings are possible. In many cases oralearalmost up to the distance errors and
still get only few possible decodings. We says (p, L) list-decodable if for every € 3™ there are at most
L codewordsy such thatg(z,y) & {i € [n]|z = vi}| > pn.

As always one can study the combinatorial properties of & codask for an explicit decoding algo-
rithm. If the decoding algorithm makes only few queries ® torrupted word, we say it lscal. Formally,

Definition 4.1. (local list-decoding) Le€ : X" — ™. We sayC has a(q, pqgr, 8) local list-decoding if:
o CiS (pagr, L) list-decodable.

e There exists a probabilistic, polynomial time oracle maehil that on inputk € [L] andi € [n]
outputs a valued*(k, i) € {0,1}. A can make at most queries and each query is in the range.

e For every deterministic functiop : X" — ¥ and everyr € X" such thatag(y,C(z)) > pn, there
existsk € [L] such that for every € [n], Pr[AY(k,1) = z(i)] > 5.

Sudan, Trevisan and Vadhan proved:

Theorem 4.1. [25] For everyo = §(n) > 0, there exists an expliciz, n|, binary code with output length
n = poly(n, %) andpoly(n) encoding time, that i§g = poly(logn, %), % + 0,1 —¢) local list-decodabl

In our case we do not have access to a deterministic fungtioin] — X, but rather to a probabilistic
procedure that has high on average success probability. ré\g\aen a probabilistic oracle® : [n] — 3.
Fory : [n] — X defineag(O,y) o Pricin,0(0(i) = y(i)). We would like to do local list-decoding when
given access t@. Formally,

Definition 4.2. (probabilistic oracle, local list-decoding) L&t : ¥ — X". We sayC has a(q, pagr, 3)
probabilistic oraclelocal list-decoding if:

o CiS (pagr, L) list-decodable.

e There exists a probabilistic, polynomial time oracle maehil that on inputk € [L] andi € [n]
outputs a valued*(k, i) € {0,1}. A can make at most queries and each query is in the range.

e For every probabilistic oracleD : X" — D and everyz € X" such thatag(O,C(z)) > pn, there
existsk € [L] such that for every € [n], Pr[A° (ki) = z(i)] > B.

If we takeO, and for every query € [7] we sampley; = O(j) then by Chernoff, with high probability,
the sampled string also has high agreement witl(z) and thereforer appears in the output list. A
problem, however, is that the indéxwherex appears in the list, may depend on the specific styinge
sample, whereas the definition requires us to have one ihd&xch that with high probability over the
internal coins the output i8(7). Going back to the construction of [25] one can check that¢bindition is
indeed satisfie.AItogether,

"The code in[[25] is Reed Muller concatenated with Hadamartk [ist-decoding algorithm first list-decodes the Hadamard
code, and then uses the result to list-decode the Reed Mubk. As the Hadamard list decoding returns a list, it iselbets
use there list recovery. Working out the parameters we geitdiee| F| that is|F'| = O(lo(gs#). With | F'|* queries the algorithm
solves the local list-decoding problem and worst-case arsany query. We note that withF'|> queries the algorithm can answer
correctly on most, with success probability close 19 and this also suffices for the arguments in later sectionvever, we prefer
to pay a larger polynomial in the queries and state the resaltleaner way.

8This is because the advice is a poinand a valuer such that(v) = o, and with high probability such an advice separates
for mostof the sampled stringg, the true codeword () from the other codewords that arise fram
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Theorem 4.2. (based onl[[25]) For every = §(n) > 0, there exists an expliciti, n]2 binary code with out-
put lengthn = poly(n, 1) andpoly(ni) encoding time, that i& = poly(log n, §), 5+46,1—4) probabilistic
oracle, local list-decodable.

5 Black-box PRGs

Trevisan showed that good classical black-box PRGs gieetoigiood classical extractors. In this section
we show that good classical black-box PRGs vigtlv querieggive rise to good classical extractors against
guantum storage

We begin with a purely classical definition:

Definition 5.1. (black-box PRG) Le@/:M =101} . {0 1}" — {0,1}™ be a classical oracle machine with
oracle calls to a functiory : [n] — {0,1}. (G/, R) is a black-box(e, p)-PRG witha advice bits and;
queries, if:

e Ris aclassical oracle circui?(adv, z) with inputsadv € {0,1}* andz € [n].

e For every Boolean functiorf : [n] — {0,1}, and every probabilistic oracld that e—distinguishes
U; o GY(Uy) from uniform, there exists an advieglv = adv(T, f) € {0,1}* such that for every
i € [n], RT (adv,i) computesf (i) with probability at leasp, and makes at mosgtqueries tal".

We call R the reconstruction algorithm Sometimes we omi and sayG/ is a black-box(e, p)-PRG,
meaning that there exists some reconstruction algorithah sbat(G7, R) is black-box(e, p)-PRG.

Trevisan [26] showed that black-box pseudorandom gersragive rise to extractors. We show they
actually give rise to extractors against quantum storags,their quality depends on the number of oracle
calls in the reconstruction algorithm.

Proposition 5.1. (generalizing [26]) LetG/, R be as above. Suppo$6/, R) is a black-boxe, p = 1—6)-
PRG witha advice bits and; queries. TherE : {0,1}" x {0,1}" — {0,1}™ defined byE(f,y) = G/ (y)

is a (k, b, 2¢) strong extractor against quantum storage, for= Q(hygl‘()l%(a + gb)) + loge™t andt =
2n

log
( logrri '

Proof. LetT be a quantum test usirbgyubits of side informatiom. We currently think ofl" as a probabilis-
tic oracle. LetF be the set of all functiong € {0,1}" for which T" e-distinguished; x E(f,U;) x p(f)
from Uy x U, x p(f). We will show | F| = 20((a+b)log(n)/leg(1/49)) " For anyX C {0,1}", | Pr[T(U; x
E(X,U;) x p(X)) = 1] = Pr[T(Uy x Up, % p(X)) = 1]| < Egex|Pr{T(U, x E(f,Up) x p(f)) =
1] = Pr[T(U; x Uy, x p(f)) = 1]| < €+ Pryex[f € F|. Thus,E is a(log '—]:‘,b, 2¢) strong extractor
against quantum storage.

We now showF is indeed small. For any € F, given the right advicedv = adv(T, f) € {0,1}"
the circuit R” (adv, -) computesf : [n] — {0,1} with worst-case success probabiljtyand ¢ queries to
T. We replace each query 6 with a quantum circuit acting on its classical input and atependent
b-qubit state that is initialized tp. Thus, altogether, the new circuit usgsqubits of side information.
Notice that because the inputs to the different queriesrapeaduct state, the answers to tHeueries are
independent. The resulting quantum circuit recovers ed@adf tf : [n] — {0, 1} with probability p. Thus,

F has a random access code of length ¢b. By Theoren 3.3, itenl (2 + ¢b = Q(Mlogy}“\) as

logn

desired. O

Thus, we reduced the problem of finding extractors agairestigun storage to the classical question of
finding good black-box PRG witfew queriesIn the next section we will prove:



Theorem 5.1. Lete > 0, m < n. There exists an explicit black-bdx,1 — 5=) PRG G/:M={0.1}

{0,1}" — {0,1}™ witha = O(m* +log n) advice bits, seed length= O(llig; :
queries.

) andgq = poly(log n, )

m

Plugging Thnm 5.1 into Propositidn 5.1 we get Theotenh 1.1.

5.1 A black-box PRG with few queries

Trevisan's PRG[26] is based on the Nisan-Wigderson FRG [#0ich has ayjood on averageeconstruc-
tion algorithm. Formally,

Definition 5.2. LetG/, R be as above(G/, R) is a black-boX, p)-PRG withaverage-casgeconstruction
with a advice bits and; queries, if for every Boolean functiof : [n] — {0,1}, and every probabilistic
oracleT that e—distinguished/; o G/ (U;) from uniform, there exists an adviedv = adv(T, f) € {0,1}*
such thatR” (adv, x) makes at most queries tol’ and Pr[R” (adv, x) = f(z)] > p, where the probability
is over a uniforme € [n] and the internal coins oR and 7.

The NW PRG is a black-box PRG with average-case reconstructiorecifsgally, for everye > 0,

NW/=101) 2 10,1} — {0,1}™ has(e,p = $ + =) average-case reconstruction with= O(m?)
2

advice bits and = O(1%-) TheNW reconstruction algorithm uses exactly one oracle call éodistin-

log m

guishing algorithm. Trevisan used that to prove the folloyvi

Lemma 5.1. (Trevisan's worst-case to average-case reduction for lelaax PRG) AssuméG’ | R) is
a black-box(e, + + §)-PRG with average-case reconstruction usingdvice bits. Further assume the
reconstruction algorithmr is deterministic. LeC[n,n], be a(3 + 4, L) list-decodable code. Define

TR/ (y) = NWCWU) (). ThenTR/ is a black-boxe, p)-PRG witha + log L advice bits.

Proof. Supposel’ e-breaks the PRAR/ = NWC(), W.l.o.g. we can assunig is deterministic. Let
f =c(f) € {0,1}". Given the right advicadv = adv(f,T) to R, RT (adv,-) is a deterministic func-
tion computingf; with average success probabilipyoveri € [n], and using only one query t6. The
advice to the new reconstruction algoritiithincludes the stringdv. R’ uses the reconstruction algorithm
RT (adv,-) on eachj € [n]. The resulting string/ € {0,1}" has(% + &)n agreement withf. We now use
the list decoding algorithm to get a list of up focodewords irC that are% + ¢ close toy. We know f is
the list. By addindog(L) bits to the advice, we can let the advice tell us which of théegeords in the list
is f. We have recoveredl usinga + log L advice bits and: queries. O

Trevisan could toleraté queries. We, however, in light of Propositiobn]5.1, need tluoe the number
of queries. We still want, however,vaorst-casereconstructioﬁ The idea is to také€ to be a locally list-
decodable code. As our oracle is a probabilistic functiomtwhe actually need is a probabilistic oracle,
locally list-decodable code. This leads to:

Lemma 5.2. (worst-case to average-case reduction for black-box PRi@Ggusnly few queries) Assume
(G', R) is a black-box(e, 3 + 6)-PRG with average-case reconstruction usingdvice bits. Let be a
(¢, 3 + 8,p) probabilistic oracle, local list-decodable binary code.efne TR/ (y) = NWCW)(y). Then
TR/ isa black-box(e, p)-PRG witha + log L advice bits and; queries.

Proof. Supposel” e-breaks the PRA@R/ = NWC(). Let f = C(f). Given the right adviceidv =
adv(f,T) to R, R (adv, -) computesf; with average success probabiljiyoveri < [7] and a single query
to T'. The advice to the new reconstruction algoritf®hincludes the string.dv.

®In fact, looking at the argument of Proposition]5.1 we seé allave need is just amplifying the average-case successapro
bility, say to some constant, and we can give up on worst-esnstruction. This, in fact, can reduce the polynomidltieorem
[4.2 and Theoref 11.1. However, as we do not care about thd aclyaomials we get, we proceed with the cleaner notions.



Now assume we ask’ for the value off;, i.e., we wish to comput&'” (adv, 7). We do that as follows.
We apply the probabilistic oracle, local list-decodingaalthm of C, and getg queriesiy, ... ,i, to f =
C(f). We answer thg'th query with the probabilistic oracl&’ (adv, i;) and we output the decoding result.
By the probabilistic oracle, local list-decoding propeffir everyi € [n] the reconstruction oracl&’”,
with additionally the right: € [L], outputs the right answer with probability at least O

Putting it together, we prove Theoréml5.1

Proof. Lete > 0,m < n. Let NW/:"={01} . £0.1}* — {0,1}™ be the Nisan-Wigderson PRG with
a = O(m?) advice bits and’ = O(ll‘gnﬁ). Nisan and Wigderson showed thstV/ is a black-box

(¢, + §) PRG with average reconstruction ahe- o=
LetC be the(q, 1 + 6,1 — ) probabilistic oracle, local list-decodable binary codd béoreni4.R, with
q = poly(logn, %) and|L| < i = poly(n) possible decodings. DefireR/:"—={0.1} {0, 1}t, — {0,1}™
2n
by TR/ (y) = NWCU)(y) with ¢/ = O(lﬁ)ggnf ). By LemmaB.PTR/ is a black-box(e, 1 — 6) PRG with

a = O(m? + logn) advice bits ang queries. O

6 Open problems

The ideal solution to the problem of classical extractomreg} quantum storage, is to find a natural, generic
transformation from a strong extractor to a strong extraatfainst quantum storage with about the same
parameters. Gavinsky et. al [9] showed this is impossikléhdre a natural class of constructions that does
hold against quantum storage? Even if not, a natural obgdito prove that many of the current explicit
extractors (and in particular [18, /11, 7]) are good evenragajuantum storage.

The parameters given in Theorém]1.1 can be improved. E.g.Qoly needs to be able to recover many
of the message bits. A more pressing question is whetherndiaceor can tolerate smaller errors, as this
may allow using it as a building block in other constructions

Acknowledgements

| would like to thank Avi Ben-Aroya, Ashwin Nayak and PranagnSor stimulating talks on the subject.

References

[1] A. Ambainis, A. Nayak, A. Ta-Shma, and U. Vazirani. Derggantum coding and quantum finite
automata. IISTOGC pages 376—383, 1999.

[2] A. Ambainis, A. Nayak, A. Ta-Shma, and U. Vazirani. Dermggantum coding and quantum finite
automataJournal of the ACM49(4):496-511, 2002.

[3] C.H. Bennett, G. Brassard, C. Crepeau, and U. Maurer. e@dined privacy amplification.|EEE
Transactions on Information Theqr§1(6 Part 2):1915-1923, 1995.

[4] C.H. Bennett, G. Brassard, and J.M. Robert. Privacy #ioation by public discussiorSIAM Journal
on Computing17(2):210-229, 1988.

[5] M. Christandl, R. Renner, and A. Ekert. A Generic SegquRtroof for Quantum Key Distribution.
Technical report, Arxiv preprint quant-ph/0402131, 2004.

[6] Y. Dodis and A. Smith. Correcting errors without leakipgrtial information.STOGC pages 654-663,
2005.



[7] Z. Dvir and A. Wigderson. Kakeya sets, new mergers ancegtdactors. IiFOCS page ??, 2008.

[8] S. Fehr and C. Schaffner. Randomness Extraction viaaERitised Masking in the Presence of a
Quantum AttackerArxiv preprint arXiv:0706.26062007.

[9] D. Gavinsky, J. Kempe, I. Kerenidis, R. Raz, and R. de Wdkponential separations for one-way
gquantum communication complexity, with applications tgptography.STOG pages 516-525, 2007.

[10] O. Goldreich and A. Wigderson. Tiny families of funat® with random properties: a quality-size
trade-off for hashingRandom Structures & Algorithm&1(4):315-343, 1997.

[11] V. Guruswami, C. Umans, and S. Vadhan. Unbalanced Egrarand Randomness Extractors from
Parvaresh-Vardy Codes. Computational Complexifypages 96-108, 2007.

[12] A.S. Holevo. Some estimates of the information trartadi by quantum communication channels.
Problems of Information Transmissic@:177-183, 1973.

[13] R. Impagliazzo, L. Levin, and M. Luby. Pseudo-randommeation from one-way functionsSTOG
pages 12-24, 1989.

[14] R. Konig, U. Maurer, and R. Renner. On the Power of QuanMemory. Arxiv preprint quant-
ph/03051542003.

[15] R. Konig, U. Maurer, and R. Renner. On the power of quantnemory. IEEE Transactions on
Information Theory51(7):2391-2401, 2005.

[16] R. Konig and R. Renner. Sampling of min-entropy rekatte quantum knowledgeArxiv preprint
arXiv:0712.42912007.

[17] R. Konig and B. Terhal. The Bounded-Storage Model inRinesence of a Quantum AdversalyEE
Transactions on Information Theqry4(2):749-762, 2008.

[18] C. Lu, O. Reingold, S. Vadhan, and A. Wigderson. Extext Optimal up to constant factors. In
STOC pages 602-611, 2003.

[19] A. Nayak. Optimal lower bounds for quantum automata eamlom access codes. FROCS pages
369-376, 1999.

[20] N. Nisan and A. Wigderson. Hardness vs. randomndssirnal of Computer and System Sciences
49:149-167, 1994.

[21] N. Nisan and D. Zuckerman. Randomness is Linear in Spaeirnal of Computer and System
Sciences52(1):43-52, 1996.

[22] J. Radhakrishnan and A. Ta-Shma. Bounds for Dispergatsactors, and Depth-Two Superconcen-
trators. SIAM Journal on Discrete Mathematjck3:2, 2000.

[23] R. Renner.Security of Quantum Key DistributiorPhD thesis, Swiss Federal Institute of Technology
(ETH) Zurich, September 2005. available at http://arxiylabs/quant-ph/0512258.

[24] A. Srinivasan and D. Zuckerman. Computing with Very Wétandom SourcesSIAM Journal on
Computing 28(4):1433-1459, 1999.

[25] M. Sudan, L. Trevisan, and S. Vadhan. Pseudorandomrgeme without the xor lemmalournal of
Computer and System Sciencg(2):236—266, 2001.

[26] L. Trevisan. Extractors and pseudorandom generafiongrnal of the ACMpages 860-879, 2001.

10



	Introduction
	Preliminaries
	Extractors against quantum storage
	Extractors and privacy amplification
	Random access codes

	Local list-decoding
	Black-box PRGs
	A black-box PRG with few queries

	Open problems

