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We give an achievable secret key rate of a binary modulated continuous variable quantum key
distribution schemes in the collective attack scenario considering quantum channels that impose
arbitrary noise on the exchanged signals. Bob performs homodyne measurements on the received
states and the two honest parties employ a reverse reconciliation procedure in the classical post-

processing step of the protocol.

PACS numbers:

I. INTRODUCTION

Quantum key distribution (QKD) is a way to establish
a key between two communicating parties, traditionally
called Alice and Bob, which is provable secure against
any eavesdropping strategy of an technologically unlim-
ited third party Eve. In principle, Alice and Bob can
achieve this goal by exchanging nonorthogonal quantum
states as signals and using non-commuting measurements
on the receiver side. Any eavesdropper needs to interact
with these quantum signals to gain information about
the sent signal. This inevitably causes a disturbance of
the signals and leads to errors in the data that Alice and
Bob observe. If the amount of errors lies below a cer-
tain threshold, Alice and Bob proceed by post-processing
their data: they correct for errors and employ privacy
amplification to cut out any residual information that
Eve might have with the raw key. In this article, we
give a lower bound to the secret key rate of a continuous
variable (CV) QKD scheme [1, 2, 3, 4] employing homo-
dyne detection in the collective attack scenario. As the
outcomes of Bob’s measurement are continuous, it is con-
venient to characterize Eve’s interference with the signal
states by the first and second moments of Bob’s mea-
surement outcomes. These parameters are usually given
in terms of the observed loss and the excess noise of the
quantum channel connecting Alice and Bob. The proof
technique presented here can be used to compute secret
key rates of a binary modulated CV-QKD scheme for ar-
bitrary, in particular non-Gaussian observations, thereby
extending the results given in [3]. This is important from
a conceptual point of view, as the optimality of Gaussian
attacks |5, 6] has only been shown for CV-schemes us-
ing a Gaussian modulated set of coherent states as input
|4, 7, 18]. So far, the security of the binary scheme is not
fully established yet, even if one limits the eavesdrop-

per to collective attacks. Our analysis presented here is
restricted to the asymptotic key limit as the number of
exchanged signals n approaches infinity.

We consider the class of collective attacks |9, [10],
thereby limiting Eve’s possible interaction with the sig-
nal states. In this scenario, Eve can only interact with
each signal individually, but she can store these quantum
states for later usage. In the classical post-processing
phase, Alice and Bob exchange information about their
shared bit strings over a authenticated classical channel.
This information eventually leaks to Eve, who can make
use of this additional knowledge to employ optimized
measurement on her quantum states. Our starting point
of the security estimation presented here is to assume
that the quantum state effectively shared by Alice, Bob
and Eve, is of product form p%’é - In contrast to that,
the most general coherent attacks can introduce correla-
tions between the quantum states describing subsequent
signals. However, it is known that this kind of attack
does not give any advantage to Eve in the asymptotic key
limit, if the local dimension of the involved Hilbert spaces
are finite [11]. Unfortunately, the quantum de Finetti
theorem cannot be directly applied here, as one needs
to bound the local dimension of Bob’s received states,
which generally is infinite dimensional in CV-QKD. Re-
cent work |12] indicates that there is hope that one can
extend this results to the infinite dimensional case.

The experimental feasibility of various CV-QKD
schemes using coherent states as input and variations
of homodyne detection has already been demonstrated
I7,18,113,114, 15,116, [17]. Although promising from a tech-
nological point of view as the measurement can operate
at high repetition rates, the efficiency of these schemes
seems to be limited by the classical post-processing pro-
tocol. In general, the performance can be improved by
using reverse reconciliation (RR): one reverses the flow
of classical information in the error-correction step of the
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protocol, so that the raw key is based upon Bob’s mea-
surement results [7]. If a practical error-correction pro-
cedure with non-ideal efficiency is considered, additional
procedures like postselection [1&] might become favorable
to increase the efficiency |3]. Here, we limit ourselves to
the idealized scenario of CV-QKD involving noiseless de-
tectors and perfect error-correction. Consequently, we
suppose that a RR protocol without postselection pro-
cedures is used. The aim is to present the still missing
security analysis for a discrete modulated CV-QKD valid
in an idealized setting but considering arbitrary noise in
the collective attack scenario. It should also be noted
that in a typical physical realization, Alice sends an ad-
ditional phase reference pulse to Bob via Eve’s domain.
In general, Eve could interact with this additional mode
as well to gain more information about the exchanged sig-
nals. As shown by Héaseler et al. [19], a full security proof
would have to take the full two mode structure of the
signals into account, but also additional measurements
have to be done to test the reference-signal structure of
the two modes. Here, we present a simplified proof and
assume that Bob’s phase reference is prepared locally.
Consequently, our signals are single modes.

Typical experiments show that the dominant contribu-
tion to the excess noise in CV-QKD is due to the elec-
tronic noise of the detectors [15]. Therefore, we expect
the channel excess noise relevant in CV-QKD to be rel-
atively low and of the order of a few percent. Our anal-
ysis is based on work done by Rigas [20], who gave an
estimation of the maximal eigenvalues and correspond-
ing eigenstates of a quantum state based on homodyne
detection. In our protocol, Alice uses coherent states as
signals. If the quantum channel imposes loss onto the sig-
nals, but is noiseless otherwise, Bob’s received states p7%,
conditioned on Alice sending the bit-value x, are pure co-
herent states. In contrast to that, Bob will receive mixed
conditional states if the quantum channel imposes ad-
ditional noise upon the signals. Consequently, the maxi-
mal eigenvalue of the received states p% will deviate from
unity as 1 — £,. In this article, we use €, together with
the overlap of the corresponding eigenstates &, as a fig-
ure of merit to quantify the amount excess noise present
in the quantum channel. These parameters will be con-
nected to the observed measurement outcomes of Alice
and Bob in Sec. V. For £, = 0, we retrieve the known
results for the lossy channel given in Ref. [3]. Therefore,
we expect our approach to yield positive key rates as long
as the noise of the quantum channel and consequently &,
is small enough.

This article is organized as follows: In the next section,
we introduce a binary CV-QKD protocol where Bob is
allowed to coarse grain his continuous measurement out-
comes to discrete bit-values arbitrarily, which will be used
as the raw key. Therefore, we modify the known secu-
rity analysis for collective attacks to include this addi-
tional step in Sec. III. Then, we proceed by computing
the secret key rate of a binary CV-QKD protocol with a
fixed discretization of the continuous measurement out-

comes. This will be done in two steps: in Sec. IV, we
give an expression for the secret key rate in terms of max-
imal eigenvalues and corresponding eigenstates of Bob’s
received conditional states. These parameters are then
estimated via Bob’s homodyne measurement in the pro-
ceeding section. We conclude with a numerical evaluation
of the secret key rate in a experimental relevant scenario
and a discussion of the results.

II. THE PROTOCOL

We consider a prepare-and-measure protocol using
continuous variable states and homodyne detection. In
general, we allow Bob to discretize his continuous mea-
surement outcomes and to do announcements arbitrarily.
However, we also give a description of a concrete protocol
as an example with those steps specified. This specific
protocol will be used in Sec. VI to evaluate the secret
key rate for a typical experiment numerically. Any QKD
protocol can be decomposed into two phases. In the first
phase Alice prepares quantum states and sends them to
Bob, who then performs measurements on them. In the
second phase, Alice and Bob use an authenticated two-
way channel for classical communication to turn the clas-
sical data (knowledge of signals sent, and measurement
results) into a secret key.

Quantum phase:

1. Alice sends a sequence of coherent states with
amplitude a but randomly selected opposing
phase, |a) or | — a), to Bob. Alice stores her
choice for signal 7 in a variable x; by assigning
to the choice |a) the value z; = 1, and to |—a)
to €Ty = 0.

2. Bob randomly measures each signal with a ho-
modyne measurement corresponding to the ¢
or p quadratures |18]. We denote Bob’s mea-
surement results as y; and denote the basis
choice by the binary variable b; (We choose
the reference frame such that the signal states
are modulated in the ¢ quadratures.

Classical phase:

3. After the quantum phase, Bob announces for
each signal the measurement basis.

4. Alice and Bob test their correlations by pub-
lishing randomly selected data points x; and
yi. Moreover all of their data (Alice’s modula-
tion and Bob’s full measurement result) that
originated from Bob measuring the p quadra-
ture is published and used to check for Eve’s
interference.



5. Alice and Bob dismiss the data that originated
from measuring in the p basis for the remain-
ing key distillation part of the protocol in or-
der to obtain the sifted key.

6. Let us denote the string of outcomes pertain-
ing to the sifted key as {#,y}. From the col-
lection of outcomes ¢ Bob computes a string 4
and y y to that we will refer to as the announce-
ment and the discretization in the following.

7. Bob announces @ and keeps 5 In general,
the announced vector ¢ will have continuous
entries. Bob could, for example, announce
the modulus |y;| of his measurement result,
whenever he chose the g-quadrature as basis.
The discretization g is vector with discrete en-
tries from which the secret key will be gener-
ated. This could be, for example, the sign of
Bob’s outcomes y; whenever he measured the
g-quadrature.

8. Bob sends Alice error correction information
to allow her to reconcile her string & of the
sifted data to the corresponding string ¥.

9. Alice and Bob do privacy amplification by ap-
plying universal-2 hash functions to the string
5, now shared by Alice and Bob. This will
effectively shorten the string g by n7 bits of
information, where n is number of transmitted
signals.

This protocol is equivalent to an entanglement based
protocol [21]. In step 1, Alice prepares a entangled state
|¥) = %(|O>| —a)+]1)]e)) and sends the coherent state

system to Bob. Then she measures her state in the |0)
and |1) basis. Steps 2 to 9 remain the same.

III. THE SECRET KEY RATE IN THE
INFINITE KEY LIMIT

Our security analysis follows the one given in Ref.
19, 10]. Here, we limit ourselves to the asymptotic key
limit as the number of entries n in the raw key 7 tend
to infinity. Therefore, we only consider leading terms in
n in the formulas. Let X, Y, Y and U denote random
variables that can take the values &, ¥/, 5, 1 as introduced
in the preceding section. In step 6 of our protocol, Bob
announces i, so that this information becomes available
to both Alice and Eve. The classical information con-
tained in the announcement can be formally embedded
in a quantum system py. After the announcement, the
system pxuy describes Alice’s data and pgy describes the
state Eve holds. Later in the step 8 of the protocol Bob
sends error correction information over the public chan-
nel to Alice. As Eve can listen to this channel, the infor-
mation W about the key contained in the error correction
becomes available to her. Again, we can formally embed
this classical information in a quantum state pw. After

the error correction, Alice and Bob share ﬁ and Eve’s
knowledge about the exchanged data is summarized in a
state ppuw. According to Ref. [22] one has to shrink
the raw key by nT = S(Y : EUW) bits of information
in the asymptotic key limit, where S denotes the quan-
tum mutual information [23], so that the final key will
be secure with high probability. The secret key rate that
Alice and Bob finally can obtain is given by H(Y) — nr,
where H(Y) describes the Shannon entropy of Y, which
can be evaluated after the channel test. From Ref. [9]
we know that

=S(Y:EUW)<S(Y:EU)+I(Y:W), (1)

where I denotes the Shannon mutual information [24].
Alice has to correct all the errors in her string & in step
8 of the protocol. Therefore, Bob sends Alice error cor-
rection information. The amount of error correction in-
formation necessary for Alice to succeed is given by

= f(e)H(Y) ~

where f(e) > 1 denotes the efficiency of the error correc-
tion procedure. Alice and Bob know the amount of pub-
lished error correction information after step 8. In the
following, we assume that the error correction is ideal,
so that f(e) = 1. From the Eqgs. ([[2)) we know that we
have to shrink the key in the privacy amplification step
by

I(Y : W) I(XU:Y)), (2)

nt <S(Y:EU)+ H(Y)-I(XU:Y),

bits of information. The length of the final secret key
that Alice and Bob can obtain is given by

nG = H(Y)—nr (3)
> I(XU:Y)-S(EU:Y)
= I(X:Y|U)-S(E:Y|U).

In the third line we have used the result that S(UV :
W)=SU : W|V)+ S(V : W), which also holds for the
classical mutual information I[(UV : W) in particular.
The length of the secret key can be lower bounded as

nG = I(X:Y[U) - S(E:YU)
~ I(X: Y|U) - S(E[U) + S(E[UY)
> I(X:¥|U) - S(Y: B), (4)

where we have used the definition of the quantum mu-
tual information S(F : Y|U) in the second line. The
third line follows from the concavity of the entropy [23]
as we will explain now. After Alice’s and Bob’s mea-
surements, Eve’s knowledge about the exchanged data
is summarized in conditional quantum states p%g. Eve’s
states conditioned on Bob’s measurement outcomes y are
therefore given by

ol =>_ PEp7 . (5)



From the measured outcomes g, Bob computes the an-
nouncement # and the discretization gj This can be
modelled by a classical channel described by some given
conditional probability distribution P (]%),y. The state

pEY can therefore be written as

o5’ = > P (31.5) o (6)

Yy

It follows that the conditional entropy S(E|UY) can be
bounded from below as

where we first used Eq. (@) and then the concavity of
the entropy. Since the conditional entropy S(F|U) obeys
S(E|U) < S(F) by the concavity of the entropy [23], the
last line of Eq.( ) follows with the help of Eq. ().

The lower bound in Eq. () has two terms, one depend-
ing on the discretization ?, one independent of it. We
expect to be able to find a discretization for arbitrary cor-
relations between Alice and Bob, so that the first term
goes to I(X :Y), eg. a family of discretizations Y a
that tend to the identity Yo > Y asymptotically as
A — 0. Here, the parameter A describes the size of the
coarse-graining of continuous measurement outcomes to
a certain discrete value. In Sec. VI we will give a simple
example of a discretization that can achieve the bound
I(X :Y) for particular class of correlations between Al-
ice and Bob without an asymptotic procedure.

In the following, we limit our security analysis to the
collective attack scenario and assume that the total state
shared by Alice, Bob and Eve has tensor product form
pf% g- Thus, the measurement outcomes x; and y; are
independently identical distributed, and we can limit our-
selves to single letter distributions. Then, Bob computes
y and announces values u from his measured value of y.
Therefore, Eq. () can be simplified as

G>IX:Y|U)-S(Y :E), (8)

where we have introduced the single letter random vari-
ables X, Y, Y and U that can take the values z, y, y and
u respectively. The remaining central problem is to find
a upper bound to S(F : Y) as the first term is already
available from the observed outcomes. Without loss of
the generality, we can assume Eve holds the purification
of papp. Define the set Z4pr(p) as a collection of all

of the possible pure state p4pp that compatible with the
observations available from the measurement. The secret
key rate is then given by

G>I(X:Y|U)-

max
PABEEEABE(P)

S :E). (9)

In this article, we calculate this expression (@) for
the binary modulated CV-QKD scheme introduced in
Sec. II. This will be done as follows: first, we will di-
vide the entropy S(Y : E) into three terms. Then we
will give an upper bound to each term independently.
These bounds can either be directly given by Bob’s ob-
served first and second moments or can be expressed as
functions of the maximal eigenvalues and corresponding
eigenstates of Eve’s conditional states. We conclude our
proof by estimating these parameters via the first and
second moments of Bob’s homodyne measurements us-
ing the results of Ref. [20] combined with an argument
based on Schmidt’s decomposition. In the last section
we evaluate the expected secret key rate G for typical
observations numerically.

IV. LOWER BOUND ON THE SECRET KEY
RATE

The central problem of calculating the secret key rate
in a reverse reconciliation scheme according to Eq. @lis to
find an upper bound for the mutual information S(Y : E)
that can be estimated by observable quantities. This
will be done in the following. As the mutual information
between Alice and Eve is given by

S(X : E) = S(E) — S(E|X),

one can express the quantum mutual information S(Y :
E) between Bob and Eve in Eq.(@) as

S(Y:E)=S(E|X)+S(X:E)-S(E|Y). (10)

As already mentioned, we will proceed to calculate an
upper bound for S(Y : E) by bounding the three terms
S(E|X), S(X : E) and S(E|Y) on the right hand side
of Eq. (I0) individually. As we will see later, we can di-
rectly compute an upper bound for S(F|X) from Bob’s
observed data. The remaining two terms will be given as
functions of the maximal eigenvalues 1 — £, and corre-
sponding eigenstates |€,) of Eve’s conditional states p%,.

In Ref. |20], Rigas presented an estimation of the max-
imal eigenvalue and corresponding eigenstate of an un-
known quantum state based on the first and second mo-
ments of a homodyne measurement. We use this result to
estimate the biggest eigenvalue 1 — £, and corresponding
eigenstate |€;) of Eve’s conditional states pf, via Bob’s
measurements. We can express Eve’s conditional states
using this notation as

e = (1= &x)|x) (sl + Exogy (11)



where |&,)(€;| have 0% orthogonal support. We will refer
to the eigenstate belonging to the maximal eigenvalue as
the maximal eigenstate.

In the following, we will assume that the maximal
eigenvalues 1 — £, and eigenvectors |€,) are given. Sec-
tion V contains an estimation of these parameters from
measurement data and will conclude our approach.

It turns out that an upper bound for Eve’s conditional
entropy S(E|X), the first term on the right hand side
of Eq. (I0), can be obtained by exploiting Gaussian ex-
tremality properties [25]. The second term is the mutual
information between Alice and Eve S(X : E), which can
be upper bounded by employing a suitable purification
method. The estimation of the third term, the entropy
S(E|Y) conditioned on Bob’s measurement outcomes Y’
is technically more involved and includes a linearization
of the respective quantities, so that a bound can be eval-
uated.

A. Eve’s entropy S(E|X) conditioned on Alice’s
variable X

For given first and second moments of Bob’s measure-
ment outcomes, we have to find an upper bound for Eve’s
conditional entropy S(FE|X), which is the first term on
the right hand side of Eq. ([I0)). The a priori probabilities
P(x) are fixed by Alice’s state preparation. In the entan-
glement based description of the protocol, Alice’s state
preparation is equivalent to projection measurement onto
her A system of a pure three party state papg. It follows
that the combined two party state p%,5z = [¥%5) (%5
between Eve and Bob conditioned on Alice’s measure-
ment outcome x is pure. Therefore, by Schmidt’s de-
composition, we conclude that S(p%) = S(p%) [23]. It
is known that the state with maximal entropy S(p%) for
fixed first and second moments is Gaussian |25, 26]. Since
S(p%) = S(p%) and P(x) is fixed, one can directly apply
the result given in Eqs. (15) and (16) of Ref. [26], so
that

S(BIX) =) P(«)S(p%) (12)

1
<3 ;[(1 + V) logy (1 + Vi) — Vi log, Va]

The term

V= V2 VE -1/ (13)

quantifies the amount of excess noise imposed by the
quantum channel connecting Alice and Bob. It is a func-
tion of Bob’s observed variances Vﬁql  and Vgp‘  of the

corresponding quadrature distributions, that are given
by

Vi x = tr (p5d°) — [t (p5d))” (14)
Vi 1x = tr (ppp%) = [t (kD))"
(15)

and the quadrature operators ¢ and p are defined as
+a) (16)

o
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whereas @ and a' denote the photon annihilation and
creation operators.

B. The mutual information S(X : E) between Alice
and Eve

Here, we employ methods known from state estima-
tion to calculate the mutual information term S(X : E)
between Alice and Eve in Eq. ([0). After interacting
with the signal states, Eve holds the conditional states
P in her ancilla system, that she wants to distinguish
optimally in order to maximize the mutual information
S(X : E). If we introduce an auxiliary system @ that
contains a purification of the states p% and p}g, we can
give an upper bound for S(X : E): the mutual informa-
tion can never increase when discarding subsystems, so
that

S(X:E)<S(X:QF) (17)

holds. We choose the purification ), so that the con-
ditional states pf; are purified as [U§,). There are cer-
tainly purifications that would leak too much information
to Eve, i.e. if one would supply Eve with a purification
of the global state pxgg. Since Eq.(IT) is valid for any
purification, we would ideally choose one that minimizes
S(X : QF) to make the bound ([T as tight as possible.
This problem is closely connected to Uhlmann’s theorem,
as we will show now.

It has been shown that the quantum mutual informa-
tion between a classical register described by the binary
variable X and a quantum system QFE can be expressed
as

S(X:QE)=h %(1—|<@%Q\\11}3Q>]) , (18)

if the conditional states |U%,,) are pure [3]. Here, h de-
notes the binary entropy function

h(z) = —zlogy z — (1 — z) logy(1 — 2) . (19)

Since S(X : EQ) monotonously increases with decreas-
ing overlap [(¥%,5|P L), it is sufficient to find the pu-
rification @ that maximizes the overlap [(¥%,, [¥},)| to
minimize S(X : EQ). The solution to this problem is
known as Uhlmann’s theorem [23]:

F (. pk) =  max  [(UholVpg)l  (20)

109 0)s 0 0)



Here, the Uhlmann fidelity F’ (p%, p};) is defined as

b)) e

Therefore, we conclude that the tightest bound obtain-
able from Eq. ([T to mutual information S(X : QF) for
a binary modulated setup is given by Eq. (20) and Eq.

[I8) as

secB shlii-rebeb)}| @)

In general, the upper bound (22)) of the mutual infor-
mation S(X : E) can be calculated, if the Eve’s condi-
tional states p% are known. However, the full information
about the states p7% is usually not available from mea-
surements. As already mentioned, we base our security
analysis on the estimation of the maximal eigenvalues
1— &, and corresponding eigenstates |&,) of Eve’s condi-
tional states p%, that we will estimate by Alice and Bob’s
observation. Therefore, we proceed by giving an upper
bound of S(X : F) as function of these parameters. This
can be done by by considering a particular purification
Q.

Any purification [V,

Viq) = ZC?IZ’@I@ : (23)

Without loss of generality, we can choose the first term
in the Schmidt-decomposition (23) to correspond to the
maximal eigenvalue cf? := 1 — &,. The corresponding
eigenstate is then given by Eq. (1)) as |0%) = |é;). With
the help of expansion (23], the modulus of the overlap
between the two conditional states can be evaluated as

) can be expanded as

K\I]EQl\I]EQ ’— ZC O|JQ><ZE|JE> . (24)

ij

If one chooses (i%y|jh) = dije’?", where 8;; is the Kro-
necker delta function and the phase ¢; is the negative of
the phase of the complex number (i%|iL), it follows that

E coc1 e“"l

(1 =&0)(L —¢&1) [(Eolen)] -

Therefore, we obtain a lower bound on the quantum
mutual information S(X : E) using Eq. (I8) and Eq.

@9) as
S(X:E)<S(X:QF) (26)

(1—&)d—=¢é1)y)| ,

[(PholVEe)| = pli) (25)

Y

1
<h|=(1-
<hi5l

where we introduced

v = [(€olén)| , (27)

as a short hand notation for the overlap of Eve’s maximal
eigenstates. In Sec. V we will estimate the values for &,
and v via Bob’s homodyne measurements.

C. Eve’s entropy S(E|Y) conditioned on Bob’s
measurement outcome Y

The last term of Eq. (I0) to be estimated reads

S(EY) = / dyP()S(pl) (28)

Prior to Alice’s measurement, the three party state papg
can be assumed to be pure. Since Alice performs a pro-
jection measurement on her subsystem, it follows that the
combined two party state php = |U%) (V% 5| between
Eve and Bob conditioned on Alice’s measurement result
is pure. Moreover, Bob performs a projection measure-
ment |y)(y| on his subsystem, so that Eve’s state |¥7Y)
conditioned on Alice’s measurement outcome x and Bob’s
outcome y is pure. Eve’s states pY¥, conditioned on Bob’s
measurement outcome y can be written as

Pl = POly)IWE!) (W + P(Ly) W) (V. (29)

From Sec. III.C of Ref. |3] we know that

S(ply) = h [— — V1= 4POI) Pl (1~ (W[ )R)

= g (PO, |(wi1w)]) . (30)
where we have introduced the function
g (P(O|y), ‘(\IJ%’N/E’}D as a shorthand notation.

As we can see, the entropy S(E|Y) to be evaluated is a
function of the overlaps

r, = (¥ w}) (31)

that depend on the outcomes y. Additionally, the proba-
bility distributions P(0]y) and P(y) need to be estimated
by the channel test. We will proceed to lower bound the
entropy S(F|Y) ([28) by exploiting special properties of
the g function given by equation [B0). It can be easily
verified that ¢ (P(0ly),T'y) as a function of the overlaps
has the following properties:

9(P(0ly),1) =0 (32)
ag(Pg‘Ll.y)vx) <0 (33)
829(2(;)2@), ) <0 (34)

We introduce positive and real parameters 7, and Av,
such that we can rewrite the overlap I';, (B1]) as

Ly <7y + Ay . (35)



g(P(Ofy),T)
g(PO0ly), )
9 (POly), v + Av))
9 (POl ) ~ 22520,
Ly
0 Ty A/+A")'y 1
FIG. 1: Schematical representation of the function

g (P(0]1),T'y). The validity of Eq. (B8] can easily be checked
for all T'y < vy + Avyy.

It follows that for any 0 < I'y <1 the inequality

g(P(0ly),Ty) > g(P(0ly), vy + Avy) (36)

> 9(P(Ol) ) - LEAL D

holds, as the first line of Eq. (36 follows from the mono-
tonicity (B3)) and the second line follows from the con-
cavity (34) together with property B2)) if 0 < ~, < 1.
Later we will give explicit expressions for the decomposi-
tion (BH), so that these properties can easily be checked.
Fig. () illustrates Eq. (B8] schematically.

Moreover, the approximation of Eq. ([B0]) can simplified
further, if one could find a parameter 4 independent of y
with the properties ¥ > v, and ¥ <1, as

g(P(0ly),vy) > g (P(0ly), %) (37)
9(POly),7) _ 9(PO]y),7)
L=y - -7

We will see later that setting ¥ to v as defined in Eq.
([27) satisfies these constraints. The first bound of [37) is
a simple consequence of the monotonicity (33), whereas
the second inequality follows from the properties (32H34]).
It can easily be verified by realizing that the quantity
9(P(0]y),l'y)
1-T,
the straight line connecting the points g (P(0ly),T'y) and
g(P(0]y),I'y =1) = 0. From Fig. [lit is obvious that
this modulus increases if one chooses the point I'y to be
closer to one. Therefore, the second bound of 1) is valid
for all 4 satisfying vy, <4 < 1. Finally, we can estimate
the conditional entropy S(E|Y) given by Eq. (28) with

is given by the modulus of the gradient of

the help of the expressions ([36) and (B7) as

S(EY) = / dyP ()5 (o) (38)

z/dyP(y)g(P(Oly)ﬂ)

1-7%
_ / dyP(y)g(P(Oly), ) — AS |

dyP(y)g(P(0ly), ) Avy .

where we introduced the term AS as a shorthand nota-
tion.

In the following, we will give explicit expressions for
the missing parameters v,, A7y, and ¥ in order to con-
nect these parameters to quantities that are observable
to Alice and Bob. The starting point of this analysis is
again noticing that the state |¥%y) that Bob and Eve
share conditioned on Alice’s measurement outcome x is
pure, so that one can decompose it as

Uhe) = V(L —&)IBa)|E) + Veulpha) |

using Schmidt’s decomposition theorem [23]. We have in-
troduced eigenstate |3,) of Bob’s conditional density ma-
trix p% corresponding to the maximal eigenvalue 1 — &,.
All terms orthogonal to |3,)|€,) are summed up in the
term |@% ), such that (B,|¢%s) = 0 and (£,]p% ) = 0.
From Eq. , one can construct Eve’s states |U7/)
conditioned on both Alice’s and Bob’s measurement out-
comes as

V)= Plylo) |

by projecting Bob’s system onto |y) g(y|. The conditional
probabilities P(y|x) are given by

(39)

(40)

Plylz) = (1 — &)l WlBa) > + & ehplv) B Wlehs) -

(41)
By setting
o= WA )
‘ P(ylx)
and
b — V{ehslv) B WYloEs) ’ (43)
‘ P(ylx)
we can express Eq.([d0) as
UF) = VI = &)agles) + VEbleR),  (44)

where |&;) is orthogonal to |¢7’). The normalized states

l©7) are given by Eqs. ({0), (42), @3) and @) as

x

) = (Whaly) B WlehE) " ? (ysldhs) . (45)



Without loss of generality, we can choose a; and b to be

real. Moreover, from expansion @) it is obvious that

Vi—at <1 (46)

holds. The overlap T';, is given by Eq. (@4) as

r, :’ qf°y|\1/1y>} (47)
4¢T:;T::
(1—&o)érayd, <€o|90 7)
+mbo L)
+V/EE1byby (0 [oid)

€0|€1

)

so that Eq. (35) follows from (X)) by triangle inequality
with the parameters v, and Ay, defined as

7 = |V = 2)(1 - &)ada
:‘ma al
—’ma by (Eole)

+mbo 1 |€1
+V/EE1byby (i ”Iso

€0|51 ’ (48)

With the help of Eq. (46), the parameter -, can be upper
bounded as

Yy = }\/(1 —£&0)(1 — 51)(12@11/

y<7, (49)
so that we can set

=7 (50)

to satisfy v, < 4. Moreover, it can easily be checked that
0 <~y <~ <1 using property (46).

In principle, we have now everything at hand to lower
bound the conditional entropy S(E|Y") according to Eq.
B8)). However, as we will see later, we can only estimate
the overlap v = [(€g|€1)| and eigenvalues 1 — &, from
Bob’s measurements. As a consequence, the parameter
Ay, cannot be estimated by the observation and con-
sequently the term AS in Eq. (B8) cannot computed
directly. Since AS is monotone in the parameter Av,,
it is again possible to lower bound the entropy S(F|Y)
by looking for a suitable upper bound for A+, which is
a function of Bob’s observable parameters. Here, we es-
timate the parameter A+, starting from the definitions

(@) as
Ay, < ‘maﬁjbé’ ’<5o|<p};‘”>
+ | VIT=E0%0alh| | Eule)]

+ |VEEnn| | lew)|
V(1= ) érayb,

+ /(1 = &1) Eoab))

(51)

IEICEN
1 — [(éolé1) |
+V/Z0E 0}

<VT=72 (VEb, + VEob)) +VEeEbn,

where we first used the triangle inequality. For the second

inequality in Eq. (&) we used ‘(gp%ﬂgp?)‘ <1 and

(@|2)° + [(@lef)* < 1, (52)

which is valid for any vector |®) by orthogonality of the
states |€,) and |p%’). In particular, we used

f o (53)

[Eolen)l® + | (Gol}?)
~ |~ \|2 ~Oy2
[EulEo) P + (x| <1,

which follows from Eq. (B2) by setting |®) = |g¢) and
x = 1 for the first inequality or respectively |®) = |e1)
and = 0 for the last inequality in Eq. (B3]). In the last
step of Eq. (&), we used the definition (27)) of v and the

bound #g)).

With the expression (&), we can upper bound the term
AS of Eq.(3]) as

1
AS S\/J_L—z/dyP(y) P(0ly),~

1
— P
+1_7/dy ()g(P(0ly),y

(\/_b +\/_b1)

(54)

(V).

These integrals can be estimated first applying the com-
pleteness relation [ dy|y)(y| = I of Bob’s homodyne mea-
surement to the definition ([@3]). It follows that

ﬂmwm%=/M%ww@%w=x<m

This condition on the parameters by enables us to upper
bound the remaining terms in Eq. (B4) as

[ PP ol A)VED, (56)

SV%/@wawmww

P(zly)



and
— 1
/dyp( O|y \/EoElb £0€19 <§,’}/) .
(57)

with the help of the Cauchy-Schwarz-Buniakovsky in-
equality |27]. Details of this estimation can be found
in Appendix [Al

Let us summarize our results. We can use Eq. (B0) in
Eq. (3]) to bound the conditional entropy S(F|Y) as

SEWY) = [P (POly).7) - AS . (59)

It follows from the inequalities (54)), (B6) and (B7) that
the term AS can be upper bounded as

AS < &oko + E1ky + V/Eoé K (59)

where we defined parameters k, and k as

N e 92 (P(0ly), )
ky = \/m /dyp(y)i (60)

P(zly)

Finally, a lower bound for the conditional entropy
S(E|Y) is therefore given by Egs. (B8) and (54)) as

S(E[Y) > / dyP(y)g (POly). ) (61)
— VEoko — \/E1k1 — \/Eoéik .

D. The mutual information S(Y : E) between Bob
and Eve

We have shown that an upper bound for the mutual
information S(Y : F) between Bob and Eve is given by

Eq. (I0), (@), @6) and (61) as
SY:E)=SEX)+S(X:E)-
S% Z[(l + Vi) logy (1 + Vi) — Vi log, Vi)

x

S(EY) (62)

+h B(l — /(1 =&)(1 &)y

- [ avPwgiPOl).)
+ v/oko + VEks + v/Zoé 1k
=3 S0+ Ve logy (14 V) — Vi log, Vi
+ ;(51,7) . (63)

The first term in Eq. ([@2) can be directly computed from
Bob’s observed variances ([4]) using Eq. ([I3]). Here, we
define the function s(&;,7) to summarize all terms that

depend on the maximal eigenvalues 1—¢&, and overlap -y of
the corresponding eigenstates of Eve’s conditional states.
The remaining problem is to estimate these parameters
via Bob’s homodyne measurement.

V. MAXIMAL EIGENVALUE AND
EIGENSTATE

We have already shown in the last section that the two
party states |U% ) conditioned on Alice’s measurement
outcome z can be chosen to be pure. Therefore, one
can expand these conditional states using the Schmidt-
decomposition ([B9), so that the state |5;)|é;) is orthog-
onal to |¢%5). From Eq.(39) it follows that the p}, and
P have the same spectrum. Moreover, the eigenvectors
of Bob’s and Eve’s system are determined up to a global
unitary operation on Eve’s system. According to Eq.
([62)), we need to estimate the modulus of the overlap of
Eve’s maximal eigenstates |£,) and the maximal eigen-
values 1 — £,. These parameters can be estimated from
the first and second moments of Bob’s measured data
[20], as we will see in the following.

Suppose the fidelity between Bob’s received condi-
tional state p% and a pure coherent state |3) satisfies

The amplitude 3, is given by the first moments of Bob’s
homodyne measurement as

Re(B,) = tr(pjq) (65)
Im(B,) = tr(pHp) -

The quadrature operators ¢ and p are defined in Eq. (I6]).
In the following, we will refer to the parameter €, as the
mixedness of Bob’s conditional states.

It has been shown by Rigas [20] that the mixedness ¢,
of the conditional states can be upper bounded from the
outcomes of a homodyne measurement as

1

o5 | Bt )Ru+5)—1| =Usr  (66)

where Vy, |, and VY |z
and p-quadrature d1str1butions (I4)) conditioned on Al-
ice’s variable 2. The proof for the estimation (GG) is
given in Appendix (Bl). Moreover, one can also estimate
the overlap |(Bo|31)| of Bob’s maximal conditional eigen-

states as

denote the variances of the g¢-

S |<BO|BI>| S Cu(émagmuﬁ) ) (67)

if one assumes that the fidelity (64]) is given. Here, the
parameter « is given by the overlap of the coherent states
corresponding to the mean values ([63]) as

K= ’<Bo|31>’ . (68)

Cl(émagwu ’i)
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The detailed expression of ¢;(,e, %) and ¢, (Ex, €x, K)
can be seen in Appendix

The results (66) and (@7) can be used to estimate the
maximal eigenvalues and overlap 7 of the corresponding
eigenstates of Eve’s reduced density matrix. From the
Schmidt decomposition [BY9)) it follows that the eigenval-
ues of Bob’s and Eve’s reduced conditional density ma-
trices are identical, so that

Ex L €g (69)

can easily be seen by expanding p% in its eigenbasis.
Moreover, Eve’s attack should preserve the inner prod-
uct [3], so that (—ala) = (V4 |¥L ). In Appendix [DI
we show that this allows us to bound the overlap «y of
Eve’s eigenstates as

d <y <d,, (70)

where

[(~ala)] -/ [V T~ &0 + /T~ 20)a1)* + &

d =
(1=&0)(1 —&1)cu(Epyeny k)
()
and
el VT =208 + VISR +arso

(1 —-¢80)(1 —é))er(Exy e, k)
(72)
The functions ¢;(€;,€., k) and ¢y (€, €4, k) are the ex-

tremal values of the overlap ’<B0|31>} of Bob’s maximal

eigenstates as defined in Eq. (@1).

If the first and second moments of Bob’s measurement
outcomes are fixed, U, is given by Eq. (66]). Therefore,
the parameters €, that are compatible with the observed
data can vary between 0 < &, < e, < U,. In that
respect, the quantities €, and £, are interior parameters
that can only be bounded by the value of the observable
quantity U,. For any given value of €, &, and &, the
interval of compatible overlaps |{5y|51)| according to Eq.
[©7) can be given. This in turn determines the interval
of possible overlaps v via Eq. ([0). The value for  is
obtainable from the first moments of Bob’s homodyne
measurement, as can be seen from Eq. (63)). Finally, the
secret key rate can be obtained by

G>I(X:Y|U) - max {s(ées7)  (73)
0<é&, <e, <Us,

— % Z[(l + Vi) logy (1 +V,) — Vi logy Va} .

The maximum is taken over the interior parameters €.,
€, and ~y satisfying the bounds shown. These interior pa-
rameters can vary in intervals that are fixed by the values
of U, and k that can be determined from the observa-
tion. As the s-function (62]) contains details about Bob’s

measured data via the probability distributions P(y) and
P(0]y), this additional information must be estimated
from the measured data to analyze the secret key rate
numerically for a given observation.

VI. NUMERICAL RESULTS

The secret key rate (T3]) depends on Bob’s observed
probability distributions P(y|z) directly via the mutual
information term I(X : Y |U) between Alice and Bob and
via the term s(&;,7), as can be seen from Eq. ([62). The
distribution P(y|z) is in principle available from exper-
iments. To evaluate the secret key rate in an example,
we simulate data for a typical experimental situation in
which we find a Gaussian distribution [7, 8, [15]. There-
fore, we choose the probability distribution P(y|x) to be
parameterized as

1 _(\/ﬁaz - y)2
P(ylz) = exp (74)
NS 2V

Here, 7 is the observed channel transmission, the ampli-
tude g = —ay is chosen to be real. In this parameteri-
zation, the value of x as defined in Eq. (G8)) is given by
by the loss of the quantum channel and the overlap of
Alice’s input states as

k= [(Vnal —v/nay| . (75)
Furthermore, we assume that Bob observes the same vari-

ance (I4) in his measured data for both the ¢g- and the
p- quadratures, so that

V}%q|x = V}gp\z : (76)

Here, we use the convention for the excess noise ¢ given
in Ref. [28]:

V2

5= V2Y7q|x -1 (77)
Yq|z, Vac
The quantity V}%‘m Vac = % is the quadrature variance of

the vacuum state. As the a priori probabilities p(z) = %
are fixed, the probability distribution p(y) is can easily
be evaluated with the help of ([74]) and the secret key rate
can be evaluated according to (3)). Fig. (@) shows our
numerical results for the secret key rate versus the loss
1 — n and different values for the excess noise § in this
typical scenario.

For the simulation, we assume that Bob announces the
modulus of his measurement outcomes y as u = |y|. The
values of § are determined by the map §y = 0 if y <
0 and § = 1 otherwise. After the announcement, the
conditional mutual information between Alice and Bob
is

I(X :Y|U)= H(X|U)+ H(X|YU) (78)
= H(X) - H(X|Y)
=I(X:Y).
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FIG. 2: Secret key rate versus channel loss for a
typical scenario with optimized signal strength. The
different lines correspond to an excess noise § of
{0,0.0004, 0.0008, 0.0012, 0.0016, 0.0020, 0.0024}.

The announcement u = |y| contains no information
about the bit-value z for symmetric probability distri-
butions like ([T4]) as the conditional probability p(u|z) for
a particular announcement u is independent of x. There-
fore it follows that H(X|U) = H(X). The knowledge
of Bob’s measured outcome y is obviously equivalent to
the knowledge of u = |y| and the sign of y, so that we
have H(X|YU) = H(X|Y). Therefore, we can achieve
I(X : Y|U) = I(X : Y) with this simple map as long as
the probability distribution satisfies the symmetry con-
dition p(z|u) = 1/2.

For the numerical evaluation we optimize the secret
key rate G over the overlap (—a|a) of the input states.
In the optimization we vary « between zero and 1 with
step-width 0.05. For each a we find the maximum of
$(Ez,y) over all &, < e, < U, and d; <y < d,. We find
numerically that the maximum of s(£,,7) is attained at
the point v = d.

Fig. (2) shows the results of our simulation. As we
can see, the secret key rate is very susceptible to noise,
whereas it coincides with the optimal bound given in Ref.
[3] for lossy but noiseless quantum channels. However,
one should keep in mind that we only calculated an upper
bound for Eve’s knowledge, which we expect not to be
tight for finite excess noise. We have bounded all three
terms in Eq. (I0)) separately rather than bounding those
terms simultaneously. Furthermore, one might expect to
find a different purification for the system @ to make
the bound (26)) tighter. Finally, we have linearized the
conditional entropy S(E|Y") in Section III. B in order to
be able to find a bound. However, the error introduced
here might be quite large.
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VII. CONCLUSION

We have evaluated a lower bound to the secret key rate
for a binary modulated CV-QKD protocol in the collec-
tive attack scenario. The analysis can be applied to any
given channel noise, as Alice and Bob can estimate the
conditional probability distribution p(y|x) of their mea-
surement outcomes arbitrary well in the limit that the
number of exchanged signals tends to infinity. For any
given probability distribution, the secret key rate can be
computed according to Eq. (@3). Although we demon-
strate that our approach yields positive secret key rates
for the case of small Gaussian excess noise, these results
are not satisfying from a practical point of view, as the
secret key rates drop quickly with increasing excess noise.
Typically, the dominant contribution to the excess noise
in CV-QKD experiments originate from noisy detectors.
Our numerical results therefore indicate that it is neces-
sary to analyze these kind of schemes in a trusted device
scenario, if one wants to drop the assumption of ideal
detectors and obtain secret rates of practical relevance.
In this scenario, Eve cannot exploit the noise added by
the detectors.

There are several options to make the protocol more
robust against channel excess noise. One could use more
input states in order to test the quantum channel be-
tween Alice and Bob more efficiently and consequently
limit Eve’s possible interaction with the signal states. If
one compares the secret key rates of Fig. (2)) with those
given in Ref. [4] which correspond to a protocol using a
Gaussian modulated, continuous set of input states and a
quantum channel imposing Gaussian noise onto the sig-
nal states, one realizes that the robustness of the secret
key rate increases by orders of magnitude. An introduc-
tion of a postselection step in the protocol can help to
increase the performance as well.
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APPENDIX A:
CAUCHY-SCHWARZ-BUNIAKOWSKY
INEQUALITY

The Cauchy-Schwarz-Buniakowsky inequality states
[27] that for any two integrable functions f(z) and g(z)

b 2 b b
</ dyf(y)h(y)> < (/ dyf2(y)> </ dyh?@))
(A1)

holds. Application of inequality (Al to the left hand
side of expression (B8] yields

[ dvPglPol).1VED;
- VA / dyy/ P {P(y)g P (Oly), 7]/ v/ PlyT))
I () h(v)
< Ve \/ / dyP(y)g*[P(0ly),"] P]z%) (A2)

Since one can rewrite the conditional probability P(y|z)
as P(ylz) = P(x|y)P(y)/P(x) by using Bayes’ rule and
the a priori probabilities are given by P(x) = %, we have
Ply) 1

Plyle) 2Py )

and inequality (56) follows from Eq. (A2)) and Eq. (A3]).
Similarly, one can evaluate the left hand side of Eq.

(E7) with the condition (B3] as

/ dyP(y)g [P(0ly)y] v/EoE1b)b,, (A4)
= Va/AE / dy/PlIDBL{P(y)g[P(Oly), 7]/ Py}
f) h(y)
\/8081 29 [ (O|y) ]
\// WP Bl Py

where we used Eq. (A3) again in the last step. Further-
more one can show that

02 9% [P(0]y),~]
/ WPy B0 Ply)

g9~ [P(0]y),] }
< max{
T {P(Oly)P(lly)
1
=49 |Z,7] .
A1)
The first line of Eq. (AJ) again follows from the bound-

ary condition (BE) for any integrable and bounded func-

ti g5 (7)
R nan
involved but straight forward calculation. Eq. (57)) now

follows from Egs. (A4) and (AR).

The second step can be shown by an

APPENDIX B: ESTIMATION OF THE
MIXEDNESS ¢, VIA HOMODYNE
MEASUREMENTS

In this Appendix, we prove that the parameter ¢, as
defined in Eq. (@4 can be estimated via Bob’s homodyne
measurements as

£r < ; KV% 1) (V2z %) —1] :%(W—l).
(B1)

The mixedness ¢, is given by the fidelity between Bob’s
received state p and the pure coherent state 8, as

The amplitude 3, is given by Eq. (63) and we use the
convention (I6) for quadrature operators. The condi-

tional variances V o and Vu2plw are then given by

R 12
Voo = tr (p5d%) — [tr (p5Q)]
Vo = tr (p55°) — [t (050)])”

Let us introduce a state 7 = D(—5,)p%D(B,) with
zero mean values for the quadrature operators () to

simplify the analysis. Here D(5,) denotes the displace-
ment operator according to the amplitude 3,. Obviously,

(BloBlB) = (B4)

holds, whereas |0) denotes the vacuum state. The vari-
ances (B3) can now be evaluated with the definition (I6])
as

(B3)

(0[pl0) =1 —&x

Vo =tr (pg°) = %m« [P (20 +1+a*+a™)] (B5)

)],

where we have introduced the photon number operator
f = a'a as short hand notation. The quantity W in Eq.

(BI) now reads
W zitr 7 (20 +2+a%+ (ah)”)]
X tr{ (2n+2—a - (aT)2)}

=[tr (pi) + 1]° — itr 7 (a% +a'?)]”

V Im—tr(pﬁ)—%tr[ (2n+1—a
(B6)

We proceed in rewriting the last term in (BG) with the
help of Egs. (BE) in the Fock-basis {|n)}, as

)] :i\/n—i—%/n—i— I{n +2[pn) (B7)

n=0

+3 Vava=T(n - 2lpln)
n=2

tr [ﬁ (d2 +a

=2 Z vn +2vn + 1Re(n + 2[p|n) .
n=0



Since (i|p|j) is a positive semidefinite matrix, any prin-
cipal minor is a positive semidefinite matrix. It follows
that

(ilpli) (ilpld) — ilpli)* = 0, (B8)

as this can be interpreted as the determinant of the 2
by 2 principal minor that arises by only keeping the i-th
and j-th entries. The positivity of this determinant then
follows by realizing that the determinant is just the prod-
uct of the non-negative eigenvalues of the corresponding
principal minor [29]. The result (BS]), together with the
triangle inequality, can be used to estimate the modulus

of Eq. (B1) as
[or [ (@°

+a'?)] }<22\/n+2\/n+1\/ n[p|n) (B9)

n=0
nt2[pn + 2)

<2 |3 (n+1)(nfpln)

n=0

> (n+2)(n+2[pn +2)
n=0

=2./tr (pn) + 1y/tr (pn) — (1]p]1) .

(B10)

The second estimation in Eq. (B9) follows from the
Cauchy-Schwarz inequality. Inserting this result into Eq.

(BA) yields

W > [tr (pn) + 1] [1 + (1[p|1)] . (B11)

We need to find a lower bound on Eq. (BIl) depending
only on &,. Note that tr (pi) can be written as

tr (1) =(1p/1) + 3 (nfpln)n

n=2

>(1p|1) +2 (e — (1fp]1)) .

(B12)

As it can be seen from Eq. (B4), the fidelity of p with
the vacuum is 1 — g,. It follows that all matrix elements
(n|pln) for n > 1 sum up to e,, so that >~ ,(n|pjn)n is
minimal if all (n[pjn) = 0 except for (2|p|2), which has
then to be equal to €, — (1[p|1) by the summing condition.
Therefore, Eq. (BII) can be estimated as

(1pI1)) (1 + (1[p[1))
(1p11) (22 — (1[p[1)) ,

As 0 < (1]p|]1) < &, the last term of Eq. (BI3) is never
negative and equal to zero iff (1|p|1) = 0. It follows that

W > (142, —
=1+42¢, +

(B13)

W >1+2e,. (B14)

Inserting this result into Eq. (BIl) concludes the proof.
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APPENDIX C: ESTIMATION TO THE OVERLAP
OF BOB’S MAXIMAL EIGENSTATES

In the following, we derive explicit expressions for the
bounds to the overlap |{8y|81) of Bob’s conditional eigen-
states to the maximal eigenvalue 1 — £, as given by ex-
pression (7). Assume that we know the fidelity

(B.lpBlB.) =

of Bob’s received state p% with the coherent state |3,)
is given. The amplitude j3, is defined in Eq. (65). We
can express the conditional states p% in a natural basis
of displaced Fock-states {|¢¥)} = {D(B,)|k)}. Here, the

1—¢, (C1)

the parameter k labels the photon number. Obv1ous1y,
|B,;) = |¢%) holds. In this basis, p% reads
ago Qo1
pp = | do G =veprvet o (C2)

where V® denotes a unknown unitary matrix and D7 is
the representation of p% in its eigenbasis. Without loss
of generality, we can choose the first element in the D-
Matrix to correspond to the biggest eigenvalue, so that
Dgy=1—-¢,. (C3)
From Eq. (C2)), we know that
o0
1 — e, = aoo = |Vip|*Dgy + Z Veil* D, (C4)
k=1

As V¥ is unitary, it follows that
SR =1 VRl (©5)
Moreover, D* is normalized, so that
iDikzl—Dﬁozéw, (C6)

where we used Eq. (C3). This can be used to bound the
infinite sum in Eq. (C4) as

o0
> Vil Di
k=1

since all terms |V{% |* and Dy, appearing in the sum are
strictly positive. Therefore, we can bound Eq. (C4)) ac-
cording to inequality (CT) as

)+ (1 - |vgg|2) &
= VEIP (1 —28,) + &, .

<(-mgf)e.

l—e; < |V096|2 (1-
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It follows that

1l—c,— ¢,

V|2 8

Moreover, one can use Eq. (C4)) to obtain a lower bound
on [VE|* as
00

-, > [Vl (1- &), (C9)
so that
1—=¢
V|2 z C10
Val* < =2 (C10)

On the other hand, Bob’s conditional states can be writ-
ten as

0 _ yopoyof
ph =UVDVIUT,

(C11)

where the unitary operation U is given, up to an unim-
portant unimodular phase, by U = D (Bl) D (—BO) and
D denotes the displacement operator. Let us denote the
eigenvectors of Bob’s conditional states p% as {|57)} with
|32) being the eigenstate corresponding to the biggest
eigenvalue 1 — &,. With the representation (CIIJ), these
states can be written as

|Bo) = V°|&) (C12)
|B1) = UVeg) |
so that
(BolBr) = > V& UnuVis (C13)

k,j=0

By use of the triangle inequalities, one can construct an
upper bound as

> UaVig

=1

|(Bol) | < Ul [V | [Vab| + Vi (CL4)

o0

0 * 1
E Vio UriVig
k=1

Z UnoVio |+

k=1

+ Vool

and a lower bound as

> UaVig

=1

| (ol 1) = 1ol [V Vi | — Vil (C15)

o0

0 * 1
E Vio UkiVig
k=1

Z Ukovkoo* -

k=1

= Vool

Upper bounds on the sums in Egs.(CI4) and (CI3) can
be obtained by using the Cauchy-Schwarz inequality as

S Ukl [V] < /1 = Uool*y/1 = [V

k=1

Z [Uot| [Vio| < \/1 - |Uo0|2\/1 - |V010|2
=1
SV UV < /1 VOIE1 - Vb

k=1

(C16)

It is easy to see that |Upg| = |(By|B1)| := k. Finally,
inserting Eqs. (C8 [CT0] [CT6) in Eq. (CI4) yields

1—51
C17
ﬁo|ﬁ1 \/1_50\/1_51 (C17)
T /—1—112\/ 51—51
1—80 1—281
N #1_#\/ €0 — £o
1—51 1—250

€1—¢&1 0~ €0
+ \/1 - 261\/1 — 250
Similarly, a lower bound can be obtained by Eqgs.

[CI0, [C16) and (CT5) as

~ 1—80—50\/1—81—51
>
’%'m’—”\/ 1— 2 1—25

s,

(C18)

VTR R [
1—80 1—251
80—80

V1= g2
”\/1—51 1- 25,

\/51 —51 \/80 —EQ
1-25V1-25 "
The explicit expression for ¢; (€, €., k) is therefore given

by Eq. (CI]) and respectively, ¢, (€,€s, k) is given by

Eq. (CT0).

APPENDIX D: ESTIMATION TO THE OVERLAP
OF EVE’S MAXIMAL EIGENSTATES

In the collective attack scenario, Eve’s attack can be
modelled by attaching an ancilla system to the signals
| £ @) and performing a unitary operation on the joint
system. As any unitary preserves the inner product, the
overlap [(U% | WL )| of the states after the interaction
is given by input overlap |(—a|a)|. This can be written



as

[(—ala)] = (¥55|YEE)| (D1)
= |V/(1— &) (1 — &1){Bol Br) (Eolé1)
+V/ (1 = 2021 (Bol(Eol k)
+V/(1 = &0)éo(ehplB)E)
+V &8 (¢alenE)l-
using decomposition ([B9), where |¢% ) is orthogonal to

|B2)|€2). This orthogonality can be used to construct the
inequalities

(eEplens)® + [(PhslB1)E)* < 1 (D2)

Ke%sleEs)? + [{Pol(foleEm)> < 1.

We can estimate the last three terms of the right hand
side of Eq. (D)) using the triangle inequality and in-
equalities (D2) as

V(1= &0)é1(Bol(Eole k)
+V/ (1= &1)éo (9% 5l B1)IEL)+
+ Vé1éo{vLsleEs)|

<1 ebploba) 2V —&0)F + VT — 1))
o Yo
+ (ehalebr)VEi
—_—
Y1

x1

(D3)

S\/[\/(l —&1)é0+ (1 —&)é2 + &6 .
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In the sixth line we have use fact the that if Y, 27 =

1, > @iy < />, y? holds, which can easily derived
from the Cauchy-Schwarz inequality of two vectors in R2.

From Eq. (D3)) and Eq. (DI)), we obtain

|(Bol B1)(€0lé1)]
Mol - IV =208 + VI —20E P + &0k
Bl (1 —&o)(1—¢1) '
and
|{Bol B1){€0lé1)]
_ lala)l+ VIV =208 + VO —2al + e

(1 —¢&0)(1—¢1)

Finally, we obtain Eqs. (Z0HZ2) by inserting the extremal
values for the possible overlaps ‘<6~0| Bﬁ‘ of Bob’s max-

imal eigenstates given by Eq. (@7 and the definition
7 = [{€olen)l-

[1] G. van Assche, S. Iblisbir, and N. J. Cerf, Phys. Rev. A
71, 052305 (2005).

[2] F. Grosshans, Phys. Rev. Lett. 94, 020504 (2005).

[3] M. Heid and N. Liitkenhaus, Phys. Rev. A 73, 052316
(2006).

[4] M. Heid and N. Liitkenhaus, Phys. Rev. A 76, 022313
(2007).

[5] R. Garcia-Patron and N. J. Cerf, Phys. Rev. Lett. 97,
190503 (06).

[6] M. Navascués, F. Grosshans, and A. Acin, Phys. Rev.
Lett. 97, 190502 (2006).

[7] F. Grosshans, G. van Assche, J. Wenger, R. Brouri,
N. Cerf, and P. Grangier, Nature 421, 238 (2003).

[8] A. M. Lance, T. Symul, V. Sharma, C. Weedbrook, T. C.
Ralph, and P. K. Lam, Phys. Rev. Lett. 95, 180503
(2005).

[9] R. Renner, N. Gisin, and B. Kraus, Phys. Rev. A 72,
012332 (2005).

[10] I. Devetak and A. Winter, Proc. of the Roy. Soc. of Lon-
don Series A 461, 207 (2005).

[11] R. Renner, Nature Physics 3, 645 (2007).

[12] M. Christandl and B. Toner, arXiv:0712.0916.

[13] T. Hirano, H. Yamanaka, M. Ashikaga, T. Konishi, and

R. Namiki, Phys. Rev. A 68, 042331 (2003).

[14] S. K. Lorenz, N. Korolkova, and G. Leuchs, Appl. Phys.
B 79, 273 (2004).

[15] S. Lorenz, J. Rigas, M. Heid, U. L. Andersen,
N. Liitkenhaus, and G. Leuchs, Phys. Rev. A 74, 042326
(2006).

[16] T. Symul, D. J. Alton, A. S. M., A. M. Lance, C. Weed-
brook, T. C. Ralph, and P. K. Lam, Phys. Rev. A 76,
030303 (2007).

[17] J. Lodewyck, M. Bloch, R. Garcia-Patron, S. Fossier,
E. Karpov, E. Diamanti, T. Debuisschert, N. J. Cerf,
R. Tualle-Brouri, S. W. McLaughlin, et al., Phys. Rev.
A 76, 042305 (2007).

[18] C. Silberhorn, T. C. Ralph, N. Liitkenhaus, and
G. Leuchs, Phys. Rev. Lett. 89, 167901 (2002).

[19] H. Héseler, T. Moroder, and N. Liitkenhaus, Phys. Rev.
A 77, 032303 (2008).

[20] J. Rigas, Detection of prepare&measurement entangle-
ment in continuous vartable quantum key distribution,
Diplom thesis, University of Erlangen-Nuremberg (2006).

[21] C. H. Bennett, G. Brassard, and N. D. Mermin, Phys.
Rev. Lett. 68, 557 (1992).

[22] R. Renner, Ph.D. thesis, ETH Ziirich (2005), also avail-



16

able as larXiv:quant-ph/0512258.

[23] M. Nielsen and I. L. Chuang, Quantum Computation
and Quantum Information (Cambridge University Press,
2000).

[24] C. Shannon, Bell Syst. Tech. J. 27, 379 (1948).

[25] M. M. Wolf, G. Giedke, and J. I. Cirac, Phys. Rev. Lett.
96, 080502 (2006).

[26] G. S. Agarwal, Phys. Rev. A 3, 828 (1971).

[27] 1. R. Gradshteyn and I. M. Ryzhik, Table of integrals,
series and products (Academic Press, Boston, 1994), 5th
ed.

[28] R. Namiki and T. Hirano, Phys. Rev. Lett. 92, 117901
(2004).

[29] R. A. Horn and C. R. Johnson, Matriz analysis (Cam-
bridge University Press, 1985).


http://arxiv.org/abs/quant-ph/0512258

