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The linear response of syn
hronized 
haoti
 units with delayed 
ouplings and feedba
k to small

external perturbations is investigated in the 
ontext of 
ommuni
ation with 
haos syn
hronization.

For iterated 
haoti
 maps, the distribution of distan
es is 
al
ulated numeri
ally and, for some

spe
ial 
ases, analyti
ally as well. Depending on model parameters, this distribution has power law

tails leading to diverging moments of distan
es in the region of syn
hronization. The 
orresponding

linear equations have multipli
ative and additive noise due to perturbations and 
haos. The response

to small harmoni
 perturbations shows resonan
es related to 
oupling and feedba
k delay times. For

perturbation from a binary message the bit error rate is 
al
ulated. The bit error rate is not related

to the transverse Lyapunov exponents, and it 
an be redu
ed when additional noise is added to the

transmitted signal. For some spe
ial 
ases, the bit error rate as a fun
tion of 
oupling strength has

the stru
ture of a devil's stair
ase, related to an iterated fun
tion system. Finally, the se
urity of


ommuni
ation is dis
ussed by 
omparing uni- and bi-dire
tional 
ouplings.

I. INTRODUCTION

Chaoti
 systems whi
h are 
oupled to ea
h other, 
an

syn
hronize to a 
ommon 
haoti
 traje
tory [1�3℄. Even if

dynami
 systems ex
hange signals with a large delay time

they still 
an syn
hronize 
ompletely, without any time

shift [4�7℄. This phenomenon is presently attra
ting a lot

of attention, partly be
ause of its 
ounter-intuitive funda-

mental aspe
t of nonlinear dynami
s, and partly be
ause

of its potential for se
ure 
ommuni
ation with 
haoti


signals [8�10℄, for a review see [11℄. In fa
t, broadband


ommuni
ation with syn
hronized 
haoti
 semi
ondu
tor

lasers has re
ently been demonstrated over 120 km in a

publi
 �ber network [12℄.

There are several ways to transmit a message with


haoti
 signals. One of them depends on a phenomenon

whi
h has been 
oined �
haos pass �lter� [13, 14℄. It was

observed that a 
haoti
 system whi
h is driven by the


haoti
 traje
tory of its partner plus the (small) message

responds essentially only with the traje
tory but not with

the message. Thus the 
haoti
 system �lters out any per-

turbation and responds with its 
haoti
 traje
tory. Using

this me
hanism, the re
eiving unit 
an re
over the mes-

sage just by subtra
ting the in
oming signal from its own

variables.

Adding a small message to a 
haoti
 
arrier has the

potential for 
haoti
 
ommuni
ation [11℄. Obviously, it

is di�
ult to extra
t the message from the irregular tra-

je
tory of the transmitted signal. However, when an ad-

versary has a

ess to the signal, and when he knows all

the details in
luding the parameters of the sending unit,

he may be able to use an identi
al unit, sy
hronize it as

well and extra
t the message. Re
ently, it has been sug-

gested that even in this 
ase se
ret 
ommuni
ation may

be possible. Two 
haoti
 units whi
h intera
t by bidire
-

tional transmission have an advantage over an atta
ker

driven by a unidire
tional signal. This di�eren
e between

bi- and unidire
tional transmission opens appli
ations on

publi
 
ryptography [15℄[16℄[17℄.

Chaos pass �lter is observed in experiments on ele
-

troni
 
ir
uits and lasers and in simulations of 
haoti


systems. But it is not well understood. When 
haoti


units syn
hronize, their 
haoti
 traje
tories will be at-

tra
ted by a syn
hronization manifold. Any perturbation

of one of the two traje
tories has two e�e
ts: Parallel to

the syn
hronized manifold the perturbation will explode,

sin
e the system is 
haoti
. But perpendi
ular to the

manifold the perturbation will de
ay to zero, thus the

system will syn
hronize again. However, this does not

ne
essarily mean that a permanent perturbation like a

se
ret message is damped by the 
haoti
 re
eiver.

The linear response of 
haoti
 systems to an exter-

nal perturbation has been investigated before, mainly

in the 
ontext of linear sto
hasti
 systems with multi-

pli
ative and additive noise [18, 19℄. In this paper the

linear response of syn
hronized 
haoti
 units is investi-

gated. To obtain analyti
 results, we use iterated maps

to study 
haos pass �lter, but many of the results are

also observed in numeri
al simulations of 
haoti
 di�er-

ential equations. In se
tion II, the models are introdu
ed

and the linearized equations for the perturbations are de-

rived. In se
tion III, we de�ne quantities whi
h measure

the linear response to noisy signals. We observe large ex-


ursions o� the syn
hronization manifold whi
h lead to

a 
ontinuum of diverging moments. We 
al
ulate reso-

nan
es, bit error rates, devil's stair 
ases and Lyapunov

spe
tra. In se
tion IV, a third unit, an atta
ker, is 
on-

sidered whi
h is driven by the ex
hanged signal and tries

to syn
hronize with the 
ommuni
ating partners. The

last se
tion summarizes and dis
usses our results.

II. THE MODELS

Consider two 
haoti
 units A and B whi
h are 
ou-

pled to ea
h other by a fun
tion of their internal vari-

ables. The ex
hanged signal arrives at the partner with

some delay time τ . Sin
e we want to 
ompare our results

http://arxiv.org/abs/0806.4291v1
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(a) Unit B is driven by unit A.

(b) Units A and B intera
t by mutual


oupling.

FIG. 1: Two di�erent s
enarios with two 
haoti
 units. The

states of units A and B are indi
ated by a and b, the ex
hanged

small message by m.

with 
orresponding experiments on 
haoti
 semi
ondu
-

tor lasers, we add a self-feedba
k to ea
h of the two units,

again with a delay time [4, 20, 21℄. We 
ompare two dif-

ferent s
enarios, indi
ated in Fig. 1: (a) Unit B is driven

by unit A, and (b) units A and B intera
t by a mutual


oupling. For both 
ases, unit A is sending some message

m to its partner B. This message is small and its 
ontent

may be 
onsidered as small random noise. Thus we are

interested in the linear response of unit B to noise.

In the following, we investigate the two s
enarios with


haoti
 iterated maps [11, 22℄. The dynami
s is given by

• 
ase (a) of Fig. 1

at = (1− ε)f(at−1) + εf(at−τ )

bt = (1− ε)f(bt−1)

+ εκf(bt−τ) + ε(1− κ)f(at−τ +mt−τ ),

(1)

• 
ase (b) of Fig. 1

at = (1− ε)f(at−1)

+ εκf(at−τ) + ε(1− κ)f(bt−τ )

bt = (1− ε)f(bt−1)

+ εκf(bt−τ) + ε(1− κ)f(at−τ +mt−τ ).

(2)

There are two parameters: ε measures the 
ontribution

of all delay terms while κ measures the relative strength

of the self-feedba
k. For the fun
tion f we mainly use

two variants:

• the Bernoulli shift

f(x) =
3

2
x mod 1 (3)

and

• the logisti
 map

f(x) = 4x(1 − x) (4)

Note that all variables at, bt are iterated in the unit in-

terval [0, 1].
Without noise, mt = 0, the spe
tra of Lyapunov expo-

nents have been 
al
ulated for the Bernoulli system. In

0 0.2 0.4 0.6 0.8 1
ε

0

0.2

0.4

0.6

0.8

1

κ

I

II

III

FIG. 2: Phase diagram for Bernoulli units. Regions II + III

(- -): syn
hronization of A and B for 
ase (a), see Eq. (5);

regions I + II (�): syn
hronization for 
ase (b), see Eq. (6).

the limit of large delay, τ → ∞, the phase diagram has

been 
al
ulated analyti
ally [22, 23℄. In the stationary

state, the two units A and B are 
ompletely syn
hronized

for

κ <
6ε− 2

6ε

ase (a), (5)

1

6ε
< κ <

6ε− 1

6ε

ase (b). (6)

These regions are shown in Fig. 2.

The uni-dire
tional system syn
hronizes in regions II

and III and the bi-dire
tional in regions I and II. Syn
hro-

nization is 
omplete, at = bt, although the ex
hanged

signal has a very long delay.

The e�e
t of small noise 
an be 
al
ulated by lineariz-

ing equations (1) and (2) in the vi
inity of the syn
hro-

nization manifold at = bt. The noise leads to a small

deviation dt = bt − at whi
h is given by the linear equa-

tions

• 
ase (a)

dt = (1 − ε)f ′
t−1dt−1 + εκf ′

t−τdt−τ

+ ε(1− κ)f ′
t−τmt−τ , (7)

• 
ase (b)

dt = (1 − ε)f ′
t−1dt−1 + εκf ′

t−τdt−τ

+ ε(1− κ)f ′
t−τ · (mt−τ − dt−τ )

= (1− ε)f ′
t−1dt−1 + (2κ− 1)εf ′

t−τdt−τ

+ ε(1− κ)f ′
t−τmt−τ (8)

where f ′
t is the derivative of f(x) at the syn
hronized

traje
tory at = bt. Without noise, these equations de-

termine the region of syn
hronization. For the Bernoulli

system one has f ′
t = 3/2 where we 
an ignore the jumps

in the limit of in�nitesimally small di�eren
es dt. In this
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ase (and without noise), the equations have been solved

analyti
ally and determine the phase diagram of Fig. 2.

In the syn
hronized regions, dt de
ays to zero whereas

outside dt in
reases exponentially.

III. LINEAR RESPONSE

The transmitted message may be 
onsidered as noise

with a low amplitude. Hen
e we want to understand how

a syn
hronized 
haoti
 system responds to small noise. In

parti
ular, we are interested in the linear response.

A. Moments

The distan
e from the syn
hronization manifold is de-

s
ribed by the variable dt of equations (7) and (8). We


onsider the regime of 
omplete syn
hronization, i.e. pa-

rameters for whi
h, without noise, dt de
ays to zero.

With noise, however, one obtains a distribution of dis-

tan
es dt. We are interested in the stationary distribu-

tion whi
h develops after a transient time given by the

transverse Lyapunov exponents. This distribution may

be 
hara
terized by its moments. Hen
e, we de�ne a re-

sponse fun
tion

χn = lim
〈|m|〉→0

〈|d|n〉
〈|m|n〉 , (9)

where 〈. . .〉 means an average over the distribution of m
and d. In the following we will use a symmetri
 distribu-

tion of random numbers mt, for example with a uniform

distribution in the interval [−M,M ].
Let us 
onsider the simplest 
ase, Fig. 1(a) with τ = 1

and κ = 0. The 
haoti
 unit A is driving unit B. The

linearized equation (7) takes the simple form

dt = (1− ε)f ′
t−1dt−1 + εf ′

t−1mt−1 . (10)

Let us assume that the variable f ′
t−1 is an un
orrelated

random number. Then this equation des
ribes a linear

pro
ess with multipli
ative and additive noise. For the

Bernoulli shift, f ′
t =

3

2
is 
onstant and only additive noise

remains. But for the logisti
 map, the distribution of f ′

is given by

ρ(f ′) =
1

π
√

16− f ′2
. (11)

It is well known that linear systems with multipli
ative

and additive noise may lead to stationary distributions

whi
h have a power law [19, 24, 25℄

p(d) ∼ 1

dγ
. (12)

The exponent γ is determined by

(1− ε)γ−1〈|f ′
t |γ−1〉 = 1 . (13)

Hen
e, if the fa
tor (1−ε)|f ′
t | 
an take values larger than

one, the equation (10) may drive the system to very large

ex
ursions, leading to a power law of the distribution.

For the logisti
 map, the maximal slope is f ′ = ±4, thus
we �nd large ex
ursions of the variable dt for ε < 3

4
.

We did not su

eed to 
al
ulate the distribution of dt
analyti
ally, but the linear response 
an be derived.

Squaring equation (10), one �nds the se
ond moment

of the deviation from syn
hronization as

〈d2〉 = ε2〈f ′2〉〈m2〉
1− (1− ε)2〈f ′2〉 . (14)

For the Bernoulli shift, the se
ond moment diverges for

ε < εc = 1

3
where syn
hronization does not o

ur. For

the logisti
 map, however, the se
ond moment diverges

already inside of the syn
hronization region. Syn
hro-

nization is given for

ln(1 − ε) + 〈ln |f ′|〉 < 0 (15)

whi
h gives εc = 1

2
. The se
ond moment diverges

when the denominator of equation (14) be
omes negative.

Sin
e one has 〈f ′2〉 = 8, the se
ond moment diverges for

ε < ε2 = 1− 1√
8
= 0.646 . . . (16)

The se
ond moment diverges already inside the region

of syn
hronization. That means that the distribution

p(d) has developed a power law tail, and equation (10)

des
ribes rare large ex
ursions of deviation dt from the

syn
hronization manifold. Figure 3 shows a traje
tory of

dt for ε = 0.7 (b) where the se
ond moment exists and

for ε = 0.6 (a) where the sus
eptibility χ2 diverges.

Power law tails of the distribution of a sto
hasti
 pro-


ess with multipli
ative and additive noise have been dis-


ussed in the 
ontext of 
haos syn
hronization, before [2℄.

This phenomenon has been 
alled �on-o� intermitten
y�

and was dis
ussed in the vi
inity of the syn
hronization

transition εc. Here the phenomenon is triggered by the

message transmitted via the 
haoti
 signal, and it is ob-

served deep inside the region of syn
hronization.

The linear equation (10) also determines higher mo-

ments of p(d). Equation (13) shows that χn diverges at

a 
oupling εn given by the equation

1 = (1 − εn)
n〈|f ′|n〉 (17)

For the Bernoulli shift, all moments diverge at the syn-


hronization threshold εc. For the logisti
 map, however,

all moments diverge at a di�erent 
oupling εn given by

εn = 1− 1

4

(

n
√
π Γ(n

2
)

2 Γ(n+1

2
)

)

1
n

(18)

De
reasing ε, the sus
eptibility χ∞ diverges �rst. Then,

at ea
h value of ε, a sus
eptibility with a lower value of n
diverges until for n → 0 the syn
hronization threshold is

obtained, where 〈ln |d|〉 diverges. Figure 4 shows εn as a
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0 20000 40000 60000 80000 1e+05
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0
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(b)

FIG. 3: Deviation dt from the syn
hronization manifold for

logisti
 map. (a) ε = 0.6: large ex
ursions, χ2 diverges; (b)

ε = 0.7: χ2 exists. Note the di�erent s
ale in the se
ond part

of (b).

FIG. 4: The threshold εn below whi
h χn diverges.

fun
tion of n. Note that Fig. 4 shows the exponent γ(ε)
as well sin
e one has γ = n+ 1.
Figure 5 shows the power-law of the probability distri-

bution p(d) of the distan
e d in a log-log plot for ε = 0.65.
In addition, the straight line 
orresponding to the expo-

nent γ is shown. It 
an be determined by Eq. (18) (Fig. 4)

and γ = n+ 1.
Up to now we have dis
ussed the driven system,

Fig. 1(a). But the linearized equations for the intera
ting

system, Fig. 1(b), are very similar:

dt = (1− 2ε)f ′
t−1dt−1 + εf ′

t−1mt−1 (19)

0.0001 0.001 0.01 0.1
d

1

10

100

1000

10000

1e+05

1e+06

p(d)

γ = n + 1 = 3.14

FIG. 5: Log-log plot of p(d), the histogram of the distan
es,

for the logisti
 map, uni-dire
tional s
enario, τ = 1, ε = 0.65.
Besides the small deviations from a perfe
t power-law for

d ≈ 0.01, there are two 
ut-o�s: The �rst 
ut-o� is for small

d. It results from the additive noise whi
h prevents that the

distan
e very often be
omes very small. The se
ond 
ut-o�

is for large d. It results from the fa
t that |d| is bounded

between 0 and 1 (sin
e a and b are bounded between 0 and

1) whi
h means that d 
annot really diverge.

Hen
e, in this 
ase, one �nds diverging sus
eptibilities, as

well. For the logisti
 map, the region of syn
hronization

is given by

1

4
< ε <

3

4
(20)

and χn diverges at

εn =
1

2
± 1

8

(

n
√
π Γ(n

2
)

2 Γ(n+1

2
)

)

1
n

(21)

Fig. 6 shows χ2 as a fun
tion of ε. It diverges at the


oupling strength ε2 = { 1

2
± 1

4
√
2
} = {0.323 . . . , 0.676 . . .}.

With in
reasing 
oupling, the e�e
t of the noise be-


omes stronger, hen
e the sus
eptibility is not symmetri


around ε = 0.5.
Up to now we have 
onsidered a system without de-

lay. Now we are dis
ussing the 
omplete equations (7)

and (8). If the delay time τ is very large, the variables

dt−1 and dt−τ may be 
onsidered as un
orrelated random

variables. Hen
e the se
ond moment diverges when the

following inequalities hold:

• Uni-dire
tional

1− [(1− ε)2 + ε2κ2]〈f ′2〉 < 0 (22)

• Bi-dire
tional

1− [(1 − ε)2 + ε2(2κ− 1)2]〈f ′2〉 < 0 (23)

For the Bernoulli shift one has f ′ = 
onst. = 3

2
and

all moments diverge at the syn
hronization threshold.
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0 0.2 0.4 0.6 0.8 1
ε

0

10

20

30

40

χ2

uni
bi

FIG. 6: The sus
eptibility χ2 as a fun
tion of ε in the 
ase

of uni- and bi-dire
tional 
oupling and τ = 1 for the logisti


map.

FIG. 7: Phase diagram for the unidire
tional setup, the lo-

gisti
 map and τ → ∞, obtained from numeri
al simulations.

The gray regime with bla
k border (�) shows the syn
hro-

nization region. The dashed line (- -) 
on�nes the region

outside whi
h χ2 diverges. That is, the divergen
e already

o

urs inside the syn
hronization region.

For the logisti
 map, however, these equations 
annot

be solved analyti
ally sin
e the distribution of f ′
is not

known. Figure 7 shows a numeri
al simulation whi
h

demonstrates that the sus
eptibility χ2 already diverges

inside of the syn
hronization region.

B. Bit Error Rate

In the following, we assume that A sends binary mes-

sages (bits), i.e. mt = ±M with M ≪ 1 and 〈m〉 = 0.
To re
onstru
t the small message m whi
h A sends to

B, unit B �rst has to subtra
t its own state from the

re
eived signal [11℄:

m̃t = (at +mt)− bt = mt − dt . (24)

If units A and B were perfe
tly syn
hronized (dt = 0),
the original message would be perfe
tly re
overed by the

above equation (m̃t = mt). But sin
e the original mes-

sage is binary (±M), it is su�
ient for a su

essful re
on-

stru
tion if mt and m̃t have the same sign, mtm̃t > 0. To
measure the quality of re
onstru
tion, the bit error rate

(BER) r is introdu
ed, whi
h is the ratio of the num-

ber of in
orre
tly re
overed bits to the total number of

reveived bits:

r =
# in
orre
tly re
overed bits

# re
eived bits

. (25)

If the absolute value of the distan
e d is less than the

absolute value of the messages, |dt| < M , the message is

re
overed 
orre
tly with probability 1 be
ause the sign of

the message is not 
hanged. In the other 
ases, |dt| > M ,

the sign of the message is 
hanged with probability

1

2
, i.e.

r =
1

2





−M
∫

−∞

p(d) dd+

∞
∫

M

p(d) dd





=
1

2



1−
M
∫

−M

p(d) dd



 .

(26)

Note that this de�nition of the bit error rate assumes

that the system has relaxed to a stationary distribution

p(d). In fa
t, this de�nition may be only an upper bound

sin
e lower bit error rates may be a
hievable if one uses

additional information about the transmitted signals [26℄.

The distribution of the distan
es, p(d), is known ana-

lyti
ally only in some spe
ial 
ases, see Appendix. In

general, the bit error rate has to be determined by

means of 
omputer simulations. Figures 8, 9, 10 and 11

show the results of simulations for the uni-dire
tional/bi-

dire
tional setup, for the Bernoulli map/logisti
 map and

for no delay/large delay.

For the Bernoulli map without delay, Fig. 8, we �nd

a broad distribution of deviations d for small ε in the


ase of uni-dire
tional 
oupling, see Fig. 12(a). With in-


reasing ε, Fig. 12(b), the values of the distribution get a

fra
tal stru
ture while the support stays 
onne
ted. For

ε > 2

3
, Fig. 12(
), the distribution 
hanges to a peaked

stru
ture with a fra
tal support. As derived in the Ap-

pendix, this fra
tal stru
ture leads to a devil's stair
ase

for the bit error rate as a fun
tion of ε. The bit error

rate lo
ks into rational values r = k
2q

with k and q being

natural numbers and

1

4
≤ r ≤ 1

2
. In the bi-dire
tional


ase, the bit error rate is zero for

1

3
≤ ε ≤ 5

9
sin
e for this

interval the absolute values of the deviations are less than

the message amplitude, |d| < M , see Fig. 12(d). Simi-

larly to the uni-dire
tional 
ase, one 
an �nd a stair
ase

stru
ture for the bit error rate for

1

3
≤ ε ≤ 2

3
. The fra
tal

properties of the distribution p(d) are related to the the-

ory of iterated fun
tion systems [27℄. For the Bernoulli

shift, Eqs. (10) and (19) give iterations of two linear fun
-

tions with mt−1 = ±1. Iterating a few randomly 
hosen

fun
tions 
an lead to fra
tal distribution. For details see

Appendix.
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FIG. 8: Bit error rate r for Bernoulli map, τ = 1, κ = 0, for
uni- and bi-dire
tional 
oupling.

FIG. 9: Bit error rate r for logisti
 map, τ = 1, κ = 0, for
uni- and bi-dire
tional 
oupling.

For the logisti
 map without delay, Fig. 9, the distri-

bution p(d) of deviations d has always a 
onne
ted sup-

port due to the multipli
ative noise f ′
, see Figures 12(e)

and (f). The numeri
al simulations show a minimum of

the bit error rate at ε ≃ 0.75 (uni-dire
tional 
ase) and

ε ≃ 0.4 (bi-dire
tional 
ase).

Note that the bit error rate is determined by the in-

tegral (26) of the distribution of distan
es d from the

syn
hronization manifold. We �nd that this integral is

insensitive to long tails of this distribution, dis
ussed in

the previous subse
tion. Although the responses χn di-

verge at di�erent 
oupling strenghts εn, the bit error rate
is smooth as a fun
tion of ε.

In the sequen
e of 
orre
tly and in
orre
tly re
overed

bits, there are 
orrelations between time steps with a

distan
e ∆ of integer multiples of τ and 
lose to integer

multiples, i.e. ∆ ≈ kτ with k = . . . ,−2,−1, 0, 1, 2, . . .,
e.g. ∆ = 1, ∆ = 2τ − 2, . . . . An example 
an be seen in

Fig. 13. For short time shifts ∆, the bit errors are not


orrelated. But this does not ne
essarily mean that the

bit error rate 
an always be redu
ed by using larger bits

(bits longer than one time step), sin
e the system imme-

diately responds to a long 
onstant perturbation, i.e. the

errors ea
h time step are not independent anymore if the

bits are longer than one time step. However, in most of

the 
ases the bit error rate is redu
ed by using longer

bits, as seen in Fig. 14.

C. Noise-redu
ed bit error rate

In the previous subse
tions we have investigated the


ase where a message mt = ±M is added to the signal

whi
h unit A sends to B, and we have 
al
ulated the

response of unit B. This response was quanti�ed with

the bit error rate rB.
Now we extend this s
enario to the 
ase where unit B

adds noise w (or a message) to its transmitted signal as

well,

at = (1− ε)f(at−1)

+ εκf(at−τ) + ε(1− κ)f(bt−τ + wt−τ )

bt = (1− ε)f(bt−1)

+ εκf(bt−τ) + ε(1− κ)f(at−τ +mt−τ ) ,

(27)

see also Fig. 15. Surprisingly, we �nd that this additional

noise 
an redu
e the bit error rate rB.
This e�e
t 
an be seen with the Bernoulli map as well

as with the logisti
 map for many of the possible 
hoi
es

of the parameters in Eq. (27). However, to treat the

e�e
t analyti
ally, we set τ = 1, κ = 0, ε = 1

2
. The


orresponding equations are

at =
1

2
f(at−1) +

1

2
f(bt−1 + wt−1)

bt =
1

2
f(bt−1) +

1

2
f(at−1 +mt−1)

(28)

Let us 
onsider the 
ase of the logisti
 map. Obviously,

for the above 
hoi
e of parameters A and B syn
hronize

immediately when the message mt and the noise wt are

swit
hed o�. When message and noise are small, the de-

viation from the syn
hronous traje
tory is obtained from

the linearized equations. With bt = at + dt one �nds

dt =
f ′
t−1

2
(mt−1 − wt−1) (29)

where f ′
t−1 is the derivative of the nonlinear fun
tion f

at the perturbed traje
tory at; it may be 
onsidered as a

random number. In the 
ase of the logisti
 map, Eq. (4),

the distribution of s = f ′/2 is given by

ρ̃(s) =
1

π
√
4− s2

(30)

The unit B re
overs the message from the sign of

mB

t = at +mt − bt = mt − dt . (31)
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(a) uni-dire
tional s
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(b) bi-dire
tional s
enario

FIG. 10: Bit error rate r (gray-s
ale) for Bernoulli map, τ = 50. The dashed lines (� �) represent the borders of the

syn
hronization regions, see Fig. 2. The white dotted line (· ·) in (b) 
on�nes the region where r < 10−4
.
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(a) uni-dire
tional s
enario

0 0.2 0.4 0.6 0.8 1
ε

0

0.2

0.4

0.6

0.8

1

κ

(b) bi-dire
tional s
enario

FIG. 11: Bit error rate r (gray-s
ale) for logisti
 map, τ = 50. The bands around ε ≃ 0.15, 0.45 and 0.55 represent periodi


windows.

The bit error rate of B is given by

rB = prob(mt m
B

t < 0)

= prob(M2 − st−1M
2 + st−1wt−1mt < 0)

= prob(M − st−1M ± st−1wt−1 < 0)

= prob(M − s(M + w) < 0)

=

∫ ∞

−M
2

pw(w)

∫ 2

M
M+w

ρ̃(s) ds dw

+

∫ − 3
2
M

−∞
pw(w)

∫ M
M+w

−2

ρ̃(s) ds dw

=

(

∫ − 3
2
M

−∞
+

∫ ∞

−M
2

)

1

π
sec−1

(

2
∣

∣

∣1 +
w

M

∣

∣

∣

)

pw(w) dw

(32)

For small values of the noise,

w
M ≪ 1, one 
an expand

the inverse se
; for a symmetri
 distribution of noise one

�nds

rB =
1

3
− 7〈w2〉

6
√
3M2π

− 205〈w4〉
108

√
3M4π

+O(〈w6〉) (33)

For large noise we have 
al
ulated the integral (32) for

a �at distribution, w ∈ [−W,W ] with pw(w) =
1

2W . The

result is given in Appendix B, and Fig. 16 shows the

bit error rate rB(W ) as a fun
tion of noise W . If unit

B adds noise to its transmitted signal, it redu
es its bit

error rate. Only when the ratio between maximal noise

W to the strength of the bit message M is larger than

the value ≈ 3.4, B has a larger error rate than without

noise.

As mentioned before, the e�e
t of de
reasing the bit
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-3M -2M -1M 0 1M 2M 3M
d

p(d)

(a) Bernoulli map, uni-dire
tional, ε = 0.5

-3M -2M -1M 0 1M 2M 3M
d

p(d)

(b) Bernoulli map, uni-dire
tional,

ε = 0.55

-3M -2M -1M 0 1M 2M 3M
d

p(d)

(
) Bernoulli map, uni-dire
tional, ε = 0.8

-3M -2M -1M 0 1M 2M 3M
d

p(d)

(d) Bernoulli map, bi-dire
tional, ε = 0.4

-6M -5M -4M -3M -2M -1M 0 1M 2M 3M 4M 5M 6M
d

p(d)

(e) Logisti
 map, uni-dire
tional, ε = 0.8

-6M -5M -4M -3M -2M -1M 0 1M 2M 3M 4M 5M 6M
d

p(d)

(f) Logisti
 map, bi-dire
tional, ε = 0.4

FIG. 12: Probability distribution p(d) (in arb. units) for the deviations d with τ = 1, κ = 0.

-100 -50 0 50 100
∆

0

0.05

0.1

0.15

0.2

C

FIG. 13: Auto-
orrelation C with time shift ∆ of the sequen
e

of 
orre
tly and in
orre
tly re
overed bits, C =
〈ctct−∆〉−〈c〉2

〈c2〉−〈c〉2
,

ct = +1: 
orre
tly re
overed bit, ct = −1: in
orre
tly re-


overed bit. Logisti
 map, bi-dire
tional s
enario, τ = 50,
ε = 0.7, κ = 0.6.

error rate by noise exists not only for the spe
ial 
ase of

Eq. (28) but also for the more general 
ase of Eq. (27)

with delay and feedba
k (in 
ertain regions of the pa-

rameter spa
e), both for the Bernoulli map and for the

logisti
 map. This is shown in Figures 17 and 18.

In order to explain the positive e�e
t of noise, let us go

ba
k to the spe
ial 
ase of Eq. (28) and the logisti
 map.

Consider the 
ase where there is a bit error without noise.

A

ording to Eq. (29), with wt = 0, one has |f ′| > 2. In
this 
ase noise 
an redu
e the value of dt and remove

æ

æ
æ

æ

æ
æ æ

æ æ
æ æ

æ æ

á

á

á

á

á

á

á

á

á

á

á

á

á

5 10 15 20 25
10-7

10-5

0.001

0.1

bit length

r

FIG. 14: Bit error rate (•) as a fun
tion of the bit length for

logisti
 map, bi-dire
tional s
enario, τ = 50, ε = 0.7, κ = 0.6.
For bit lengths > 1, the bit error rate deviates from a behavior

(�) of independent bit errors (binomial sum).

FIG. 15: B sends noise w in addition to the signal b.

the bit error. Noise 
an also generate a bit error when

|f ′| < 2. But sin
e the distribution of |f ′| is in
reasing,
the probability of the �rst 
ase is larger, resulting in a

redu
tion of the total bit error rate.

The main idea of this explanation for the spe
ial 
ase
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FIG. 16: Bit error rate rB for di�erent strengths W of the

noise w ∈ [−W,W ] with �at distribution pw(w) = 1

2W
whi
h

B sends in addition to the signal b. Surprisingly, the bit error

rate de
reases due to the noise. The analyti
al result for the

logisti
 map with τ = 1, κ = 0 and ε = 1

2
is shown. The

horizontal dashed line represents the bit error rate without

noise, W = 0.

0 1 2 3 4 5
W/M

0

0.1

0.2

0.3

0.4

0.5

r
B

FIG. 17: Bit error rate rB for di�erent strengths W of the

noise w ∈ [−W,W ] with �at distribution pw(w) = 1

2W
. Result

from simulation for Bernoulli map f(x) = αx mod 1 with

α = 5

2
, ε = 0.95, κ = 0.45, τ = 50. The dashed line represents

the bit error rate without noise, W = 0.

also holds for the general 
ase of Eq. (27): If the prob-

ability density p(d) without noise prevails in the region

|d| > M , 
hanging d by noise leads to an in
reasing of

the probability density within the interval |d| < M whi
h

de
reases the bit error rate.

D. Resonan
es

In the previous subse
tion we have investigated the

linear response of syn
hronized 
haoti
 units to a ran-

dom perturbationmt. The response was des
ribed by the

fun
tions χn, Eq. (9). For the Bernoulli map, the 
orre-

sponding equations (7) and (8) are linear equations with


onstant 
oe�
ients. Hen
e, in this spe
ial 
ase, the re-

0 1 2 3 4 5
W/M

0

0.1

0.2

0.3

0.4

0.5

r
B

FIG. 18: Bit error rate rB for di�erent strengths W of the

noise w ∈ [−W,W ] with �at distribution pw(w) = 1

2W
. Result

from simulation for logisti
 map, ε = 0.9, κ = 0.4, τ = 50.
The dashed line represents the bit error rate without noise,

W = 0.

sponse of the 
haoti
 system 
an be des
ribed in terms of

harmoni
 perturbations mt = M exp(−iωt). The system
responds with the identi
al frequen
y dt = D exp(−iωt),
and the 
omplex amplitude D is given by

• uni-dire
tional 
ase

D = M
ε(1− κ)α

exp(iωτ)− (1 − ε)α exp(iω(τ − 1))− εκα
(34)

• bi-dire
tional 
ase

D = M
ε(1− κ)α

exp(iωτ)− (1− ε)α exp(iω(τ − 1))− ε(2κ− 1)α
(35)

with α = f ′ = 3

2
. The unit A sends the harmoni
 signal

mt and the unit B tries to re
over it by subtra
ting its

own variable bt from the re
eived signal at + mt. The

re
overed signal is m̃ = at +mt − bt = mt − dt. Hen
e

the amplitude of the re
overed signal is given by

|m̃| = |M −D| (36)

Figure 19 shows |m̃| as a fun
tion of ω 
lose to the

phase boundary of syn
hronization. The amplitude of

the restru
ted signal shows peaks (resonan
es) and/or


uts with distan
e

2π
τ . The resonan
es diverge at the

syn
hronization boundary.

For the logisti
 map the 
oe�
ients of the linear equa-

tions (7) and (8) depend on time. Thus an exa
t Fourier

de
omposition of the transmitted signal is not possi-

ble. However, our numeri
al results of Fig. 20 show that

the 
orresponding Fourier 
omponent of the response m̃t

shows resonan
es as well [28℄.

These results show that a 
haoti
 system 
an fun
-

tion as a sharp harmoni
 �lter. The transmitted signal

is irregular, and the harmoni
 perturbation is arbitrar-

ily small. Nevertheless, the reveiver 
an �lter out this
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FIG. 19: Amplitude of the re
onstru
ted signal for di�erent

signal frequen
ies. Bernoulli map, uni-dire
tional 
oupling,

ε = 0.8, κ = 0.55, τ = 50.

FIG. 20: Fourier transformation of the re
onstru
ted signal,

S(ν) =
P

N

t=1
m̃t exp[

2πi

N
(t− 1)(Nν − 1)]. Logisti
 map, uni-

dire
tional 
oupling, ε = 0.7, κ = 0.4, τ = 50, ω = 2π ·
5

τ
. In the Fourier spe
trum there is a strong peak at ν =

1

10
= 5

τ
whi
h 
orresponds to the frequen
y of the harmoni


perturbation.

perturbation with high pre
ision. It would be interesting

to investigate this harmoni
 �lter with respe
t to se
ret


ommuni
ation. In fa
t, the response of syn
hronized


haoti
 semi
ondu
tor lasers to a harmoni
 perturbation

has been investigated in Ref. [29℄.

E. Transverse Lyapunov Spe
tra

In the previous subse
tions we have investigated the

response of a syn
hronized 
haoti
 system to persistent

random or harmoni
 perturbations. The 
haoti
 dynami


tries to bring the system to the syn
hronization manifold,

whereas the perturbation drives the system away from

this manifold. The 
ompetition between these two me
h-

anisms results in the linear response des
ribed above.

The �rst me
hanism � relaxation to the syn
hroniza-

tion manifold � is usually des
ribed in terms of transverse

or 
onditional Lyapunov exponents. In the syn
hronized

-0.1

-0.05

0

0.05

0.1

λ

0 0.2 0.4 0.6 0.8 1
ε

0

0.1

0.2

0.3

0.4

0.5

r

FIG. 21: Spe
trum of transverse Lyapunov exponents λ and

bit error rate r for Bernoulli map, uni-dire
tional 
oupling,

κ = 0.2, τ = 50. Ex
ept for the syn
hronization bound-

ary where the largest transverse Lyapunov exponent be
omes

negative and the bit error rate be
omes less than

1

2
, the qual-

itative behavior of the Lyapunov exponents and the bit error

rate are not related.

region those exponents are negative and the largest one

be
omes positive just at the phase boundary, resulting in

a slowing down of the relaxation to syn
hronization. As

we have seen above, at the phase boundary the response

to perturbation diverges, as well.

Following these arguments, one might expe
t that the

qualitative behavior of the response fun
tions χn or the

bit error rate r is related to the behavior of the largest

transverse Lyapunov exponent λ
trans

. However, this is

not true. For example, 
onsider the simple driven sys-

tem without delay, Eq. (10). The transverse Lyapunov

exponent is given by (15),

λ
trans

= ln(1− ε) + 〈ln |f ′|〉 . (37)

Thus, it de
reases monotoni
ally with in
reasing 
oupling

strength ε. However, the bit error rate r �rst de
reases

with ε to a minimum value but then it in
reases again.

This holds for the Bernoulli as well as for the logisti


map, see Figs. 8 and 9.

With delay τ , the spe
tra of Lyapunov exponents 
an

be 
al
ulated by solving polynomial equations of order τ
[22℄. In Fig. 21 the spe
trum of τ transverse exponents

is shown as a fun
tion of ε for the self-feedba
k strength

κ = 0.2. Again, the qualitative behavior of the largest

exponent is not related to the one of the bit error rate r.

IV. ATTACKING WITH DRIVEN UNITS

The main motivation of this investigation is the appli-


ation of 
haos syn
hronization to se
ure 
ommuni
ation.

Let us assume that two partners A and B have realized
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a syn
hronized 
haoti
 system and transmit messages, as

des
ribed above. But now an atta
ker E has a

ess to the

transmitted signal. We assume that the atta
ker 
an only

re
ord the transmitted signal, but he 
annot send his own

signal to the partners A and B. Thus E is driven by the

transmitted signals but he 
annot intera
t. This impor-

tant di�eren
e between partners and atta
king units has

been suggested for a novel publi
 key en
ryption proto
ol

[4, 15℄.

To extra
t the message from the transmitted signals,

the atta
ker has to syn
hronize with the two partners.

Thus it is obvious that he will use the same 
haoti
 units

with identi
al parameters. If he does not know those

parameters and if he is not able to estimate them from

the data, he will not be able to syn
hronize. But se-


ure 
ryptography does not use any se
ret parameters,

hen
e we assume that the atta
ker E knows everything

what B knows about A. In this 
ase, the 
on�guration of

Fig. 1(a), A is driving B, is obviously useless, sin
e E is

in the same situation as B and 
an restore the message

of A with identi
al pre
ision as B.

Thus we 
onsider only Fig. 1(b) where A and B are

mutually intera
ting. The atta
king unit E may have

a

ess to both transmission lines, as indi
ated in Fig. 22.

The 
orresponding equation for the units A and B are

given by Eq. (2), and E uses the equations:

et = (1−ε)f(et−1)+εσf(bt−τ )+ε(1−σ)f(at−τ +mt−τ )
(38)

If unit E adjusts its parameter to σ = κ, it is obvious that
unit E re
eives the identi
al drive in
luding the same self-

feedba
k as unit B . Consequently, E a
hieves an identi
al

bit error rate.

The situation is di�erent if B sends a message or noise

as well. This s
enario was investigated in Se
tion III C.

In this 
ase and for τ = 1, the equations for A, B and a

simple atta
ker E are the following:

at = (1− ε)f(at−1) + εf(bt−1 + wt−1)

bt = (1− ε)f(bt−1) + εf(at−1 +mt−1)

et = (1− ε)f(bt−1 + wt−1) + εf(at−1 +mt−1)

(39)

From the above equations, the distan
e between A and

B, dt, and the distan
e between A and E, gt, 
an be


al
ulated:

dt = bt − at

= (1− 2ε)f ′
t−1dt−1 + εf ′

t−1mt−1 − εf ′
t−1wt−1

gt = et − at

= (1− 2ε)f ′
t−1dt−1 + εf ′

t−1mt−1 + (1 − 2ε)f ′
t−1wt−1

(40)

If one sets ε = 1

2
, the bit error rate of B is redu
ed by

the noise w, see Se
. III C, whereas the bit error rate of

E is then independent of w and is not redu
ed (indi
ated

by the dashed line in Fig. 16). This phenomenon has

been reported for 
haoti
 semi
ondu
tor lasers. A large

di�eren
e in bit error rates for the partners and for the

atta
ker was observed for the Lang-Kobayashi equations

des
ribing 
haoti
 semi
ondu
tor lasers. The e�e
t was

named �mutual 
haos pass �lter� [16℄.

However, for our simple model, an advan
ed atta
ker


an a
hieve the same bit error rate as B. This should

be shown for arbitrary ε. The equation of the advan
ed

atta
ker is:

et =(1− 2ε)f(et−1) + εf(at−1 +mt−1)

+ εf(bt−1 + wt−1)− εf ′
t−1yt−1

(41)

Here, y is an additional noise with the same distribution

as w, and f ′
t−1 
an be 
al
ulated from at−1 and bt−1.

For other maps than Bernoulli map and logisti
 map this

might not be possible. Then it is su�
ient to use val-

ues with the same distribution as f ′
. For the advan
ed

atta
ker the distan
e between A and E is:

gt = (1− 2ε)f ′
t−1gt−1 + εf ′

t−1mt−1 − εf ′
t−1yt−1 (42)

whi
h is identi
al to the equation for dt and thus results

in the same bit error rate.

An atta
ker is also su

essful if τ > 1. The dynami
s

of units A and B and of an advan
ed atta
ker E are:

at = (1− ε)f(at−1) + εκf(at−τ )

+ ε(1− κ)f(bt−τ + wt−τ )

bt = (1− ε)f(bt−1) + εκf(bt−τ)

+ ε(1− κ)f(at−τ +mt−τ )

et = (1− ε)f(et−1) + ε(2κ− 1)f(et−τ )

+ ε(1− κ)f(at−τ +mt−τ ) + ε(1− κ)f(bt−τ + wt−τ )

− ε(1− κ)f ′
t−τyt−τ

(43)

So the distan
e of the atta
ker to unit A, gt = et − at,

orresponds to the di�eren
e between A and B, dt =
bt − at:

dt = (1− ε)f ′
t−1dt−1 + ε(2κ− 1)f ′

t−τdt−τ

+ ε(1− κ)f ′
t−τ (mt−τ − wt−τ )

gt = (1− ε)f ′
t−1gt−1 + ε(2κ− 1)f ′

t−τgt−τ

+ ε(1− κ)f ′
t−τmt−τ − ε(1− κ)f ′

t−τyt−τ

(44)

Again, if the atta
ker E is able to add additional noise yt
where f ′

tyt has the same or similar distribution as f ′
twt,

he 
an redu
e his bit error rate in a similar way as partner

B.

Note that our results are based on iterated maps. For

more 
omplex systems, like the Lang-Kobayashi equa-

tions and other higher-dimensional 
haoti
 systems, it is

not obvious that the same 
on
lusions about the mutual


haos pass �lter hold.

Now let us 
ome ba
k to the general 
ase τ > 1 and

let us assume that the atta
ker E is only able to re
ord

the transmission from A to B, see Fig. 23. For this 
ase,

the equation for E is

et = (1−ε)f(et−1)+εσf(et−τ)+ε(1−σ)f(at−τ +mt−τ )
(45)
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FIG. 22: The two units A and B are 
oupled as in Fig. 1(b).

Here, an atta
ker E has a

ess to both signals.

FIG. 23: The two units A and B are 
oupled as in Fig. 1(b).

Here, an atta
ker E has a

ess to the signal whi
h goes from

A to B.

We want to 
ompare the linear response of unit E to the

one of B. A

ording to the phase diagram Fig. 2, without

message, unit E 
an always syn
hronize to A and B if

it uses an identi
al parameter ε and keeps its feedba
k

parameter σ in region II or III.

Let us assume that A and B take their parameters

(ε, κ) in region II. If the atta
ker E 
hooses κ = σ, he
obtains the same response and bit error rate as B.

Figure 24(a) shows the se
ond moment and bit error

rate of E as a fun
tion of σ. Both quantities de
rease

monotoni
ally with the feedba
k parameter σ. This re-

sult may be unexpe
ted. One might expe
t that the at-

ta
ker E obtains the lowest bit error rate if he uses a

strong signal 
ontaining the message. The opposite is

true, E 
an even a
hieve a lower bit error rate than B if he

takes the almost weakest possible 
ontribution of the sig-

nal without losing syn
hronization, here σ ≈ 7

12
= 0.583

for ε = 8

10
= 0.8 a

ording to Eq. (5). Only very 
lose to

the syn
hronization boundary the response χE2 diverges

and the bit error rate in
reases to its maximal value

rE = 0.5.
If the two partners use parameters of region I, the at-

ta
ker E 
an never a
hieve the same response as partner

B. Figure 24(b) shows that the bit error rate as well as

χ2 of E is mu
h larger than the ones of partner B. The

bit error rate of E is always at least about 10 times larger

than the one of B.

V. SUMMARY

Chaos syn
hronization has been investigated in the


ontext of se
ure 
ommuni
ation via 
haoti
 signals. In

parti
ular, when a small se
ret message is a perturbation

of the sending 
haoti
 unit, the re
eiver 
an re
over this
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FIG. 24: Bit error rate rE and response fun
tion χE2 as a

fun
tion of σ, for Bernoulli map, τ = 50, ε = 0.8 and Eqs. (2)

and (45). The values for unit B (whi
h are not dependent of

σ) are shown as dashed lines. (a) κ = 0.4 ; (b) κ = 0.75

message by a me
hanism whi
h has been named 
haos

pass �lter. Thus 
haos pass �lter is the linear response

of a syn
hronized 
haoti
 system to a quasi-random bi-

nary perturbation. This perturbation has a 
omponent

whi
h is a
ting transverse to the syn
hronization mani-

fold. Hen
e the message drives the system away from syn-


hronization whereas the dynami
s of the system, quan-

ti�ed by 
onditional Lyapunov exponents, brings the tra-

je
tories ba
k to the manifold. The 
ompetition between

these two e�e
ts leads to the 
haos pass �lter whi
h allows

the re
eiving unit to re
over the message by subtra
ting

its own 
haoti
 traje
tory from the re
eived signal.

Consequently, one expe
ts that perturbations of the

sender are just damped by the re
eiver; the re
eiver �l-

ters out the perturbation and responds essentially with

the unperturbed traje
tory. However, our numeri
al and

analyti
al investigations of iterated maps show that the

me
hanism of 
haos pass �lter is mu
h more 
omplex.

The response of the re
eiver to the perturbation of the

sender 
an be very large. Close to the syn
hronization

boundary it diverges. But even deep inside the region
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of syn
hronization where the transverse Lyapunov expo-

nents are negative and large, the re
eiver makes large

ex
ursions away from the syn
hronization manifold re-

sulting in a power law and diverging moments of the dis-

tribution of deviations between the sending and re
eiv-

ing traje
tory. Mathemati
ally, this behavior is a 
onse-

quen
e of multipli
ative and additive noise appearing in

the equations of linear response.

In addition, the linear response to a periodi
 pertur-

bation shows resonan
es due to the delayed self-feedba
k

of the sending unit. Depending on parameters and fre-

quen
y, those resonan
es 
an be very large but the re-

sponse 
an also be suppressed.

A message produ
es a broad distribution of deviations

between the traje
tories of sender and re
eiver. The bit

error rate is given by an integral over this distribution. It

turns out that the bit error rate approa
hes 
ontinuously

the maximal value 50% at the syn
hronization boundary,

as expe
ted. But inside the region of syn
hronization the

bit error rate shows a 
omplex nonmonotoni
 behavior

whi
h 
annot be related to the properties of transverse

Lyapunov exponents.

In spe
ial 
ases we 
ould 
al
ulate the bit error rate

analyti
ally. Relating it to an iterated fun
tion system

we found a fra
tal distribution of deviations yielding a

devil's stair
ase for the bit error rate as a fun
tion of

model parameters.

Adding additional noise to the 
haoti
 transmitted sig-

nals 
an redu
e the bit error rate. This opens the pos-

sibility to improve the se
urity of 
haos 
ommuni
ation

with bi-dire
tional transmission of 
haoti
 signals. When

the re
eiver adds an additional message or noise to its

transmitted signal he 
an improve his bit error rate (mu-

tual 
haos pass �lter).

With respe
t to se
ure 
ommuni
ation, the di�eren
e

between uni- and bi-dire
tional 
ouplings of the two part-

ners has been investigated in detail. Assume that a third

atta
king unit has knowledge about all details of the


haoti
 systems and 
an re
ord the transmitted signals.

When the two partners are 
oupled uni-dire
tionally, a

third atta
king unit 
an syn
hronize as well, and retrieve

the se
ret message. However, when the two units are in-

tera
ting by a bi-dire
tional transmission of signals, an

atta
ker may have problems to syn
hronize as well. It

turns out that an atta
ker who 
an re
ord and adjust

both lines of transmission 
an syn
hronize. In this 
ase

even the mutual 
haos pass �lter does not help and one

needs more advan
ed methods like se
ret 
ommutative

�lters to establish a se
ure 
ommuni
ation [17℄. But

when the atta
ker 
an only adjust to one dire
tion of

transmission, one 
an �nd parameters su
h that the bit

error rate of the atta
ker is mu
h larger than the one of

the partners.
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APPENDIX A: ANALYTIC RESULTS FOR THE

BIT ERROR RATE

Outside the syn
hronization region the bit error rate

trivially equals

1

2
. Inside the syn
hronization region in

general, the bit error rate has to be determined by means

of 
omputer simulations. However, for some spe
ial 
ases

it 
an be 
al
ulated analyti
ally.

1. Logisti
 map, uni-dire
tional setup, τ = 1, ε = 1,
κ = 0

In the 
ase of the uni-dire
tional setup (
ase (a) of

Fig. 1) with the logisti
 map and no delay (τ = 1), the
bit error rate 
an be 
al
ulated for the point ε = 1. The
dynami
s is given by

at = f(at−1)

bt = f(at−1 +mt−1) ,
(A1)

from whi
h follows that

dt = f ′
t−1mt−1 . (A2)

From the fa
ts that (1) f ′
t−1 and mt−1 are un
orrelated,

(2) the probability distribution of f ′
is symmetri
 about

f ′ = 0 and (3) mt = ±M , follows that d has basi
ally

the same probability distribution as f ′
. Therefore, the

bit error rate 
an easily be 
al
ulated, see Eqs. (26) and

(11):

r =
1

2



1−
M
∫

−M

p(d) dd



 =
1

2



1−
1
∫

−1

ρ(f ′)df ′





=
arcsec(4)

π
≈ 0.4196 .

(A3)

This is in agreement with the numeri
al simulations

shown in Fig. 9

2. Logisti
 map, bi-dire
tional setup, τ = 1, ε = 1

2
,

κ = 0

Similarly, in the bi-dire
tional 
ase, the bit error rate


an be 
al
ulated for ε = 1

2
: The dynami
s is given by

at =
1

2
f(at−1) +

1

2
f(bt−1)

bt =
1

2
f(bt−1) +

1

2
f(at−1 +mt−1)

(A4)

from whi
h follows that

dt =
1

2
f ′
t−1mt−1 . (A5)
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Comparing this with Eq. (A2) leads to

r =
1

2



1−
2
∫

−2

ρ(f ′)df ′



 =
1

3
(A6)

whi
h is also in agreement with the numeri
al simulations

shown in Fig. 9.

3. Bernoulli map, τ = 1

In parts of Fig. 8 one 
an dis
over a stair
ase stru
ture

for the bit error rate. For the uni-dire
tional setup this

is true for ε ≥ 2

3
, while for the bi-dire
tional setup this is

valid for

1

3
≤ ε ≤ 2

3
. For these regions the bit error rate


an be 
al
ulated analyti
ally. If one takes a 
loser look

at the stair
ases, Fig. 25, it be
omes apparent that they

have in�nitely many steps, i.e. they are a kind of devil's

stair
ase.

a. Uni-dire
tional 
oupling

This stair
ase stru
ture should be explained here for

the 
ase of uni-dire
tional 
oupling. The equation for

the distan
e 
an be written in the following way, see also

Eq. (10):

dt =











d−t =
3

2
(1− ε)dt−1 −

3

2
εM

d+t =
3

2
(1− ε)dt−1 +

3

2
εM

(A7)

The two equations represent the two di�erent bits. If dt
is plotted versus dt−1, then d−t and d+t are two paral-

lel straight lines, see Fig. 26. The values of this itera-

tion dt(dt−1) generate the distribution p(d) from whi
h,

in prin
iple, the bit error rate 
an be 
al
ulated. The

dashed boxes (� �) in Fig. 26 represent the interval whi
h

dt is bounded to (due to the attra
ting �xed points). For

ε < 2

3
the two maps d−t and d+t have a 
ertain overlap

in their 
o-domain, see Fig. 26(a) (the 
o-domains are

indi
ated by gray stripes). This fa
t makes the distri-

bution p(d) 
ompli
ated. However, for ε > 2

3
the two

maps have no overlap, see Fig. 26(
), and the distribu-

tion is manageable analyti
ally. As a result of the gap

in the 
o-domain (indi
ated by a zigzag pattern), a gap

in the domain emerges in the next time step. The latter

gap produ
es two further gaps in the 
o-domain whi
h

be
ome gaps in the domain in the next time step. The

result of this iterative pro
ess is that the distribution

p(d) has a fra
tal support. The �rst and largest gaps are

shown in Fig. 27. The �rst gap is 
alled G. The gaps

produ
ed by G are G−
and G+

. The gaps 
oming from

G+
are 
alled G−+

and G++
; the gaps 
oming from G−

are 
alled G−−
and G+−

and so on.

Now we want to 
al
ulate the exa
t position of the

gaps. The �xed points of d− and d+ are 
alled d−∗ and

d+∗ . One 
an easily 
al
ulate that

d−∗ = − 3εM

3ε− 1
and (A8)

d+∗ = +
3εM

3ε− 1
. (A9)

From Fig. 26(
) it 
an be seen that

G =
]

d−(d+∗ ), d
+(d−∗ )

[

=

]

−3ε(3ε− 2)M

3ε− 1
,
3ε(3ε− 2)M

3ε− 1

[

(A10)

whi
h is about ]−0.19M, 0.19M [ for ε = 0.7, see Fig. 27.
The gap G+

is generated by applying d+ to G, i.e.

G+ =
]

d+(d−(d+∗ )), d
+(d+(d−∗ ))

[

=

]

3ε(5− 12ε+ 9ε2)M

2(3ε− 1)
,−3ε(5− 12ε+ 9ε2)M

2(3ε− 1)

[

(A11)

whi
h is about ]0.96M, 1.14M [ for ε = 0.7, see Fig. 27.
Then the gap G−+

, for example, is generated by ap-

plying d− to G+
, i.e.

G−+ =
]

d−(d+(d−(d+∗ ))), d
−(d+(d+(d−∗ )))

[

(A12)

and so on.

Due to the 
onstant and equal slope of d− and d+,
and due to the fa
t that there is no overlap between the


o-domains of d− and d+, the relative frequen
y of all

distan
es d whi
h o

ur (i.e. whi
h are not inside a gap)

are equal. This means that Fig. 27 
an also be seen as the


orresponding histogram; all bars have the same height.

The bit error rate is related to the integral from −M to

+M over the distribution of the distan
es, see Eq. (26).

From Fig. 27 it 
an be seen that for ε = 0.7 this integral

exa
tly equals

1

2
; thus, the bit error rate equals

1

4
, whi
h

is in agreement with Fig. 25.

If ε is 
hanged, then the positions of the gaps are


hanged, too. As long as the gap G+

ontains the value

+M (= as long as the gap G−

ontains the value −M),

the integral yields

1

2
and the bit error rate is

1

4
. This

explains the plateau AB in Fig. 25. With the aid of

Eq. (A11) we 
an 
al
ulate the exa
t position of this

plateau:

A: ε =
2

3
= 0.6 , (A13)

B: ε =
1

3
(1 +

√
2) ≈ 0.804738 . (A14)

Similarly, one gets the point C of Fig. 25. The bit error

rate be
omes

1

2
when the integral starts to be 0. This is

when the gap G is as large as (or larger than) the interval

[−M,M ]. Considering Eq. (A10) yields:

C: ε =
1

6
(3 +

√
5) ≈ 0.872678 . (A15)
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FIG. 25: Bit error rate r for Bernoulli map, τ = 1, κ = 0, uni-dire
tional 
oupling, see also Fig. 8. Zooming in the stair
ase

stru
ture reveals more and more steps.
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and d
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and d
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have no overlap

in their 
o-domains.

FIG. 26: The iteration dt(dt−1) = d±t (dt−1) of the distan
es for di�erent 
oupling parameters ε. The dashed boxes represent

the interval whi
h d is bounded to due to the �xed points. Additionally, the bise
ting line dt(dt−1) = dt−1 is plotted. The gray

stripes show the 
o-domains of d− and d+.

The plateau DE, whi
h has the value

3

8
, 
an be 
al
u-

lated 
onsidering the gap G+−
. One gets:

D: ε ≈ 0.837266 (A16)

E: ε ≈ 0.866386 (A17)

All other plateaus 
an be 
al
ulated with the aid of

smaller gaps.

b. Bi-dire
tional 
oupling

The 
al
ulations for the 
ase of bi-dire
tional 
oupling

are very similar to the ones for the uni-dire
tional 
ase.

Here, only few results should be shown.

For

0.3 =
1

3
≤ ε ≤ 5

9
= 0.5 (A18)
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FIG. 27: Gaps in the domain/
o-domain/distribution of d−

and d+ for di�erent re
ursion depths k. ε = 0.7 .

the bit error rate is 0.
For

0.5749 ≈ 1

6
+

1√
6
≤ ε ≤ 2

3
= 0.6 (A19)

the bit error rate is

1

4
.

APPENDIX B: NOISE-REDUCED BIT ERROR

RATE

The integral of Eq. (32) 
an be 
al
ulated if the noise

has a �at distribution in the interval w ∈ [−W,W ] with
pw(w) = 1

2W . The problem 
an be split up into three

intervals.

• W < M
2

rB =
1

2πW

∫ W

−W

sec−1

(

2 +
2w

M

)

dw (B1)

• M
2

< W < 3

2
M

rB =
1

2πW

∫ W

−M/2

sec−1

(

2 +
2w

M

)

dw (B2)

• W > 3

2
M

rB =
1

2πW

(

∫ W

−M/2

+

∫ W−2M

−M/2

)

sec−1

(

2 +
2w

M

)

dw

(B3)

The result is:

• W < M
2

rB = g(W )− g(−W ) (B4)

• M
2

< W < 3

2
M

rB = g(W ) (B5)

• W > 3

2
M

rB = g(W ) + g(W − 2M) (B6)

with

g(w) =
1

2πW

{

(M + w) sec−1

(

2 +
2w

M

)

− M

2
ln





(

2 +
2w

M

)

+

√

(

2 +
2w

M

)2

− 1





}

(B7)
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