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Abstract
The existing theory of decoy-state quantum cryptography assumes the exact control of each
states in photon number space. Such exact control is impossible in practice. We develop the
theory of decoy-state method so that it is unconditionally secure even there are state errors of
sources, if the range of a few parameters in the states are known. This theory simplifies the
practical implementation of the decoy-state quantum key distribution because the unconditional

security can be achieved even with state errors.
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I. INTRODUCTION.

Most of the existing set-ups of quantum key distribution (QKD)[L, 2,13, 4, |5] use imperfect
single-photon source. Such an implementation in principle suffers from the photon-number-
splitting attack [6, [7]. The decoy-state method [, 19, 110, 11, 12] and some other methods
[16, [17, 18] can be used for unconditionally secure QKD even Alice only uses an imperfect
sourceld, 7.

The separate theoretical results of ILM-GLLP [5] shows that a secure final key can be
distilled even though an imperfect source is used in the protocol, if one knows the lower
bound of the fraction of those raw bits generated by single-photon pulses from Alice. The
decoy-state method is to verify such a bound faithfully and efficiently. The ILM-GLLP
theory does not need the exact value of the fraction of raw bits due to single-photon pulses
from Alice. It only needs the lower bound of fraction of un-tagged bits. The goal of decoy-
state method is to verify such a lower bound through the observed experiment data.

Recently, a number of experiments on decoy-state QKD have been done [19,20]. However,
the existing decoy-state theory assumes the perfect control of the source states in the photon
number space. This is an impossible task for any real set-up in practice. A new problem
arose in practice is how to carry out the decoy-state method securely and efficiently given
the inexact control of the source. Even though one can control the intensity pretty well
in practice, we still need quantitative criteria on the effects of possible small errors in the
source states. By currently existing technology, the source error can be polynomially small
rather than exponentially small. One may argue sine the source error is very small, the
error-free decoy-state theory must work. But we never know how small is sufficient small
so that the error can be securely regarded as 0. If we judge 20% of intensity error is too
large, we have no reason to say 1% error is small enough for unconditional security with
error-free decoy-state theory. There are also problems in evaluating the different set-ups.
Suppose there are two set-ups, A and B, they can make QKD for the same distance. Set-up
A can have a key rate of 100 bits per second with possible intensity error of 3% while set-up
B can have a key rate of 80 bits per second with possible intensity error of 1%, we don’t
know which one is better. To answer all these questions, we need a more general theory that
directly applies to the case with state errors. If we use the coherent states and we have a

two-value attenuator which are perfectly stable, we can use the method in Ref.|23]. If the



parameter errors of states of each pulses are random and independent, we can apply the
existing decoy-state method with the averaged-state[12, 122].

Here we study the decoy-state method with state errors of source without any of the
above presumed conditions. We shall still assume that the source can only produce diagonal
states in photon-number space, but each states from the same source can be different. Our
result here is not limited to the intensity error only, it applies to the more general case of
state errors from the source. For example, in the protocol using coherent states, intensity
error is only a special type of error which changes one parameter in the coherent state only,
but the state is still a coherent state, i.e., a Possonian distribution with another parameter.
Generally speaking, there could be certain types of sour errors with which the state in not a
coherent state, i.e., not in the Possonian distribution. Our study shows that the decoy-state
method is still secure even with state errors, but the key rate will be decreased. Our result
only needs the range of a few parameters in the source states, regardless of whatever error
pattern. In our method, we have assumed the worst case that Eavesdropper (Eve.) knows
exactly the error of each pulse. Our result immediately applies to all existing experimental
results.

This paper is arranged as follows. After the introduction above, we review the main idea
and basic assumptions of the existing error-free decoy-state theory. As a result, the most
general conditions and formulas for the error-free decoy-state method is given. We then
study the decoy-state method with an inexactly controlled source, i.e., there can be errors in
states of decoy pulses and signal pulses. We present a general formula for this case. In the
formula, only the bound values of a few parameters in the states are involved. The result is
secure even in the case Eve. knows exactly the error of each pulse. The paper is ended with

a concluding remark.

II. REVIEW OF THE EXISTING ERROR-FREE DECOY-STATE THEORY.

We shall call the existing theory[8, |9, 10, [11), [13, [14, [15] the error-free theory because
they assume no error for the source states in the photon-number states. Although most
of the literatures|8, |9, 10, [11] study the error-free decoy-state method only with specific
distributions of source states, assumption of specific distributions is actually not necessary.

Basically, we only need a few conditions for the source states rather than the whole distri-



bution function. Here we summarize the existing theory and derive a more general result of
the error-free decoy-state theory. In the 3-intensity protocol, Alice has three sources source

Yy which can produces vacuum, source Y which can only produce state

J

o= axlk) (K 1)

k=0

and source Y}, which can only produce state

p=7_ ailk) K] (2)
k=0

where |k) is the k—photon Fock state and a, > 0, aj, > 0 for all k, > ax = > aj = 1. Here
J can be either finite or infinite. Given a coherent-state source of a heralded single-photon
source from the parametric down conversion, J = oco. When coherent states[8, 19, [10, [11] or
heralded single-photon source[13, [14] is used, the parameters ay, aj, are determined by the
intensity (averaged photon number) of a pulse. For simplicity, we shall also call pulses from
source Y,Y” the decoy pulses and signal pulses, respectively. In the protocol Alice may use
each source of {Yp, Y, Y’} randomly with probabilities pg, p, p’ (po +p+p’ = 1) whenever she
sends out a pulse to Bob. Given the states above, we can equivalently regard that source
Y or Y is a probabilistic photon-number source which sends out photon number state with
probability distribution {ay} or {a},}. The task here is to verify the lower bound the number
of "un-tagged bits”, those raw bits caused by single-photon pulses from Alice. Note that
they can not directly observe the number of single-photon counts because they don’t know
which pulses at Alice’s side are single-photon pulses. They only know which pulse belongs to
which source and the state for pulses from each source. The decoy-state theory shows that
they only need to know the number of counts due to the pulses from each source in order to
verify how many raw raw bits are are generated from single-photon pulses from Alice. We
first define of counting rate of a class (or a sub-class) of pulses. A class or a sub-class can
be just those pulses from certain source, or can be pulses of certain state. Given any class
X that contains Nx pulses, after Alice sends them out to Bob, if Bob observes n counts at

his side, the counting rate for pulses in this class is

If class X is divided into J sub-classes and any pulse in the class belongs to and only to

one subclass and the fraction of pulses in each subclasses are by, by - - -, by, then the counting
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rate of class X is J
Sx = Z bisk (4>
k=0

and si is the counting rate of the kth subclass. This is simply because the total counts of a

class equals to the summation of counts of each sub-classes, i.e.,

n:an (5)

and ny, is the number of counts at Bob’s side caused by pulses in k—th sub-class from Alice.
In the 3-intensity decoy-state method, Alice has 3 sources, we regard pulses from on source
as a class. We can regard pulses from a certain source all the decoy pulses as a class, say,
class Y. We regard all those k—photon pulses from source Y as a subclass ¢.

We denote the counting rates of the decoy-source (class Y'), the signal source (class Y’),
and the vacuum source (class Yy) by S, S’, and Sy, respectively. Since in the protocol, Alice
knows which pulse is from which source, these S, S’, and Sy can be observed directly in the
experiment therefore we regard them as known parameters. Given the state of decoy pulses

in Eq.(d), the fraction of k—photon pulses is a;. Then we have

J
S = Zaksk = CL(]S() +a;s1 + A (6)

k=0

and sg is the counting rate of those k—photon pulses from source Y, and

J
A= Z QarSk-. (7)
k=2
Similarly, we also have
J
S = Z s}, (8)
k=0
and s}, is the counting rate of those k—photon pulses from source Y’, 5" is the counting rate
of all pulses from source Y.

The counting rate of subclass ¢; and subclass ¢, must be equal if pulses from these two

subclasses are randomly mixed, i.e.,
S = S;f (9)
Here ¢}, is the subclass that contains all single pulses from source Y’. According to this we

also have,

So = 86 = S(), (10)
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Alice randomly uses three sources. Here S is the counting rate of class Y. We can rewrite

Eq.(@®) in the format

J /
a
S = ab s, = ahsg+a sp+ —A+0 11
kZ:O k°k 0°0 1°1 as ( )
and
J o
§ = Za;sk — a—z)\. (12)
k=3
Obviously,
60>0 (13)
if
% > % > a—/l (14)

ag — az  ap
Given Eq.(6lIT]), one can find the following fact

_,an(Sy — apso) — ax(S" — agso) asd 15
S1= 8 = / / + rot (15)

Since § > 0, and the second inequality in Eq.(I4]) is
aya; — ayjas > 0, (16)

asd
aha1—alaz

verified to be

therefore > 0. The minimum value of the single-photon counting rate is now

a5 (Su — aoso) — az(Sw — apso)

=g > . 17
1T A= ayay — ajag (17)
Given this, one can calculate the final key rate of the signal source by[5, [11]
Ry = M1 = H(t)] — H(t) (18)
where
a1s1 ., aysi
Al = Q= Al = (19>
S, L

is and t1, t are the QBER for single-photon pulses and the QBER for all signal pulses. This
is the (extended) result of the decoy-state method with whatever diagonal source-state,
including the coherent state, thermal state, heralded single-photon state, and so on with the

condition on that the source states are exactly controlled and Eq.(I4]) holds.



III. DECOY-STATE WITH STATE ERRORS: s; # s}

However, the results above are based on the assumption that all states are produced
exactly. Now we study the actual protocol with errors in the states from each sources.

A very tricky point here is that Eq.(@) in general is incorrect, if there are state errors.
This problem is first pointed out in page 63, section 4.3.5 of Ref.[8], and then used as the
start-point of the original shorter version of this work[24]. For the completeness, we present
the main idea about this point again here:

Eq.(@) is the most important element of the error-free decoy-state theory. Now we explain
why we don’t use Eq.(@) here if we assume Eve. knows the state errors.

For simplicity, we consider the following two-block collective errors with coherent states:
Alice wants to use intensity pu = 0.2 for decoy pulses and intensity ' = 0.6 for signal pulses.
However, in some blocks (strengthened blocks), both decoy pulses and signal pulses are
10% stronger than the assumed intensity, in the other blocks (weakened blocks), both decoy
pulses and signal pulses are 10% weaker than the assumed values|8]. Suppose Alice always
with probabilities of pg, p, p’ to choose one of three different sources (vacuum source, decoy
source, and signal source source). The density operator of a coherent state with intensity x
is

Ik
pe=e€" Z 0 (20)
k=0
Here is Eve’s scheme using time-dependent channel: she blocks all pulses from the
weakened blocks, and she produces a linear channel of transmittance 27, to attenuate each
pulse from the strengthened block. Straightly, the actual counting rate of those single-photon

pulses from the decoy source is

Lom, x 1.lpe 11
o= 22T oy, (21)
pe"

and the actual counting rate those single-photon pulses from signal source is

1 xom, x 1.1ye M ,
= 2IT S oy, (22
peH

We find
s1/8) = e Otrmi) oL ] (23)

Similarly, we can also show that s; # s,.. This shows, given the correlated error which is



known to Eve, Eve can treat the identical k—photon pulses differently according to which
source the are from !

The reason behind the above result is because the collective errors may break the ”random
mixture” condition of Eq.(d). Consider again the specific example above. Consider those

single-photon pulses only. In a strengthened block, a single-photon pulse has probability

- = o
T 1lppe 4 1lp et ] 4 %el-l(u—u’)
that it comes from the decoy source; and probability
1.1ppe 11+ 1
73/ p/’l’e — (25)

* T Tlppe M Lap et T T4 T el

that it comes from the signal source. In a weakened block, a single-photon pulse has prob-

ability
1
Pw = (26)

4 P 0.9(u—p)
L

that it comes from the decoy source; and probability

1
/ JR—
Pu) - 1 + pp,—z,€0'9(ul_u) (27)
that it comes from the signal source. Comparing the values of Ps, P,; P., P., we can

easily see that in the weakened blocks, single-photon pulses from decoy source appears more
frequently than that in the strengthened blocks. Also, in the weakened blocks, single-photon
pulses from signal source appears less frequently than that in the strengthened blocks. This
patterns have surely broken the random mixture presumption of Eq.(d).

One may question how Eve. can know the state errors. In the decoy-state plug-and-
play protocol[25], Eve. can actually prepare the error pattern, including the above specific
pattern. Suppose Alice only wants to monitor the pulse intensity but she does not want to
correct the intensity error.

Even for the one-way protocol, Eve. can also know the intensity errors. Say, Alice does
not want to cost too much to correct each individual pulse.

In all these situations, the existing error-free decoy-state method does not work, but our

theory in this work will apply.



IV. DECOY-STATE METHOD WITH STATE ERRORS.

We still assume that each pulse sent from Alice is randomly chosen from one of 3 sources
{Yy,Y, Y’} with probability pg, p, p’. For simplicity, we assume that every pulse in class Yj is
exactly in vacuum state. But each single-shot of pulses in classes Y (the decoy source), and
Y’ (the signal source) can be in a state slightly different from the expected one. Eq.(dlH])
still hold even though there are source errors, because they are simply the definition of
summation. Also, we shall still use Eq.(3]) for the definition of counting rate of a certain
class which contains many pulses. Suppose Alice sends M pulses to Bob in the whole

protocol.

A. Virtual protocol

For clarity, we first consider a virtual protocol,

Protocol 1: In the beginning, Alice produce M bi-pulses which are in the product state

p= Hﬁz (28)

This means, at each time 7, in sending a pulse to Bob, Alice produces a two-pulse (pulse A

and pulse B) bipartite state

pi = polz0) (20| © [0)(0] + plza) (24l © pi + P'|25) (2] @ p; (29)

and

pi =3 aulk) (k. (30)
k=0

pi= aplk) (K| (31)

Here the first subspace (states {|2o), |za), |2s) })is for pulse A and the second subspace is for
pulse B. We shall call any pulse of subspace A (B) the A—pulse (B—pulse). Alice keeps
A—pulses and sends out B—pulses to Bob, i runs from 1 to M. States {|z,)} are orthogonal
to each other for different = (x = 0,d,s). After Bob completes his measurements to all
incident pulses, Alice measures A—pulses. The outcome of |zy),|z4) or |zs) reveals which

B—pulse belongs to which source among Y; (vacuum source), Y (decoy source), or Y’ signal



source. As shown below, based on this virtual protocol, we can formulate the number of
counts from each source and therefore find the lower bound of the number of single-photon
counts. The result also holds for the real protocol where Alice measures each of A—pulses
in basis {|z;), * = 0,d, s} before sending out any B-pulses. Note that the measurements on
A—pulses do not change the states of B—pulses in the eyes of anyone outside Alice’s lab.

Therefore the result of the protocol is independent of when Alice measures her pulses.

B. Our goal

Our goal is to find the the lower bound of the fraction of counts caused by those single-
photon pulses for both the signal source and the decoy source. The following quantity are
directly observed in the protocol therefore we regard them as known parameters: N, the
number of counts caused by the decoy source, and N, the number of counts caused by the

signal source, and n(Yp), the number of counts caused by the vacuum source, Yy. Obviously,

S = ;V—AZ, the counting rate of the decoy source, and N, = p],v—]f/[, the counting rate of the signal
source, and Sy = Z?]/\‘j[), the counting rate of the vacuum source, are also known exactly in

the protocol. Clearly, here pM, p’M and poM are just the number of the decoy pulses, the
number of the signal pulses, and the number of pulses from the vacuum source, respectively.
Therefore, for our goal, we only need to formulate the number of counts caused by those

single-photon pulses from each sources in terms of these quantities and the bound values of

those parameters as appear in Eq.([29/303T]).

C. Some definitions

Here we shall give two important definitions: The definition of “the ith pulse from Alice
has caused a count”, and the definition of “set ¢,”, £k =0,1,2,---.

In what follows, some times we shall simply use the term “pulse” or “pulses” for “B-pulse”
or “B-pulses”, if this does not cause any confusion.

Definition 1. In the protocol, Alice sends Bob M pulses, one by one. In response to
Alice, Bob observes his detector for M times. As Bob’s ith observed result, Bob’s detector
can either click or not click. If the detector clicks in Bob’s ith observation, then we say that

“the ith pulse from Alice has caused a count”. We disregard how the ith pulse may change
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after it is sent out. When we say that Alice’s ith pulse has caused a count we only need
Bob’s detector clicks in Bob’s ith observation.

Given the source state in Eq.([29) and also the diagonal form for state p; and p) in
Eq.(303T), any th pulse sent out by Alice must be in only one photon-number state. To
anyone outside Alice’s lab, it looks as if that Alice only sends a photon number state at each
single-shot: sometimes it’s vacuum, sometimes it’s a single-photon pulse, sometimes it is a
k—photon pulses, and so on. We shall make use of this fact that any individual B-pulse is
in one Fock state.

Definition 2: We define ¢, as the set containing any k—photon B-pulse that has caused
a click at Bob’s side. For instance, if the photon number states of the first 10 B-pulses from
Alice are |0), [0), [1), [2), [0), |1}, |3), |2), |1), |0), and the pulse 2, 3, 5, 6, 9, 10 each

has caused a count at Bob’s side, then we have

co=1{2,5,10,---}; ¢; = {3,6,9,- -} (32)

D. Number of vacuum counts

For the readability, we consider the vacuum count first. Here we shall give the explicit
formulas to bound ngy, the number of counts caused by those vacuum pulses from the decoy
source, and ny,, the number of counts caused by those vacuum pulses from the signal source.
We want to formulate them by the known quantities, such as n(Y}), the number of counts
by the vacuum source (source Yy) and S, the counting rate of the vacuum sources.

Given the definition of the set ¢, the number of counts caused by all vacuum pulses is
just the number of pulses in set ¢g. We want to know how many of the vacuum counts are
caused by each source. This is equivalent to ask how many of pules in set ¢y come from each
source. A vacuum pulse can come from any of the 3 sources, the vacuum source (Yp), the
decoy source (Y) and the signal source (Y’). According to Eq.([29), if the ith B—pulse is

vacuum, the (un-normalized) density matrix of the bipartite state is

(Pol20) (20| + paoi|za) (zal + p'agl z) (zs]) @ [0)(0] (33)

This means that, if the ith B—pulse is vacuum, the probability that it comes from source
Yy is
Po

Poi = .
" po -+ pag; + pay,
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Asymptotically, in set cg, there are

pulses form source Y. This is also the number of counts caused by source Y. Therefore the

observed number of counts caused by source Yy must satisfy

Here

% po + pagi + p'ay, (35)

Similarly, we also have

Nog = Zpam'do@', (36)

1€co

for the number of counts caused by those vacuum from the decoy source, and
né)s = Zp aOdeZv (37)
1ECo
for the number of counts caused by those vacuum from the signal source. Therefore, ngg, ng,

are bounded by

NGa = pag Z doi > noa > pag Z doi = ngy (38)
1€Co 1€co
and
nOS—anZd012n0d>pa0 ZdOZ—nOS (39)
1€co 1€co

Using the fact >_. @ from Eq.(34]), we replace the above two equations by

zEco 01
pafn(Yy pagn(Yo
po ZPAn) o pagn(Y)
Po Po
= P00 5 s P0G (a0
Po Po

By definition, the counting rate of source Yj is Sy = 7;?;‘)4), therefore the above equations are

equivalent to

L L
noy = ag pSoM > ngq > aipSoM = nfy,

Noea = a5 P'SoM > ng, > ag'p'SoM = ng,. (41)
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E. Calculations and main formulas

Lets first formulate the number of counts caused by those k—photon pulses from the
decoy source (or the decoy source). Consider those k-photon pulses (kK > 1). An k-photon
pulse can come from either the decoy source (Y) and the signal source Y’ depending on
Alice’s measurement outcome on her A-pulse. Given the source state in Eqs(29B0J3T]), if the
ith B—pulse contains k photons, the (un-normalized) density matrix for the ith of Alice’s

bi-pulse (A-pulse and B-pulse) in Eq.(29) is
(Pari|2a)(zal + p'aglzs)(z]) @ [K) kI, if k> 1. (42)

With this equation one can formulate the probabilities of the measurement outcome of the
A-pulse in basis {|z;), * =0,d, s}.
Fact : If the ith B—pulse contains k photons, it has a probability
Pa;
pag; + p'ay,
to be from the decoy source (source Y'), and a probability
DPag
pay; + p'ay,
to be from the signal source (source Y’), if k > 1. Therefore, asymptotically, the number of

decoy pulses in set ¢, is

bag;
D (43)
1ECE ki ki

As we defined earlier, since every pulse in set ¢, has caused a count, the above number
of decoy pulses in set ¢, is just the number of counts caused by k-photon decoy pulses.

Asymptotically, the number of counts caused by k—photon pulses from decoy source is

— Dag; o o .
Nkq = Z m = prakzdm, it k> 1; (44)

i1€c 1€EC

and
1

 pag; + plaj,
Similarly, using the same definition of di;, we can also formulate the number of counts caused

d; (45)

by k—photon pulses from the signal source as

1€Cy
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Therefore, N;, the number of counts caused by the decoy source is,

Ng = Z Ngq = Nod + P Z ay;di; +p Z Z i . (47)

1E€C1 k=2 iccy
This is simply to say that the total counts caused by the decoy pulses is equal to the

summation of counts caused by each k—photon pulses from the decoy source. We also have

Ny = Z Nyg = Nos + D Z aydyi +p Z Z ;g (48)

i€e k=2 i€cy,
for N,, the number of counts caused by the signal source. Denoting aX and a{ for the
minimum values and maximum value of {ay;| i = 1,2,--- M}, and ajl and a)V for the
minimum values and maximum value of {a};| i = 1,2,---, M}, our goal as stated in the
subsection B is simply to know the minimum value of

D =Y d. (49)

1€C1

for, with this, the minimum value of the number counts caused by single-photon pulses from

the signal-source (or the decoy-source) is simply

nls Pal Dl < nls? (or nfd = pa p ‘D, < N1d)- (50)

In what follows we shall find the formula of D; in terms of Ny, N, nog, nos. (104, ngs have
been given in Eq(0). )
With the bound values af, a¥ and ajf, a}f as defined above, we can now transform the

Egs. (@7, 48) into the following equivalent form

Nd = Nopd +pa[1]D1 —l—pA — 51 (51)
Ny =np, +pallDi + p'N + & (52)
where
A= Zak D d; N = Za > dy, (53)
1€cy 1€ck
and

Ss1=p [a¥D1 +A— (Z ay;dy; + Z Z akzdm) >0

1€Cy k=2 i€cy
= p/ [Z a'h-dli -+ Z Z aﬁmdkl — (a’lLDl + A/) Z 0
i€cy k=2 i€cy _
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According to the definition of A and A’, we also have

,_ay
as
and
ak
{3=N——FA (55)
as
Further, we assume the important condition
1L 1L 1L
B> D > U forall k> 2. (56)
Qg as ay
The first inequality above leads to
& >0 (57)

as one may easily prove. With Eq.(54)), Eq.(52)) is simplified into

al L
2U N+&E+E (58)

N, =np, +pdlDy + 9/ »
2

Given the Egs.(51[58), we can formulate D;:

ay’Np/p — a5 Ny/p' — anoa/p + a¥ng, /v + a & /p+ a¥ (&2 + &) /v

U 1L 1L U
ay ag” — G17Gg

D, = (59)

Since &1, &y, and &3 are all non-negative, and aYaf — ajfay > 0 by the second inequality of

Eq.([B0), we now have

aéLND/p - agNs/p’ - aéLnOd/p + agnés/p’
Dy > U, /L 1L, U : (60)

ayy” — a1°aq

The bound values of ngg, nf, are worked out in Eq.(40, @I} in the earlier subsubsection.
Therefore, we can now give the fraction of single counts among all counts caused by the

signal source is

p/ allL D1
N

According to Eq.(50), here p'a/fD; is the lower bound of the number of counts caused by

!/

: (61)

single-photon pulses from the signal source. Replacing ngq in Eq.(60) by its upper bound
and n{, by its lower bound as given in Eq.(4I]), we can simplify the right-hand-side of the
inequality above and obtain

ait (afS — af S" — affal Sy + af af" So)

A
1 1 (AU /L 1L U
S’ (af ay’ — aj~ay)

v

(62)
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TABLE I: Secure key rate (R) vs different values of intensity error upper bound (d,) using the
experimental data in the case of 50 km [20]. The experiment lasts for 1481.2 seconds with the
repetition rate 4 MHz. We have observed S, = 3.817 x 1074, Sy = 1.548 x 1074,8) = 2.609 x 10~°

and the quantum bit error rates (QBER) for signal states and decoy states are 4.247%, 8.379%

respectively.

dn 5% 4% 3% 2% 1% 0

R (Hz) 70.8 84.3 97.6 110.7 123.6 136.3
where S’ = pz,v& is the counting rate of the signal source and M is the number of total

B-pulses as defined earlier. Similarly, we also have

af (afS — a¥S" — aal Sy + a¥ af Sy)

A (63)
S (af aff — aifaf)
for the minimum value of fraction of single-photon counts for the decoy source. Here S = ;V—Aj

is the counting rate of the decoy source.

Eqgs.(B062) and (63]) are our main results of this work. The results are based on the
virtual protocol where Alice uses the bipartite state of Eq.(29). Obviously Alice can choose
to measure all A-pulses of each bipartite state in the very beginning and the virtual protocol
is reduced to the normal protocol in practice, where the bipartite state is not necessary.
This does not change the mathematical result.

For coherent states, if the intensity is bounded by [u”, u¥] for decoy pulses and [u/'F, p/'V]

for signal pulses then
ay = () IR @S = (uX)re " [k (64)

with X = L,U and k = 1,2. Therefore, one can calculate the final key rate by Eq.(I8)
now, if the bound values of intensity errors are known. The asymptotic result using the

experimental data of QKD distance of 50 kilometers calculated by our formula is listed in

table I.

V. APPLICATION IN THE PLUG-AND-PLAY PROTOCOL.

As shown by Gisin et al|25], combining with the decoy-state method, the plug-and-play

protocol can be unconditionally secure. There, Alice receives strong pulses from Bob and

16



she needs to guarantee the exact intensity of the pulse sending to Bob. It is not difficult
to check the intensity, but difficult to correct the intensity. Our theory here can help to
save the difficult feed-forward intensity control: Alice checks the intensities, discards those
pulses whose intensity errors are too large, and then use our theory with the known bound
bound of intensity errors. In the Plug-and-Play protocol, Eve. actually knows the error of
each individual pulse hence the error-free decoy-state theory which is based on Eq.(@) but

our theory here works.

VI. CONCLUDING REMARK AND DISCUSSIONS:

In summary, we have for the first time shown the unconditional security of decoy-state
method given what-ever error patern of the source, provided that the parameters diagonal
state of the source satisfy Eq.(56) and the bound values of each parameters in the state is
known. Our result also answers clearly the often asked question “What happens if the state
of Laser beam is not exactly in the assumed distribution ?”. Our result can be directly
applied to the Plug-and-Play decoy-state protocol and simplify all the existing protocols in
practical use.
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