
ar
X

iv
:0

80
2.

27
01

v1
  [

cs
.IT

]  
19

 F
eb

 2
00

8

Authentication over Noisy Channels
Lifeng Lai∗, Hesham El Gamal†, H. Vincent Poor‡

∗‡ Department of Electrical Engineering
Princeton University, Princeton, NJ 08512, USA

Email: {llai,poor}@princeton.edu
† Department of Electrical and Computer Engineering

Ohio State University
Columbus, OH 43202, USA

Email: helgamal@ece.osu.edu

Abstract— In this work, message authentication over noisy
channels is studied. The model developed in this paper is the
authentication theory counterpart of Wyner’s wiretap channel
model. Two types of opponent attacks, namely impersonation
attacks and substitution attacks, are investigated for both single
message and multiple message authentication scenarios. For each
scenario, information theoretic lower and upper bounds on the
opponent’s success probability are derived. Remarkably, in both
scenarios, lower and upper bounds are shown to match, and
hence the fundamental limit of message authentication over
noisy channels is fully characterized. The opponent’s success
probability is further shown to be smaller than that derived in the
classic authentication model in which the channel is assumed to
be noiseless. These results rely on a proposed novel authentication
scheme in which key information is used to provide simultaneous
protection again both types of attacks.

I. I NTRODUCTION

There are two fundamental primitives for any security
systems: 1)secure transmission, to ensure that the message
is received only by the legitimatereceiver; 2) authentication,
to ensure that the received message truly comes from the
acclaimedtransmitter.

Secure transmission has been investigated under two dif-
ferent models. In the model developed by Shannon [1],
transmissions are assumed to be noiseless; and the source
and intended destination use a common secret keyK to
encrypt and decrypt the messageM . Transmission is said
to be perfectly secure, if the signal received at the opponent
does not provide it with any information aboutM . Shannon
proved that one needsH(K) ≥ H(M) to achieve perfect
security. Taking transmission noise into consideration, Wyner
developed the wiretap channel [2], in which the transmitter
exploits the two different noise processes at the receiver and
opponent to transmit information securely. Csiszár and K¨orner
[3] generalized this model and characterized the capacity
of the Discrete Memoryless Channel (DMC) with security
constraints.

Authentication theory with a noiseless transmission model,
which is shown in Figure 1, was developed by Simmons [4].
In this model, the sourceS and the receiverR share a secret
key K, which is used to identify the transmitter. When the
transmitter intends to send messageM , it transmitsW =
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Fig. 1. The authentication channel.

f(K,M) over a noiseless public channel, wheref is the
encoding function at the source. On receivinĝW , which
might be different fromW due to various attacks from the
opponentO, the receiver needs to judge whether the message
comes from the legitimate transmitter or not. If the receiver
accepts the message (i.e., the receiver believes that the signal
is authentic), the receiver then gets an estimate of the source
messageM ; otherwise, it rejects the message. The opponent
gets a perfect copy ofW and can perform the following
two types of attacks. The first one is called animpersonation
attack, in which the opponent sendsW

′

to the destination
before the source sends anything. This attack is successfulif
W

′

is accepted by the receiver as authentic. We denote the
success probability of this attack byPI . The second attack is
called asubstitution attack, in which after receivingW , the
opponent modifies it toW

′

and sends it to the destination. The
attack is successful if the receiver acceptsW

′

and decodes this
into another source state. We denote the success probability
of this attack byPS . Obviously, the opponent will choose the
attack that has higher success probability. Hence the success
probabilityPD of the opponent (i.e., thecheating probability)
is PD = max{PI , PS}.

Lower bounds onPI andPS have been developed in [4]
and recovered by Maurer [5] from a hypothesis testing point
of view. In particular, it was shown thatPI ≥ 2−I(K;W ) and
PS ≥ 2−H(K|W ). One can easily identify a tradeoff between
PI andPS . To minimize the probability of a successful imper-
sonation attack, the transmitted ciphertext, from the legitimate
source, must contain a sufficient amount of information about
the secret key in order to convince the legitimate receiver
that the transmitted message comes from the source. That
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is I(K;W ) should be large, which unfortunately decreases
H(K|W ). Hence, the attacker can take advantage of the
leaked information over its noiseless channel (contained in
W ) to increase the probability of a successful substitution
attack. In fact, the strategy that minimizes the lower bound
on PD = max{PI , PS} is to use half of the key information
to protect against the impersonation attack and the other half of
the key information to protect against the substitution attack,
which givesPD ≥ 2−H(K)/2. These bounds are of a negative
nature, since they only give lower bounds for the cheating
probability. There is no upper-bound available in the literature,
partly due to the fact that usual bounding techniques such
as Jensen’s inequality and the log-sum inequality are not
applicable here. We will elaborate on this point in the sequel.

Simmons’s model was developed under a noiseless trans-
mission model. However, since physical transmission systems
are noisy, common practice is to use channel coding to convert
the noisy channel into a noiseless one, and then to design
an authentication code on top of the channel coding. Liu
and Boncelet [6], [7] also considered the situation in which
the channel coding is not perfect, and hence there are some
residual errors induced by the channel. The conclusion of these
papers is that channel noise is detrimental to authentication,
since it will cause the receiver to reject authentic messages
from the transmitter.

In this paper, we take an alternative view of the transmission
noise and design the channel coding and authentication scheme
jointly. We show that by doing so, one can exploit the noise
to lower the cheating probability of the opponent. More
specifically, we derive both a lower bound and an upper-bound
on the cheating probabilities of authentication schemes over
noisy channels. We show that these two bounds coincide, and
are smaller than the lower-bound on the cheating probability
when the channel is assumed to be noiseless. In particular,
we show thatPD = 2−H(K), thus all the key information
can be used to protect against the substitution attack and
the impersonation attack simultaneously. We also study the
authentication of multiple messages using the same keyK,
and show that all the key information can be used to protect
against all the attacks simultaneously.

The rest of the paper is organized as follows. In Section II,
we introduce the model. In Section III, we discuss the single
message authentication scenario. We then analyze the authen-
tication of multiple message using a same key in Section IV.
Finally, in Section V, we offer some conclusions.

II. M ODEL

Throughout this paper, upper-case letters (e.g.,X) denote
random variables, lower-case letters (e.g.,x) denote realiza-
tions of the corresponding random variables, and calligraphic
letters (e.g,X ) denote finite alphabet sets over which cor-
responding variables range. Also, upper-case boldface letters
(e.g.,X) denote random vectors and lower-case boldface let-
ters (e.g.,x) denote realizations of the corresponding random
vectors.

Figure 2 shows the model under consideration. The model
differs from Simmons’s model only in that the transmission
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Fig. 2. The authentication channel.

channel is noisy. More specifically, we consider the DMC and
assume that when the transmitter sendsx, the receiver receives
y with probability

Pn
Y |X(y|x) =

n
∏

j=1

P (y|x)

and the opponent receivesz with probability

Pn
Z|X(z|x) =

n
∏

j=1

P (z|x).

HereP (y|x) andP (z|x) denote the channel transition prob-
abilities, whilex, y andz range through finite setsX , Y and
Z, respectively. In order to derive more general bounds, we
assume that the channel between the opponent and receiver is
noiseless, and that the opponent can send anything over this
channel. Note that this assumption does not incur any loss of
generality, and actually gives the opponent advantages, since
any noisy channel can be simulated by this noiseless channel
by simply randomizing the transmitted signal.

To identify the transmitter, we assume that the source and
the destination have a common secret keyK ranging from a
setK having|K| possible values. To transmit the messageM ,
the source uses a stochastic encoding functionf to convert the
message and key into a lengthn vectorX, i.e., X = f(K,M).
Upon receivingY, which may come from either the source
or the opponent, the destination uses a decoding functiong to
judge whether the message is authentic or not. If the signal is
deemed authentic, then the destination recovers the message
M̂ = g(Y,K); otherwise the destination setsφ = g(Y,K).
We require the condition that, if the signal is authentic, the
decoding error probability at the destination must approach
zero as the length of the code increases, i.e., for anyǫ > 0,
there is a positive integern0, such that whenn ≥ n0, we have

Pe = Pr{g(Y,K) 6= M |Y comes fromX} ≤ ǫ.

The error probabilityPe consists of two parts:P1 andP2,
whereP1 is the probability of a miss, which is the probability
that the receiver wrongly rejects an authentic message, andP2

is the probability that the decoder correctly accepts the signal
as being authentic but incorrectly decodes it.

The opponent is assumed to be aware of the system design,
except for the particular realizationsk andm of the keyK
and messageM . We consider both of the two forms of attack
described above. That is, we consider the impersonation attack,



in which the opponent sends codewordX to the receiver before
the transmitter sends anything. Such an attack is successful if
X is accepted as authentic by the receiver, and we denote
this probability of success asPI as noted above. We also
consider the substitution attack, in which the opponent blocks
the transmission of the main channel while receivingZ. After
that, the opponent modifies the signal and transmits it to the
receiver. This attack is considered to be successful if the
modified signal is accepted as authentic by the receiver and is
decoded intom

′

that is not equal to the original messagem.
Again, the success probability of this attack is denoted byPS .

III. A UTHENTICATION OF A SINGLE MESSAGE

A. The Wiretap Channel

We begin by reviewing some results related to the wiretap
channel introduced in [2]. The wiretap channel is defined by
two DMCs X → (Y,Z), where X is the input alphabet
from the transmitter,Y is the output alphabet at the legitimate
receiver andZ is the output alphabet at the wiretapper. In
the wiretap channel, the wiretapper is assumed to be passive,
and the goal is to transmit information to the destination
while preventing information leakage to the wiretapper. More
specifically, to send a messageM ∈ M, the transmitter sends
X = f(M), wheref is a stochastic encoder. After receiving
Y, the destination obtains an estimatêM = g(Y). A perfectly
secure rateRs is said to be achievable if there existf andg,
such that for reachǫ > 0, there is a positive integern0, such
that ∀n > n0

|M| ≥ 2nRs (1)

Pr{M̂ 6= M} ≤ ǫ, and (2)
1

n
I(M ;Z) ≤ ǫ. (3)

The perfect secrecy capacityCs is defined to be the supre-
mum of the set ofRs values that satisfy the conditions (1)
- (3). It is proved in [3] that the perfect secrecy capacity is
given by

Cs = max
U→X→Y Z

[I(U ;Y )− I(U ;Z)],

whereU is an auxiliary random variable satisfying the Markov
chain relationshipU → X → Y Z.

The source-wiretapper channel is said to be less noisy than
the main channel, if for all possibleU that satisfy the above
Markov chain relationship, one hasI(U ;Z) > I(U ;Y ). We
can see that the perfect secrecy capacity is nonzero unless the
wiretapper channel is less noisy than the main channel.

B. Authentication Scheme

We use the wiretap channel to perform authentication. More
specifically, if the wiretapper channel is not less noisy than the
main channel, there exists an input distributionPX such that
I(X ;Y )− I(X ;Z) > 0. For a given key size|K|, there exists
a positive integern0, such that∀n ≥ n0,

exp{n(I(X ;Y )− I(X ;Z))} > |K|.

In our transmission scheme, we separate the transmission
of information and key. The source first sends the messageM

using a code for the wiretap channel, and then sends the key
K using the same code book. After receiving these signals,
the destination obtains an estimatêM of the message and a
separate estimatêK of the key. IfK̂ = K, the receiver accepts
the message to be authentic; otherwise it rejects the message.

For an impersonation attack, the optimal strategy for the
opponent is to choose the key that has the largest probability
of being accepted by the receiver, i.e.,

PI = max
k′∈K

{

∑

k∈K

P (k)γ(k, k
′

)

}

,

where γ(k, k
′

) is an indicator function that equals 1 ifk
′

is accepted as authentic, and equals 0 in other cases. In our
scheme,γ(k, k

′

) = 1 if k
′

= k; otherwiseγ(k, k
′

) = 0.
For a substitution attack, the optimal strategy for the oppo-

nent is to choosem
′

andk
′

such that the probability of the
message being accepted by the receiver and being decoded
into m

′

6= m, is maximized, i.e.,

PS =
∑

z1,z2

P (z1, z2)

max
m′∈M,k′∈K







∑

m,k

P (m, k|z1, z2)γ(m, k,m
′

, k
′

)







=
∑

z1,z2

P (z1)P (z2)

max
m′∈M,k′∈K







∑

m,k

P (m|z1)P (k|z2)γ(m,m
′

)γ(k, k
′

)







,

wherez1 is the signal received for the message part andz2 is
the signal received for the key part. Hereγ(m, k,m

′

, k
′

) = 1
if m

′

6= m andk
′

= k, and equals 0 otherwise. The second
equality in the above expression is due to the fact thatM
and K are independent, and thus thatZ1 and Z2 are also
independent.

To simplify the analysis, we first upper-boundPS as follows

PS =
∑

z1,z2

P (z1)P (z2)

max
m′∈M,k′∈K







∑

m,k

P (m|z1)P (k|z2)γ(m,m
′

)γ(k, k
′

)







(a)

≤
∑

z1,z2

P (z1)P (z2) max
m∈M,k∈K

{P (m|z1)P (k|z2)}

(b)

≤
∑

z1

P (z1)

(

∑

z2

P (z2)max
k∈K

{P (k|z2)}

)

=
∑

z2

P (z2)max
k∈K

{P (k|z2)} . (4)

In this expression, inequality (a) follows by assuming that
γ(m,m

′

) = 1 andγ(k, , k
′

) = 1 for m
′

= argmax
m∈M

P (m|z1)

and k
′

= argmax
k∈K

P (k|z2). If this is not the case, the

summation will only be smaller, sinceγ(x, y) is the indicator



function. Inequality (b) follows from the fact thatP (m|z1) ≤
1.

In the sequel, we will use this upper-bound, and hence we
can ignore the message transmission partz1. Consequently,
we write z2 asz for the sake of simplicity of notation.

After receivingZ, the opponent gains an amountI(K;Z)
of information about the key, and thus can use this information
to choosek that maximizesP (k|z2). From (3), we have that

I(K;Z) ≤ nǫ. (5)

The inequality in (5) is not enough to analyze (4) for the
following two reasons. First, thoughǫ is small,nǫ can go to
infinity as n grows, and hence the opponent may eventually
gain a sufficient amount of information about the key. This
point has been pointed out in [8]–[10]. The second reason is
that there is a maximization in the summand in (4), which
means that we need to consider the worst case scenario,
whereasI(K;Z) is an average quantity. Actually, this fact is
exploited in [4], [5] to derive the lower bounds by replacing
this maximization with an averaging, which readily gives us
a lower bound and is more amenable to analysis.

In this paper, we borrow techniques from [10], [11] to
analyze this term.

C. Bounds

We begin with some definitions. LetC be a codebook for
the wiretap channel, and let̃P (x, z) be the joint distribution
on C ×Zn. We denote byQ(z) the marginal distribution ofz
when the input distribution is limited toC, and byP (x|z) =
P̃ (x, z)/Q(z) the conditional distribution ofx given z.

Let {C1, · · · , CN} be a partition ofC, and denote this
partition as a mapping, i.e.,f : C → {C1, · · · , CN}. Also
denote byQj the conditional distribution ofz when the input
distribution is uniform onCj , i.e.,

Qj(z) =
∑

x∈Cj

P̃ (x, z)/P (Cj).

Definedav(f) =
N
∑

j=1

P (Cj)d(Qj , Q), with

d(Qj , Q) =
∑

z∈Zn

∣

∣

∣
Qj(z)−Q(z)

∣

∣

∣
.

Hered(Qj , Q) is theL1 distance between the two distributions
Qj and Q. When d(Qj , Q) is zero, the opponent cannot
distinguish between the uniform input distributions onCj and
C by observing only the channel output.

Intuitively, if there exists a setC and a corresponding
partition f such thatdav(f) is arbitrarily small, the receiver
gains no information about the subsetCj from which the
transmitted codewordx comes, given the channel outputz.

We can rewritedav(f) as follows

dav(f) =

N
∑

j=1

∑

z∈Zn

∣

∣

∣
P (Cj)Qj(z) − P (Cj)Q(z)

∣

∣

∣

=
∑

z∈Zn

Q(z)d(z),

with

d(z) =

N
∑

j=1

∣

∣

∣
P (Cj |z)− P (Cj)

∣

∣

∣
.

Here d(z) is the L1 distance between uniform distribution
and conditional distribution of the key after observingz at the
opponent.

We need the following lemma from [10].
Lemma 1 ( [10]): Consider a wiretap channelX →

(Y,Z), and chooseδ > 0. SupposeTP ⊂ Xn is a type class
with P (x) bounded away from 0, and such thatI(X ;Y ) >
I(X ;Z) + 2δ. Then, there exist a codebookC with size
|C| = exp{n(I(X ;Y ) − δ)}, drawn fromTP , and equal-size
disjoint subsetsC1, · · · , CN of C with

N ≤ exp{n(I(X ;Y )− I(X ;Z)− 2δ)},

such thatC =
N
⋃

i=1

Ci is the codeword with exponentially small

average probability of error for the main channelX → Y.
Moreover, the partition functionf : C → {1, · · · , N} of
C with f−1(i) = Ci, i = 1, · · · , N has exponentially small
dav(f) for the distributionP̃C defined onC × Zn by

P̃C(x, z) =
1

|C|
P (z|x),x ∈ C, z ∈ Zn.

Proof: Please see [10].
Our main result is the following theorem.
Theorem 1: If the source-wiretapper channel is not less

noisy than the main channel, thenPI = PS = 2−H(K), and
hence,PD = 2−H(K).

Proof: (Sketch) For the lower-bound, the opponent can
guess the value of the key. If the guess is correct, the opponent
can invoke any attack and the attack will be successful. The
probability that the opponent guesses the value of key correctly
is 2−H(K). This provides a lower bound. We outline the
proof of a tight upper-bound in the following. If the source-
wiretapper channel is not less noisy than the main channel,
there exists an input distribution such that the secrecy rate
is larger than zero. We generate a codebook for the wiretap
channel according to this input distribution and transmit the
message and key separately using this codebook. To bound the
success probability of the substitution attack, we first bound
the ’max’ sign in (4) withd(z). We then linkdav(f) to the
mutual information leaked to the opponent. Using the fact
that the mutual information leakage in the wiretap channel
can be arbitrarily small if the secrecy capacity is nonzero,
we obtain an upper-bound for the success probability of the
substitution attack that is arbitrarily close to2−H(K). The
optimal strategy for the impersonation attack of the opponent
is to guess the value of the key, hence the success probability
of the impersonation attack is bounded by2−H(K).

IV. A UTHENTICATION OF MULTIPLE MESSAGES

In this section, we consider the situation in which the same
key K is used to authenticate a sequence ofJ messages. We
use the same scheme as for the single message case. That is,
we send the message and the key separately for each packet
using a code for the wiretap channel. LetPI,i be the success



probability of the impersonation attack after the opponenthas
observedi−1 transmissions, i.e., the opponent sends codeword
Xi to cheat the destination after observingZ1, · · · ,Zi−1. This
attack is successful ifXi is accepted as authentic by the
destination. The optimal attack strategy of the opponent isto
choose to send the keyk

′

with the largest success probability;
that is

PI,i =
∑

z1,··· ,zi−1

P (z1, · · · , zi−1)

max
k′∈K

{

∑

k∈K

P (k|z1, · · · , zi−1)γ(k, k
′

)

}

≤
∑

z1,··· ,zi−1

P (z1, · · · , zi−1)

max
k∈K

{P (k|z1, · · · , zi−1)}, (6)

whereγ(k, k
′

) is the indicator function defined above.
The opponent can also choose to invoke a substitution attack

after receiving theith transmission, i.e., it changes the content
of the ith package and sends it to the destination. The attack
is successful if the modified message is accepted as authentic
and the destination decodes it into an incorrect source state.
On denoting the success probability of this attack to bePS,i,
we have

PS,i =
∑

zi,0,z1,··· ,zi

P (zi,0, z1, · · · , zi)

max
m′∈M,k′∈K







∑

m,k

P (m, k|zi,0, z1, · · · , zi)γ(m, k,m
′

, k
′

)







,

wherezi,0 is the message part of theith packet. Following the
same steps as those in (4), we can boundPS,i as

PS,i ≤
∑

z1,··· ,zi

P (z1, · · · , zi)max
k∈K

{P (k|z1, · · · , zi)} . (7)

Note that (6) and (7) have similar forms. Hence, we can derive
tight bounds for only one of these attacks. The result for the
other attack follows similarly.

Obviously, the opponent will choose the attack that maxi-
mizes its cheating probabilityPD. Bounds forPI,i andPS,i

under the noiseless transmission model were derived in [5],
which shows that

PD = max{PI,1, · · · , PI,J , PS,1, · · · , PS,J} ≥ 2−H(K)/(J+1).

This implies that after several rounds of authentication, the
opponent obtains almost all the information about the key and
hence can choose an attack having a high success probability.

On the other hand, in the noisy channel model, we show
that one can limit the information leaked to the opponent, and
thus the success probability of the opponent will not increase
even by observing more packets.

Theorem 2: For any finiteJ , PI,i = PS,i = 2−H(K), i ∈
{1, · · · , J}. Hence,PD = 2−H(K).

Proof: (Sketch) For the lower-bound, the opponent can
guess the value of the key. If the guess is correct, the opponent
can invoke any attack and the attack will be successful. The

probability that the opponent guesses the value of key correctly
is 2−H(K). This provides a lower bound. For a tight upper-
bound, we first upper bound the key information leaked to
the opponent. We then follow the similar steps as those of
the single message authentication case and obtain an upper-
bound of the success probability of the substitution attackthat
is arbitrarily close to2−H(K). Similarly, we obtain an upper-
bound for the impersonation attack that is arbitrarily close to
2−H(K).

V. CONCLUSIONS

In this paper, we have studied the problem of message
authentication in the presence of channel noise. We have
derived information theoretic lower and upper bounds for the
success probability of an opponent’s impersonation attackand
substitution attack in single and multiple message authentica-
tion scenarios. We have further shown that the lower and upper
bound match, and thus have completely characterized these
probabilities. We have further shown that, compared with the
classical authentication model in which channel is assumed
to be noiseless, the opponent’s success probability is largely
reduced. We thus have established the utility of channel noise
in message authentication applications.

Exploiting other characteristics of channels, such as channel
fading, to facilitate message authentication is an interesting
avenue for further research. Also of interest is the develop-
ment of authentication theory for the scenario in which the
source and destination possess correlated, but not identical,
sequences, which has obvious practical implications.
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