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Abstract—In this work, message authentication over noisy 0
channels is studied. The model developed in this paper is the
authentication theory counterpart of Wyner's wiretap channel W w
model. Two types of opponent attacks, namely impersonation .
attacks and substitution attacks, are investigated for bdt single M, ¢ W y W R ,
message and multiple message authentication scenariosrkach
scenario, information theoretic lower and upper bounds on he
opponent’s success probability are derived. Remarkably,n both
scenarios, lower and upper bounds are shown to match, and K
hence the fundamental limit of message authentication over
noisy channels is fully characterized. The opponent's suess
probability is further shown to be smaller than that derived in the
classic authentication model in which the channel is assurdeto
be noiseless. These results rely on a proposed novel authieation

scheme in which key information is used to provide simultaneus f(K,M) over a noiseless public channel, whefeis the
protection again both types of attacks. encoding function at the source. On receivifig, which
|. INTRODUCTION might be different froml¥ due to various attacks from the

opponentD, the receiver needs to judge whether the message

There. Te two funda.m(.antal primitives hfor ﬁmy SeCUrt¥omes from the legitimate transmitter or not. If the receive
systems: lysecure transmission, to ensure that the messageaccepts the message (i.e., the receiver believes thatghal si

is received only by the legitimateceiver; 2) authentication, s 5 thentic), the receiver then gets an estimate of thecsour

to eln_surzt that Tte received message truly comes from %ssageM; otherwise, it rejects the message. The opponent
acclaimedtransmitter. ﬂftg a perfect copy of¥/ and can perform the following

\ 4

Fig. 1. The authentication channel.

Secure transmission has been investigated under two dif- types of attacks. The first one is called iampersonation

ferent _quels. In the model developed by Shannon [ ttack, in which the opponent sendd’’ to the destination
trans_mlssmns are _ass_umed to be noiseless; and the SOHEfBre the source sends anything. This attack is succasful
and intended destination use a common gec_ret _Keyo_ W' is accepted by the receiver as authentic. We denote the
encrypt and decrypt t_he megsa@é. Tra_nsm|SS|on is said g \ccess probability of this attack ;. The second attack is

to be perfectly secure, if-the ;lgnal reg:ewed at the opponentieq asubstitution attack, in which after receivingV’, the
does not provide it with any information aboM. Shannon opponent modifies it tdV" and sends it to the destination. The
prove_d that one needﬁ{([_() = .H(M) to ac_h|eve_perfect attack is successful if the receiver accejptsand decodes this
security. Taking t_ransmlssmn noise |r_1to cqnmderaﬂoynw_ into another source state. We denote the success propabilit
develpped the wiretap chan_nel [2], in which the ransmittef yhis attack byPs. Obviously, the opponent will choose the
exploits the two different noise processes at the receimer %ttack that has higher success probability. Hence the ssicce

opponent to transmit information securely. Csiszar andniér robability P, of the opponent (i.e.. theheating probabilit
[3] generalized this model and characterized the capac’:J Py :H{axlip[ Po) pp (i.e., g pl y)

of the Discrete Memoryless Channel (DMC) with security Lo
constraints.

Authentication theory with a noiseless transmission mod
which is shown in Figur€ll, was developed by Simmons [4
In this model, the sourcé and the receiveR share a secret
key K, which is used to identify the transmitter. When th
transmitter intends to send messagg it transmitsW =

wer bounds onP; and Ps have been developed in [4]

nd recovered by Maurer [5] from a hypothesis testing point
view. In particular, it was shown that; > 2= 7(5W) gnd

s > 2~ H(KIW) One can easily identify a tradeoff between

Pr and Ps. To minimize the probability of a successful imper-

Qonation attack, the transmitted ciphertext, from thetilegite

source, must contain a sufficient amount of information abou
This research was supported by the National Science Fdandahder the secret key in order to convince the legitimate receiver

Grants ANI-03-38807 and CNS-06-25637. that the transmitted message comes from the source. That


http://arxiv.org/abs/0802.2701v1

is I(K;W) should be large, which unfortunately decreases 0
H(K|W). Hence, the attacker can take advantage of the

leaked information over its noiseless channel (contairred i 7

W) to increase the probability of a successful substitution

attack. In fact, the strategy that minimizes the lower bound M X %

on Pp = max{Py, Ps} is to use half of the key information — S » R —
to protect against the impersonation attack and the otheoha 1 4

the key information to protect against the substitutiomckt K

which givesPp > 2-H(K)/2 These bounds are of a negative
nature, since they only give lower bounds for the cheating
probability. There is no upper-bound available in the #tare,
partly due ,to.the fa(_:t that usual boundmg techn!ques SugHannel is noisy. More specifically, we consider the DMC and
as Jensen’s inequality and the log-sum inequality are no . . .
. ’ : L assume that when the transmitter serdthe receiver receives
applicable here. We will elaborate on this point in the séque ™" ° .
. . ; with probability

Simmons’s model was developed under a noiseless trans-
mission model. However, since physical transmission syste
are noisy, common practice is to use channel coding to conver Py x(ylx) =[] Pwlx)
the noisy channel into a noiseless one, and then to design =1
an authentication code on top of the channel coding. Lihd the opponent receiveswith probability
and Boncelet [6], [7] also considered the situation in which "
the. channel chlng is not perfect, and hence therg are some PE\X(ZIX) _ H P(z|z).
residual errors induced by the channel. The conclusionesfeh
papers is that channel noise is detrimental to authertitati
since it will cause the receiver to reject authentic messaddere P(y|z) and P(z|z) denote the channel transition prob-
from the transmitter. abilities, whilex,y and z range through finite set&’, ) and

In this paper, we take an alternative view of the transmissie®, respectively. In order to derive more general bounds, we
noise and design the channel coding and authenticatiomszhéssume that the channel between the opponent and receiver is
jointly. We show that by doing so, one can exploit the noigediseless, and that the opponent can send anything over this
to lower the cheating probability of the opponent. Moréhannel. Note that this assumption does not incur any loss of
specifically, we derive both a lower bound and an upper-bougi@nerality, and actually gives the opponent advantagese si
on the cheating probabilities of authentication schemes o@ny hoisy channel can be simulated by this noiseless channel
noisy channels. We show that these two bounds coincide, dMisimply randomizing the transmitted signal.
are smaller than the lower-bound on the cheating probgbilit To identify the transmitter, we assume that the source and
when the channel is assumed to be noiseless. In particufde destination have a common secret keyranging from a
we show thatPp, = 2-H(X) thus all the key information Setk having|K| possible values. To transmit the messade
can be used to protect against the substitution attack dhg source uses a stochastic encoding funcfitmconvert the
the impersonation attack simultaneously. We also study tiessage and key into a lengttvectorX, i.e, X = f(K, M).
authentication of multiple messages using the same ey Upon receivingY, which may come from either the source
and show that all the key information can be used to prote?it the opponent, the destination uses a decoding fungtion
against all the attacks simultaneously. judge whether the message is authentic or not. If the signal i

The rest of the paper is organized as follows. In Sedfibn geemed authentic, then the destination recovers the messag
we introduce the model. In Sectiénllll, we discuss the singl = 9(Y, K); otherwise the destination sets= g(Y, K).
message authentication scenario. We then analyze thenautiyde require the condition that, if the signal is authentie th
tication of multiple message using a same key in Sedfidn I¢ecoding error probability at the destination must appoac

Finally, in SectiorlV, we offer some conclusions. zero as the length of the code increases, i.e., foreany0,
there is a positive integety, such that whem > ng, we have

Fig. 2. The authentication channel.

n

J=1

Il. MODEL
. P. =Pr{g(Y,K) # M|Y comes fromX} <.
Throughout this paper, upper-case letters (eX).,denote

random variables, lower-case letters (ex.,denote realiza- The error probabilityP. consists of two partsP; and Ps,

tions of the corresponding random variables, and calligiap where P; is the probability of a miss, which is the probability

letters (e.g,X) denote finite alphabet sets over which corthat the receiver wrongly rejects an authentic messagePand

responding variables range. Also, upper-case boldfaterdet is the probability that the decoder correctly accepts tgeadi

(e.g.,X) denote random vectors and lower-case boldface lets being authentic but incorrectly decodes it.

ters (e.g.x) denote realizations of the corresponding random The opponent is assumed to be aware of the system design,

vectors. except for the particular realizatiorksand m of the key K
Figure[2 shows the model under consideration. The modeid messagé/. We consider both of the two forms of attack

differs from Simmons’s model only in that the transmissiodescribed above. That is, we consider the impersonatiaalatt



in which the opponent sends codewddo the receiver before using a code for the wiretap channel, and then sends the key
the transmitter sends anything. Such an attack is sucdéssfus using the same code book. After receiving these signals,
X is accepted as authentic by the receiver, and we dentite destination obtains an estimaté of the message and a
this probability of success a#; as noted above. We alsoseparate estimaté of the key. If K = K, the receiver accepts
consider the substitution attack, in which the opponentido the message to be authentic; otherwise it rejects the messag
the transmission of the main channel while receivhdAfter For an impersonation attack, the optimal strategy for the
that, the opponent modifies the signal and transmits it to thpponent is to choose the key that has the largest prolyabilit
receiver. This attack is considered to be successful if tloé being accepted by the receiver, i.e.,

modified signa! is accepted as authentic by the receiverand i
decoded intan that is not equal to the original message Py = max Z PlE)y(k k')
Again, the success probability of this attack is denotedby Kek | icr ’ ’

IIl. AUTHENTICATION OF A SINGLE MESSAGE where y(k, k') is an indicator function that equals 1 if

A. The Wiretap Channel is accepted as authentic, and equals 0 in other cases. In our
We begin by reviewing some results related to the wiretgghemeyy(k, k') = 1 if & = k; otherwisey(k, k) = 0.

channel introduced in [2]. The wiretap channel is defined by For a substitution attack, the optimal strategy for the eppo

two DMCs X — (), Z), where X is the input alphabet nent is to choosen andk such that the probability of the

from the transmitter) is the output alphabet at the legitimatemessage being accepted by the receiver and being decoded

receiver andZ is the output alphabet at the wiretapper. 1ito m # m, is maximized, i.e.,

the wiretap channel, the wiretapper is assumed to be passive

and the goal is to transmit information to the destinatior?s - Z P(z1,22)

while preventing information leakage to the wiretapper.réfo #1.22

specifically, to send a messagé € M, the transmitter sends .,

X = f(M), wheref is a stochastic encoder. After receiving omax, > P(m, klz1, z2)y(m, k,m k)

Y, the destination obtains an estimdte= ¢(Y). A perfectly ’ m,k

secure rateR; is said to be achievable if there existand g, - Z P(z1)P(z3)

such that for reach > 0, there is a positive integery, such 2120

thatVn > ng

M| > 20 R 1 nax, > P(mlz1) P(k|z)y(m,m )y (kK ) ¢,
Pr{M # M} <e, and 2) ’ o

1 wherez; is the signal received for the message part anis
— N < . . . ’ ’
nI(M’ Z)< e 3) the signal received for the key part. Heyém, k,m k') =1

The perfect secrecy capacify, is defined to be the supre-if m' # m and k' =k, and equals 0 otherwise. The second
mum of the set ofR, values that satisfy the conditions (1)equality in t.he above expression is due to the fact that
- @). It is proved in [3] that the perfect secrecy capacity i@nd K are independent, and thus thAt and Z, are also
given by independent.
To simplify the analysis, we first upper-bouid as follows
Co=  max_[I(U;Y)—I(U; Z)], P y pper-boufiy

Ps = Z P(z1)P(z2)

whereU is an auxiliary random variable satisfying the Markov
chain relationshif/ - X — Y Z.

The source-wiretapper channel is said to be less noisy than / /
the main channel, if for all possiblé that satisfy the above e ek > P(mz1)P(kl|zz)y(m,m )y(k, k')
Markov chain relationship, one hagU; Z) > I(U;Y). We o ok
can see that the perfect secrecy capacity is nonzero utiess t < Pz )P p Pk
wiretapper channel is less noisy than the main channel. Z (z1) (Zz)melf\l/t&%ezc{ (mlz1) P(klz2)}

Z1,22

z1,Z2

B. Authentication Scheme (b)

We use the wiretap channel to perform authentication. More = Z P(z1) Z P(z2) nax {P(klz2)}
specifically, if the wiretapper channel is not less noisyntttee “ 2
main channel, there exists an input distributiBg such that = ZP(Zz)glea’%( {P(k|z2)} . (4)
I(X;Y)—-I(X;Z) > 0. For a given key siz¢(|, there exists z2
a positive integen,, such thatvn > no, In this expression, inequality (a) follows by assuming that

exp{n(I(X;Y) — I(X; Z))} > |K]. vy(m,m)=1andvy(k,,k)=1form = arg max P(m]|z1)

In our transmission scheme, we separate the transmisstifl ¥ = argmax P(k|z). If this is not the case, the

of information and key. The source first sends the mesd#ége summation will only be smaller, since(z, y) is the indicator



function. Inequality (b) follows from the fact thdt(m|z;) < with

1.
In the sequel, we will use this upper-bound, and hence we d(z) = Z ‘P(Cﬂz) - P(C)|.
can ignore the message transmission partConsequently, -
we write z; asz for the sake of simplicity of notation. Here d(z) is the £; distance between uniform distribution

After receivingZ, the opponent gains an amouftX’; Z) and conditional distribution of the key after observingt the
of information about the key, and thus can use this inforomati opponent.
to choosek that maximizesP(k|zz2). From [3), we have that We need the following lemma from [10].
_ Lemma 1 ( [10]): Consider a wiretap channe¥ —
I(K;2) < ne. ®) (¥, Z), and choosé > 0. SupposeTp C X™ is a type class
The inequality in [(b) is not enough to analyZé (4) for thwith P(z) bounded away from 0, and such thatY;Y) >
following two reasons. First, thoughis small,ne can go to [(X;Z) + 20. Then, there exist a codeboak with size
infinity as » grows, and hence the opponent may eventuall| = exp{n(I(X;Y) — d)}, drawn from7p, and equal-size
gain a sufficient amount of information about the key. Thidisjoint subset€, --- ,Cy of C with
point has been pointed out in [8]-[10]. The second reason is . .
that there is a maximization in the summand [ (4), which N < exp{n{I(X;Y) = [(X;2) = 20)},
means that we need to consider the worst case scenario
whereasl (K; Z) is an average quantity. Actually, this fact is® such thac = U Ci is the codeword with exponentially smal
exploited in [4], [5] to derive the lower bounds by replacingverage probablllty of error for the main channgl — ).
this maximization with an averaging, which readily gives ubloreover, the partition functiorf : ¢ — {1,---,N} of
a lower bound and is more amenable to analysis. C with f~'(i) = C;;i = 1,--- ,N has exponentially small
In this paper, we borrow techniques from [10], [11] tdla.(f) for the distributionPc defined onC x Z™ by
analyze this term.

~ 1
Po(x,z) = =—P(z|x),xeC,z € Z".
C. Bounds o(x2) c (=)

o . Proof: Please see [10]. [ ]
We begin with some definitions. L&t be a codebook for ;i main result is the following theorem.

the wiretap channel, and ldt(x, z) be the joint distribution  theorem 1: If the source-wiretapper channel is not less
onC x Z". We denote by)(z) the marginal distribution of noisy than the main channel, théty = Py = 2-7U and

when the input distribution is limited t6, and by P(x|z) = paonce Ppy = 2 H(K),
P(x,2)/Q(z) the conditional distribution ok given z. _ Proof: (Sketch) For the lower-bound, the opponent can
Let {C1,---,Cy} be a partition ofC, and denote this 465 the value of the key. If the guess is correct, the opione

partition as @ mapping, i.ef : C — {Ci,---,Cn}. AlSO  can inyoke any attack and the attack will be successful. The
d_enqte byQJ the.condmonal -d|str|but|on ot when the input probability that the opponent guesses the value of key ctiyre
distribution is uniform orC;, i.e., is 2=H()_ This provides a lower bound. We outline the
oy 5 _ proof of a tight upper-bound in the following. If the source-
Qi) = Z Px,z)/P(Cy). wiretapper channel is not less noisy than the main channel,
there exists an input distribution such that the secrecy rat
i X , is larger than zero. We generate a codebook for the wiretap
Define da, (f) = JZ: P(C;)d(@;, Q), with channel according to this input distribution and transthé t
message and key separately using this codebook. To bound the
d(Q;,Q Z ‘Q success probability of the substitution attack, we firstrizbu
ZEZT the 'max’ sign in [(4) withd(z). We then linkd,,(f) to the

Hered(Q;, Q) is the; distance between the two distributiondnutual information leaked to the opponent. Using the fact

Q, and Q. When d(Q;,Q) is zero, the opponent cannotthat the mutual information leakage in the wiretap channel
J ' VEI

distinguish between the uniform input distributions @nand can be arbitrarily small if the secrecy capacity is nonzero,

C by observing only the channel output. we obtain an upper-bound for the success probablllty of the

Intuitively, if there exists a se and a corresponding substitution attack that is arbitrarily close & #(5) The
partition f such thatd,, (f) is arbitrarily small, the receiver optimal strategy for the impersonation attack of the oppbne

gains no information about the subs@t from which the is to guess the value of the key, hence the success projabilit

x€eC;

H (K
transmitted codeworst comes, given the channel output ~ ©f the impersonation attack is bounded by, u
We can rewrited,, (f) as follows IV. AUTHENTICATION OF MULTIPLE MESSAGES
N In this section, we consider the situation in which the same
duo(f) = D> ‘P(Cj)Qj(Z) — P(C;)Q(2) key K is used to authenticate a sequence/ahessages. We
j=1lzezn use the same scheme as for the single message case. That is,
- Z Q(z)d(z), we send the message and the key separately for each packet

seZn using a code for the wiretap channel. Liét; be the success



probability of the impersonation attack after the opporteag probability that the opponent guesses the value of key ctiyre
observed—1 transmissions, i.e., the opponent sends codewadsd2—H(X)_ This provides a lower bound. For a tight upper-
X to cheat the destination after observiig --- ,Z;_,. This bound, we first upper bound the key information leaked to
attack is successful iX; is accepted as authentic by thahe opponent. We then follow the similar steps as those of
destination. The optimal attack strategy of the opponein isthe single message authentication case and obtain an upper-
choose to send the kdy with the largest success probability:bound of the success probability of the substitution atthek

that is is arbitrarily close t®2—#(¥), Similarly, we obtain an upper-
P = Z Plar,- 7 1) ggl;[r(]g)for the impersonation attack that is arbitrarily eIdJ.s
Z1, 251
, V. CONCLUSIONS
glg;{zp(mzw' 1zi-1)y(k, )} In this paper, we have studied the problem of message
keK authentication in the presence of channel noise. We have
< Z P(zy, ,2i—1) derived information theoretic lower and upper bounds fer th
Z1,0 21 success probability of an opponent’s impersonation attenck
Iglea/é({P(le, C L Zio1) ), (6) substitution attack in single and multiple message auttent

tion scenarios. We have further shown that the lower andmuppe

wherey(k,k') is the indicator function defined above. bound match, and thus have completely characterized these
The opponent can also choose to invoke a substitution attababilities. We have further shown that, compared with th

after receiving theth transmission, i.e., it changes the contersiassical authentication model in which channel is assumed

of the ith package and sends it to the destination. The attaickbe noiseless, the opponent’s success probability ieliarg

is successful if the modified message is accepted as authergduced. We thus have established the utility of channelenoi

and the destination decodes it into an incorrect source.stdb message authentication applications.

On denoting the success probability of this attack toHge, Exploiting other characteristics of channels, such as célan

we have fading, to facilitate message authentication is an intargs
avenue for further research. Also of interest is the develop
Psi = Z P(zi0. 21, 2:) ment of authentication theory for the scenario in which the
26,080,758 source and destination possess correlated, but not idéntic
., sequences, which has obvious practical implications.
max ZP(m, klzio, 21, ,zi)y(m,k,m k) 5,
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