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Free space daylight ground-ground QKD in the near-IR
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Abstract We report a daylight km-range free space QKD demonstration at 850nm obtaining a QBER
of 1.9% and a raw key-rate of 14 kbit/s. We used the BB84 protocol with polarisation encoding and two
supporting optical beams for classical communication and clock synchronisation. ©2024 The Author(s)

Introduction

Quantum key distribution (QKD) is a simple and
effective technique to distribute encryption keys
over optical links. Space based QKD, first demon-
strated by the Micius satellite mission!'l, has the
potential to enable global quantum secure commu-
nication and has thus been the focus of numerous
studies.?!

Despite the high level of security, the key rate
which is achievable with long range free space
QKD is still quite low, below one megabit per
second.B®l Some of the limitations are intrinsic to
the use of single photons, however the challenges
posed by the atmospheric turbulence and the need
of filtering out the environmental background pho-
tons can be technologically improved upon.[

The atmospheric turbulence modulates the light
wavefront, reducing the ability of focusing the re-
ceived optical beam. This issue can be partly off-
set using adaptive optics, at the cost of increased
system complexity. The background environmen-
tal photons are a more severe challenge. They di-
rectly increase the quantum bit error rate (QBER)
and can even impede the communication when the
QBER increases over a threshold set by the cho-
sen protocol (about 10% for the protocol BB84)).
This is especially problematic for free space QKD
and it can prevent day-light operations. One pos-
sible mitigation is choosing the QKD wavelength
in the infrared region of the spectrum, where the
solar background is reduced, yet the photon en-
ergy is still high enough to enable efficient single
photon detection.

The telecom wavelength of 1550 nm is a natural
choice, benefiting from the compatibility with the
components developed for the terrestrial optical
fibre networks. However, efficiently detecting sin-
gle photons at 1550 nm requires using expensive
superconducting nanowire detectors operating in
vacuum at cryogenic conditions. For this reason,
despite the benefits of using near-IR and even visi-
ble light for daylight QKD were evidenced before,®!
many demonstrations including the Micius mission
cited above, are done in the near infrared, where
the cheaper and efficient silicon avalanche photo-
diodes can be used.!"]

In this contribution, we present preliminary re-
sults from tests on free-space daylight quantum
key distribution (QKD) at 850 nm, employing the
BB84 protocol with polarization encoding. The
measurements were performed over link distances
of up to 780 m, inside the Airbus campus near Mu-
nich. In the following paragraphs, we will describe
the setup, the methods and results achieved in
terms of quantum bit error rate (QBER) and key-
rate.

Methods

The communication terminals used for the QKD
experiments allowed for simultaneous classical
and quantum communication. We used three free
space optical channels: a quantum channel at
850 nm and two classical channels near 1550 nm.
One of the classical channels was used for bidi-
rectional (1530.33 nm & 1548.51 nm) data trans-
mission at 10 Gbps and the other one for clock
synchronisation (1550 nm). The classical chan-
nels were amplified and multiplexed such that they
could be transmitted and received through the
same optics. We used a combination of spatial,
temporal and spectral filtering for efficiently reject-
ing the environmental light. Spatial filtering was
achieved by coupling the received optical beams
into single mode fibers. Spectral filtering was done
using commercial-off-the-shelf narrow band-pass
filters. Filtering in the time domain was achieved
by post-selecting the received photons based on
their arrival time. The block diagram of the setup
used in the second point-to-point link is shown in
Fig. 1.

The QKD photon source was developed at the
Ludwig Maximilian University of Munich (LMU) in
the group of Prof. Weinfurther and it has been
described in previous publications.[”] Briefly, four
vertical-cavity surface-emitting lasers (VCSEL)
generated poissonian pulses, with a wavelength
of 852 nm, pulse duration of about 200 ps and
repetition rate of 100 MHz. After each VCSEL
four polarizes, oriented at 0°, 90°, 45° and -45°,
encoded the qubit state in the horizontal-vertical
and diagonal bases. A photonic circuit was then
used to combine the output of the four VCSELs
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Fig. 1: Block diagram of the QKD free-space system showing
the sync and classical data multiplexing along the 850nm QKD
signal.

into a single mode fibre, which was coupled to free
space.

The QKD detector consisted of a small optical
bench to compensate for any drift in polarisation
as well as to separate the four polarisation states,
four silicon avalanche single photon diodes and a
high resolution time-tagger.

The software for controlling the experiments and
executing the BB84 protocol was implemented
with a combination of python scripts and commer-
cial libraries in C++.

Test Campaign Results

We set-up two free space QKD experiments with
link distances of 320 m and 780 m. The first
demonstration was performed between two build-
ings in the Airbus campus in Taufkirchen (Ger-
many) with the help of a retro-reflector positioned
160 m away. Fig.2a shows a picture of the link
location with the beam path highlighted in purple.
A picture taken from the transmitter side and look-
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Fig. 2: Optical setup for the 260 m free space QKD
demonstration. a) View of the location of the experiments with
the beam path highlighted in purple. b) The optics used to
send and receive the quantum (green lines) and classical
channel (orange lines). c) The retro-reflectors used for the

quantum and the classical channels.

ing towards the retro-reflectors is shown in Fig. 2b.
The beam paths for the quantum and classical
beams are highlighted with green and orange lines,
respectively. Two different retro-reflectors, a “cat-
eye” and a corner-cube were used for the quan-
tum and classical channel, as shown in Fig.2c.
A “cat-eye” retro-reflector was preferred for the
guantum channel to minimise wavefront and polar-
isation distortions. It consisted of a plane mirror
mounted in the focal plane of a commercial IR ob-
jective, which yielded superior optical performance
compared to the COTS corner-cube type. Differ-
ent apertures were used for the transmitted and
received beams. Since those two beams propa-
gated along the same paths, we separated them
using 50% beam-splitters, which resulted in an
additional 6 dB loss with respect to a direct link.

The experimental conditions, and the measured
QBER and raw key-rate values are summarised in
Tab. 1. It should be noted that the link performance
was limited by the malfunctioning of one of the
VCSELs in the photon source, which significantly
reduced the average photon number per pulse for
the vertical polarisation.

Using a retro-reflector in an experiment results
in slightly different measurement conditions with
respect to a direct link, and the results might not
be directly comparable. First, the retro-reflector
itself may distort the propagated wavefront and,
second, a potential double pass through identical
turbulence cells may occur which does not occur
in actual point-to-point links.

For these reasons, we conducted a second test
campaign, where we connected the north and
south parts of the Airbus campus with a point-to-
point free-space QKD link over a distance of 780 m
at a height above ground of roughly 16 m. The
optical setup is shown Fig.3. For these new ex-
periments, the average photon number per pulse
was tuned to 0.1, which was higher than the value
used for the retro-reflector link, though the latter
could not be known precisely due to uncertainty



Tab. 1: QKD exchange results with the retro-reflector, for good
weather and for high humidity after slight rain.

Tab. 2: Results for the QKD exchange over 780m using two
different sets of optics.

Entry Run 1 Run 2 Entry Beam Collimators
Date, time 2022-08-18, 2022-08-18, expanders
13:40 CET 16:50 CET Date, time 30-09-2022, 30-09-2022,
temperature 19°C 17°C 17:52CET 18:22CET
weather no clouds cloudy temperature 7°C 7°C
visibility 10.0km 10.0km weather no clouds no clouds
rain 0 mm/h 0.5 mm/h visibility 2.3km 5.0km
wind 4.1 m/s 6.2 m/s rain 0 mm/h 0 mm/h
noise per APD | 4000 c/s 700 c/s wind 4.1m/s 6.2 m/s
QBER 4.1% 4.9% link loss 13 dB 13 db
raw key rate 8.6 kbit/s 3.4 kbit/s noise per APD | 1500c¢/s 2500c/s
QBER 1.9 % 8.3 %
raw key rate 13.8 kbit/s 1.4 kbit/s
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Fig. 3: Optical setup for the 780m link. a) Setup in northern
campus. In the front, the QKD source (white box). b) Bob
setup in the southern campus. In the front, the polarisation
compensation module including the four APDs (green). In the
back, the receiving optics, camera and retro-reflector (for
alignment only) mounted on a tripod.

in the current calibration of the photon source. In
order to minimise the geometrical loss over the
increased link distance, for the 850 nm quantum
channel we slightly increased the beam diame-
ter by replacing the fiber collimator used in the
retro-reflector setup with a larger beam-expander.
The resulting transmitted beam diameter at 1/¢2
was 3.48cm and the maximum receivable beam
diameter determined by the beam expander and
the fiber's numerical aperture was 4.20cm at 1/e?.
The latter value was determined by the clear aper-
ture of the beam expanded and by the numerical
aperture of the single mode fiber. For comparison,
we also repeated the experiment with the same set
of fiber collimators used in the retro-reflector link,
which yielded a beam diameter at 1/¢2 of 1.45 cm.
The measurement results recorded with the two
sets of optics are presented in Tab.2: In summary
we obtained a QBER of about 1.9% and a sifted
key rate of 13794 b/s.

Conclusions

These preliminary results confirm the feasibility of
free space daylight QKD at 850 nm, across link dis-
tances in the kilometer range. They also show that
utilizing a near-infrared quantum and a C-band
classical channel makes it easier to spectrally iso-
late them and simultaneously perform classical
and quantum communications. The seamless inte-

gration of quantum and classical free space com-
munication, will be important for the adoption of
free space QKD technologies, and towards the
development of future airborne optical networks.

References

[1] S.-K.Liao, W.-Q. Cai, W.-Y.. Liu, et al., “Satellite-to-ground
quantum key distribution”, Nature, vol. 549, no. 7670,
pp. 43-47, 2017.

[2] D. Pan, X.-T. Song, and G.-L. Long, “Free-space quan-
tum secure direct communication: Basics, progress, and
outlook”, Advanced Devices & Instrumentation, vol. 4,
p. 0004, 2023.

[8] S. Ecker, B. Liu, J. Handsteiner, et al., “Strategies for
achieving high key rates in satellite-based gkd”, npj Quan-
tum Information, vol. 7, no. 1, p. 5, 2021.

[4] S. Pirandola, “Limits and security of free-space quantum
communications”, Physical Review Research, vol. 3, no. 1,
p. 013279, 2021.

[5] P W. Shor and J. Preskill, “Simple proof of security of the
bb84 quantum key distribution protocol”, Physical review
letters, vol. 85, no. 2, p. 441, 2000.

[6] M. Abasifard, C. Cholsuk, R. G. Pousa, et al., “The ideal
wavelength for daylight free-space quantum key distribu-
tion”, APL Quantum, vol. 1, no. 1, 2024.

[7]1 G. Vest, P. Freiwang, J. Luhn, et al., “Quantum key dis-
tribution with a hand-held sender unit”, Physical Review
Applied, vol. 18, no. 2, p. 024 067, 2022.



	Introduction
	Methods
	Test Campaign Results
	Conclusions

