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Abstract

Unpredictable functions (UPFs) play essential roles in classical cryptography, including message
authentication codes (MACs) and digital signatures. In this paper, we introduce a quantum analog of
UPFs, which we call unpredictable state generators (UPSGs). UPSGs are implied by pseudorandom
function-like states generators (PRFSs), which are a quantum analog of pseudorandom functions (PRFs),
and therefore UPSGs could exist even if one-way functions do not exist, similar to other recently introduced
primitives like pseudorandom state generators (PRSGs), one-way state generators (OWSGs), and EFIs. In
classical cryptography, UPFs are equivalent to PRFs, but in the quantum case, the equivalence is not clear,
and UPSGs could be weaker than PRFSs. Despite this, we demonstrate that all known applications of
PRFSs are also achievable with UPSGs. They include IND-CPA-secure secret-key encryption and EUF-
CMA-secure MACs with unclonable tags. Our findings suggest that, for many applications, quantum
unpredictability, rather than quantum pseudorandomness, is sufficient.
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1 Introduction

1.1 Background

Pseudorandom functions (PRFs), first formalized by Goldreich, Goldwasser and Micali in 1984 [GGM86],
are one of the most fundamental primitives in classical cryptography. A PRF is an efficiently-computable
keyed function that is computationally indistinguishable from a random function for any polynomial-time
adversary that can query the function. PRFs have many important applications in cryptography, and in
particular, they are essential building blocks of EUF-CMA-secure message authentication codes (MACs)
and IND-CPA-secure secret-key encryption (SKE).

Naor and Reingold [NR98] introduced a related primitive so-called unpredictable functions (UPFs). Like
PRFs, a UPF is an efficiently-computable keyed function, but the crucial difference is that the goal of the
adversary is not to distinguish it from the random function, but to predict the output corresponding to an input
that was not queried before. More precisely, let f := {fx}r be an efficiently-computable keyed function.
Then f is a UPF if it satisfies the following property, which is called unpredictability:

Prly = fx(x) : k < {0, 1})‘, (x,y) + Afk(')] < negl(A) (D

for any polynomial-time adversary A, where x was not queried by A. Itis easy to see that PRFs imply UPFs.
The other direction is not straightforward, but Naor and Reingold showed that UPFs imply PRFs [NR98],
and therefore PRFs and UPFs are actually equivalent.

What happens if we consider quantum versions of PRFs and UPFs? Recently, quantum analogs of
elementary primitives, including one-way functions (OWFs), pseudorandom generators (PRGs), and PRFs,
have been extensively studied [JLS18, MY22b, AQY22, BCQ23, AGQY22, Yan22, MY22a, BBSS23,
ALY23, MPSY24]. For example, pseudorandom states generators (PRSGs) introduced by Ji, Liu, and
Song [JLS18] are a quantum analog of PRGs. One-way states generators (OWSGs) introduced by Morimae
and Yamakawa [MY22b] are a quantum analog of OWFs. EFIs introduced by Brakerski, Canetti, and
Qian [BCQ23] are a quantum analog of EFID [Gol90].! There are mainly two reasons why studying such
new quantum elementary primitives are important. First, they could be weaker than (quantumly-secure)
OWFs [Kre21, KQST23], which are the most fundamental assumption in classical cryptography. More
precisely, even if BQP = QMA or P = NP and therefore OWFs do not exist, these new primitives could
exist (relative to oracles). Second, despite that, they have many useful applications, such as private-key
quantum money, SKE, non-interactive commitments, digital signatures, and multiparty computations, etc.
These facts suggest that these primitives will play the role of the most fundamental assumptions in quantum
cryptography, similar to OWFs in classical cryptography.

Quantum versions of PRFs were already studied. There are two quantum analogs of PRFs. One
is pseudorandom unitary operators (PRUs) that were introduced by Ji, Liu, and Song [JLS18].2 It is a
set {Uy }x of efficiently implementable unitary operators that are computationally indistinguishable from
Haar random unitary operators. The other quantum analog of PRFs is pseudorandom function-like states
(generators) (PRFSs) that were introduced by Ananth, Qian and Yuen [AQY22]. A PRFS is a QPT algorithm
that, on input a secret key k& and a classical bit string x, outputs a quantum state ¢y (z). The security
roughly means that no QPT adversary can tell whether it is querying to the PRFS oracle or to the oracle

1An EFID is a pair of two efficiently samplable classical distributions that are statistically far but computationally indistinguishable.
An EFI is its quantum analog: a pair of two efficiently generatable quantum states that are statistically far but computationally
indistinguishable.

2Weaker variants, so-called pseudorandom states scramblers [LQS™23] and pseudorandom isometries [AGKL23] were recently
introduced. They are shown to be constructed from OWFs.



that returns Haar random states.> EUF-CMA-secure MACs (with quantum tags) and IND-CPA-secure SKE
(with quantum ciphertexts) can be constructed from PRFSs [AQY22].

On the other hand, no quantum analog of UPFs was explored before. Is it equivalent to a quantum analog
of PRFs, such as PRUs or PRFSs? Does it imply EUF-CMA-secure MACs and IND-CPA-secure SKE like
PRFSs and PRUs? Can we gain any meaningful insight for quantum cryptography by studying it?

1.2 Our Results

The goal of the present paper is to initiate the study of a quantum version of UPFs which we call unpredictable
state generators (UPSGs). We define UPSGs and construct several cryptographic applications from UPSGs.
UPSGs are implied by PRFSs, and therefore UPSGs could exist even if OWFs do not exist, similar to PRSGs,
OWSGs, and EFIs. As we will explain later, the equivalence between PRFSs and UPSGs are not clear, and
UPSGs could be weaker than PRFSs. Despite this, we show that all known applications of PRFSs are also
achievable with UPSGs.# This finding provides us with an insightful observation: For many applications,
quantum unpredictability, rather than quantum pseudorandomness, is sufficient.

Relations among our results and known results are summarized in Figure 1.

Defining UPSGs. Our first contribution is to define UPSGs. A UPSG is a QPT algorithm Eval that, on
input a secret key k£ and a classical bit string z, outputs a quantum state ¢y (z). Intuitively, the security
(unpredictability) is as follows: no QPT adversary, which can query the oracle Eval(k, -), can output (z*, p)
such that * was not queried and p is close to ¢y (z*).

In the classical case, PRFs and UPFs are equivalent [NR98]. What happens in the quantum case? In
fact, we can show that PRFSs imply UPSGs. However, the other direction is not clear. In the classical case,
the construction of PRFs from UPFs is done by using the Goldreich-Levin [NR98, GL89]: if fi(-) is a UPF,
Gkr(z) == fr(z) - r is a PRF with the key (k,r), where x - y is the inner product between bit strings = and
y. However, we cannot directly apply that idea to UPSGs: In particular, what is ¢y (x) - r?

In summary, a quantum analog of UPFs, UPSGs, are implied by PRFSs, which especially means that
UPSGs could also exist even if OWFs do not exist. However, the equivalence is not clear, and UPSGs could
be weaker than PRFSs. Then, a natural question is the following: Do UPSGs have useful applications like
PRFSs?

IND-CPA-secure SKE. Our second contribution is to construct IND-CPA-secure SKE (with quantum
ciphertexts) from UPSGs. In the classical case, unpredictability implies pseudorandomness [NR98], which
implies encryption. However, in the quantum case, as we have explained before, we do not know how
to convert unpredictability to pseudorandomness, and therefore it is not self-evident whether SKE can be
constructed from UPSGs. Despite this, we show that it is actually possible:

Theorem 1.1. If UPSGs exist, then IND-CPA-secure SKE exist.

IND-CPA-secure SKE can be constructed from PRFSs [AQY22]. Theorem 1.1 shows that such SKE
can be constructed from a possibly weaker primitive, UPSGs.

3If the query = was not queried before, the oracle samples a new Haar random state v, and outputs it. If the query = was done
before, the oracle outputs the same v, that was sampled before.

4Strictly speaking, MACs with unclonable tags that are realized with PRFSs satisfy the security against QPT adversaries that
query the oracle quantumly, but those realized with UPSGs satisfy that only for the classical oracle query.

SWe could consider classical query or quantum query. In the latter case, it is not clear what we mean by “not queried”. One
possible formalization, which we actually adopt, is to define that a bit string = was not queried if the weight of |x) is zero for all
quantum queries. For more precise statements, see Section 3.1.



MACs with unclonable tags. Our third contribution is to define and construct EUF-CMA-secure MACs
with unclonable tags from UPSGs.¢ The unclonability of tags roughly means that no QPT adversary can,
given t-copies of a quantum tag, output a large (possibly entangled) quantum state that contains at least ¢ + 1
valid tag states. MACs with unclonable tags are useful in practical applications. For example, consider
the following attack (which is known as the replay attack in the classical cryptography): Alice sends the
message “transfer $100 to Bob” with a MAC tag to a bank. Malicious Bob can steal the pair of the message
and the tag, and sends it ten times to the bank so that he can get $1000. In the classical cryptography, the
standard EUF-CMA security of MACs cannot avoid such an attack, and some higher-level treatments are
necessary. For example, common techniques are using counters or time-stamps, but they require the time
synchronization among users.

If tags are unclonable, we can avoid such a replay attack. Actually, it is easy to see that UPSGs imply
EUF-CMA-secure MACs with quantum tags. (We have only to take ¢ (z) as the tag of the message
z.) However, the mere fact that tags are quantum does not automatically imply the unclonability of tags.
Moreover, it is not self-evident whether the quantum unpredictability implies unclonability. (Quantum
pseudorandomness implies unclonability [JLS18], but it is not clear whether a possibly weaker notion of
quantum unpredictability also implies unclonability.) Despite that, we show that MACs with unclonable tags
can be constructed from UPSGs.

Theorem 1.2. [f UPSGs exist, then EUF-CMA-secure MACs with unclonable tags exist.

EUF-CMA-secure MACs with unclonable tags can be constructed from PRFSs [AQY22].” Theorem 1.2
shows that EUF-CMA-secure MACs with unclonable tags can be constructed from a possibly weaker
primitive, UPSGs.8

Private-key quantum money. The definition of MACs with unclonable tags straightforwardly implies
that of private-key quantum money schemes in [JLS18]. We therefore have the following as a corollary of
Theorem 1.2. ( For the definition of private-key quantum money schemes and a proof of Corollary 1.3, see
Appendix B.)

Corollary 1.3. If UPSGs exist, then private-key quantum money schemes exist.

OWSGs and EFIs. IND-CPA-secure SKE implies one-time-secure SKE, and one-time-secure SKE implies
OWSGs and EFIs [MY22a]. We therefore have the following as a corollary of Theorem 1.1.

Corollary 1.4. If UPSGs exist, then OWSGs and EFIs exist.

However, thus obtained OWSGs are mixed OWSGs (i.e., the ones with mixed states outputs), because
ciphertexts of the SKE from UPSGs are mixed states. We can actually directly show that UPSGs imply pure
OWSGs:

Theorem 1.5. If UPSGs exist, then pure OWSGs exist.
Because pure OWSGs are broken if PP = BQP [CGG™123], we also have the following corollary:
Corollary 1.6. If UPSGs exist, then PP # BQP.

SWe will see that the unclonability of tags automatically implies EUF-CMA security, and therefore we have only to focus on the
unclonability of tags.

7[AQY22] only showed that PRFSs imply EUF-CMA-secure MACs with quantum tags, but we can easily show that tags are
actually unclonable because their tags are pseudorandom.

8Strictly speaking, there is a difference: MACs with unclonable tags that are realized with PRFSs satisfy the security against
QPT adversaries that query the oracle quantumly, but those realized with UPSGs satisfy only the security against the classical query.




1.3 Technical Overview

IND-CPA-secure SKE from UPSGs. Let us first recall a construction of IND-CPA-secure SKE from
UPFs in classical cryptography. In the classical case, we first use the Goldreich-Levin [GL89] to construct
PRFs from UPFs: Let f;(-) be a UPF. Then gy, ,(z) == fi(x) - r is a PRF with the key (k, ) [NR98]. With
a PRF FJ(-), an IND-CPA-secure SKE scheme can be constructed as follows: The secret key is the key of
the PRF. The ciphertext of a message m is ct = (r, Fi(r) & m) with a random bit string 7.

However, a similar strategy does not work in the quantum case. In particular, we do not know how to
convert UPSGs to PRFSs: what is ¢y (x) - 7!?

Our idea is to use the duality between the swapping and the distinction [AAS20, HMY23, KMNY23].
The duality intuitively means that distinguishing two orthogonal states [¢)) and |¢) is as hard as swapping
|) + |¢) and |[¢)) — |¢) with each other. Our ciphertext for a single bit message b € {0,1} is, then,
cty = (z,y,|cth ), where [ct] ) == [0]|2)|px (0]|x)) + (—1)°[1]|y)|dx(1]|y)), and = and y are random bit
strings. Here, |¢(0]|z)) and |¢x(1||y)) are outputs of UPGSs on inputs 0|z and 1||y, respectively. The
secret key of our SKE scheme is the key & of the UPSGs. If a QPT adversary can distinguish ctg and cty,
then due to the duality, we can construct another QPT adversary that can convert ¢ (0]/z)) to | (1]|y)).
However, it contradicts the unpredictability of the UPSGs.

This argument seems to work. There is, however, one subtle issue here. The adversary of the IND-CPA
security can query the encryption oracle, but in general we do not know whether the duality works if the
distinguisher queries to an oracle, because the swapping unitary is constructed from the distinguishing unitary
and its inverse.

We can solve the issue by observing that the oracle query by the adversary can actually be removed.
Because the oracle is an encryption algorithm for single-bit messages and because the adversary queries to
the oracle only polynomially many times, we can remove the oracle by giving sufficiently many outputs of
the oracle to the adversary in advance as an auxiliary input. The duality in [HMY?23] takes into account of
the auxilially inputs to the adversary, and therefore now we can use the duality.

MACs with unclonable tags from UPSGs. It is straightforward to see that UPSGs imply EUF-CMA-
secure MACs with quantum tags, because we have only to take the output ¢y (x) of the UPSG on input
z as the tag corresponding to the message x. However, the mere fact that the tags are quantum does not
automatically mean that they are unclonable. PRFSs also imply EUF-CMA-secure MACs with quantum tags,
and in that case, the unclonability of tags is straightforward, because quantum pseudorandomness implies
unclonability [JLS18]. However, in the case of UPSGs, it is not clear whether the quantum unpredictability
is also sufficient for unclonability.

Our idea to construct unclonable tags is to use the unclonability of random BB84 states. (In other words,
to use Wiesner money [Wie83].) Assume that a UPSG exists. Then, there exists an EUF-CMA-secure MAC.
(Actually, in the following argument, any EUF-CMA-secure MACs even with classical tags are fine.) Let
T be a tag corresponding to a message m. Then, if we set 7/, := 7, ® |z)(x|s as a new tag, it becomes
unclonable. Here, z, 6 are random bit strings, |z)g = ®,; H? |2?), H is the Hadamard gate, and 2* and 6"
are 7th bit of  and 6, respectively.

However, the verifier who wants to verify the tag cannot verify 7, , because the verifier does not know z
and 6. Let us therefore modify our tag as 7, := (x,6, 7, @ |z){x|g). Now, this can be verified by doing the
projection onto |x)g, but the unclonability is no longer satisfied because x and 6 are open.

To solve the issue, we introduce IND-CPA-secure SKE. Fortunately, as we show in this paper, IND-
CPA-secure SKE exists if UPSGs exist. Let us modify our tag as 7, := Enc(sk, (z,0)) ® 7, ® |z){x|s,
where Enc is the encryption algorithm of the SKE scheme. Now it is unclonable due to the security of



the SKE scheme, but it is no longer authenticated: Enc(sk, (z,6)) ® 7, ® |x)(x|s could be replaced with
Enc(sk, (2/,0")) ® 7, @ |2’) (2|9 with another 2" and 6’ chosen by the adversary, because encryption does
not necessarily mean authentication. The adversary who knows z’ and 6’ can of course make many copies
of the tag.

The problem is finally solved by considering the following tag: 7, := Enc(sk, 7y |jz)0 ® |, 0)(z, 0]) ®
|z) (|9, Wwhere 7,50 is the tag corresponding to the message m||z||6.

1.4 Open Problems

To conclude Introduction, let us provide some interesting open problems.
1. Do UPSGs imply PRFSs? Or can we separate them?

2. Isthere any application that is possible with PRFSs, but not with UPSGs? So far, all known applications
of PRFSs are achievable with UPSGs.

3. We show that EUF-CMA-secure MACs are possible with UPSGs. How about EUF-CMA-secure
digital signatures? Can we realize them with UPSGs? So far, we do not know how to realize them
even with PRUs.®

4. Do OWSGs imply UPSGs? It is neither known whether PRSGs imply PRFSs.

9Recently, [CM24] showed an oracle separation between PRUs and EUF-CMA-secure digital signatures with classical signatures.
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2 Preliminaries

2.1 Basic Notations

We use the standard notations of quantum computing and cryptography. For a bit string z, 2° denotes the ith
bit of . For two bit strings x and y, x|y means the concatenation of them. We use )\ as the security parameter.
[n] means the set {1,2,...,n}. For any set S, x < S means that an element x is sampled uniformly at
random from the set S. We write negl to mean a negligible function and poly to mean a polynomial. PPT
stands for (classical) probabilistic polynomial-time and QPT stands for quantum polynomial-time. For an
algorithm A, y + A(z) means that the algorithm A outputs y on input z.

For simplicity, we sometimes omit the normalization factor of a quantum state. (For example, we write
%(L’Eo} + |z1)) just as |xo) + |z1).) I :==|0)(0| 4 |1)(1]| is the two-dimensional identity operator. For the
notational simplicity, we sometimes write 7" just as  when the dimension is clear from the context. We
use X, Y and Z as Pauli operators. For a bit string z, X% := ®,; X*. We use Y¥ and Z~ similarly. For
two density matrices p and o, the trace distance is defined as TD(p, o) := %HP —oll1 = %Tr [ (p— )2},
where || - || is the trace norm.

2.2 Lemmas

We use the following lemma by Hhan, Morimae and Yamakawa [HMY23] (based on [AAS20]).

Lemma 2.1 (Duality Between Swapping and Distinction [HMY23], Theorem 5.1). Let [¢)) and |¢)
be orthogonal n-qubit states. Assume that a QPT algorithm A with some m-qubit advice state |T) can
distinguish |) and |¢) with advantage A. Then, there exists a polynomial-time implementable unitary V
over (n + m)-qubit states such that

[(a ([ V[B) |7) + (Bl {r| V] |7) |
2

= A, 2

where |a) == —'wi;%'@ and |5) = —|w>\;§‘¢>.

We also use the security of Wiesner money [Wie83, MVW12].
Lemma 2.2 (Security of Wiesner Money [MVW12]). Let us consider the following security game:

1. The challenger C chooses x,6 < {0, 1}* and sends |x), to the adversary A. Here,
®ie[A] H” |z*).

2. A sends a 2\-qubit state p to C.

z)y =

3. C projects p onto \x>g®2. If the projection is successful, C outputs T. Otherwise, C outputs L.

For any unbounded adversary A, Pr[T < C| < negl()).

2.3 Cryptographic Primitives

The following is the standard definition of IND-CPA-secure SKE schemes for classical messages. However,
in this paper, we consider general cases where ciphertexts can be quantum states.



Definition 2.3 (IND-CPA-Secure SKE for Classical Messages). An IND-CPA-secure secret-key encryption
(SKE) scheme for classical messages is a set of algorithms (KeyGen, Enc, Dec) such that

. KeyGen(l)‘) — sk : It is a QPT algorithm that, on input the security parameter \, outputs a classical

secret key sk.

* Enc(sk,m) — ct : It is a QPT algorithm that, on input sk and a classical bit string (plaintext) m,
outputs a ciphertext ct, which can be a quantum state in general.
* Dec(sk,ct) — m : It is a QPT algorithm that, on input sk and ct, outputs m.
We require the following two properties.

Correctness: For any bit string m,
Pr[m < Dec(sk, ct) : sk < KeyGen(1*), ct + Enc(sk,m)] > 1 — negl()\). 3)

IND-CPA security (against classical query): For any QPT adversary A,
sk < KeyGen(1%)
(mo, my, St) — .AEnC(Sk")
Pr|b=1V": b+ {0,1} | <
ct < Enc(sk,my)
b ABNCR) (st ct)

where A can only classically query Enc(sk, -).

+ negl()), 4)

N —

We also need IND-CPA-secure SKE for quantum messages.

Definition 2.4 (IND-CPA-Secure SKE for Quantum Messages [BJ15, ABF"16)). An IND-CPA-secure
secret-key encryption (SKE) scheme for quantum messages is a set of algorithms (KeyGen, Enc, Dec) such
that
. KeyGen(l)‘) — sk : It is a QPT algorithm that, on input the security parameter \, outputs a classical
secret key sk.

* Enc(sk,p) — ct : It is a QPT algorithm that, on input sk and a quantum state p on the register M,
outputs a quantum state ct on the register C.

* Dec(sk,ct) — p : It is a QPT algorithm that, on input sk and a state ct on the register C, outputs a
state p on the register M.

We require the following two properties.

Correctness:

sk<—Ke31/E(:3en(l>‘) |IDec(sk, -) o Enc(sk, -) —id|le < negl()\), Q)
where id is the identity map, Enc(sk,-) is a CPTP map'° that runs the encryption algorithm Enc with
sk on the plaintext state, Dec(sk,-) is a CPTP map that runs the decryption algorithm Dec with sk on
the ciphertext state, and Dec(sk,-) o Enc(sk,-) is the composition of Dec(sk,-) and Enc(sk,-). Here
| F = Ello == max, ||(F ®@id)(p) — (£ ®id)(p)|1 is the diamond norm between two CPTP maps F and £
acting on n qubits [Watl8], where the max is taken over all 2n-qubit states p.

)
)

10n this paper, we sometimes use the same notation Enc for an algorithm and a CPTP map, but we believe there is no confusion.
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IND-CPA security: Let us consider the following security game:
1. The challenger C runs sk <+ KeyGen(1*).

2. The adversary A can query the oracle Enc(sk,-). (This means that A can apply the CPTP map
Enc(sk, -) on the register M of any A’s state pw z, over the registers Z and M, and get another state
pz,c over the registers Z and C.)

3. A sends two registers My and M to C.
C chooses b < {0, 1} and applies the CPTP map Enc(sk, -) on M,,. C then sends the output to A.

A can query the oracle Enc(sk, -).

ISANE RN

A sends b’ € {0,1} to C.
7. If b =10, C outputs T. Otherwise, C outputs 1.
For any QPT adversary A, Pr[T < C] < 3 + negl(}).
The following lemma is essentially shown in [BJ15]. We give its proof in Appendix A.

Lemma 2.5 (IND-CPA security for classical messages implies that for quantum messages [BJ15]). If
IND-CPA-secure SKE schemes for classical messages that are secure against QPT adversaries that query
the encryption oracle classically exist, then IND-CPA-secure SKE schemes for quantum messages exist.

The following lemma can be shown with the standard hybrid argument [BJ15].

Lemma 2.6 (IND-CPA-multi security [BJ15]). Let (KeyGen, Enc, Dec) be an IND-CPA-secure SKE scheme
for quantum messages. Lett be a polynomial. Let us consider the security game that is the same as that of
Definition 2.4 except for the following two modifications.

* In step 3, A sends two registers M, and M to C. Here, M, consists of t registers {Mp};ciy, and
1 consists of t registers {M] };c(q. For eachi € [t] and b € {0, 1}, [M}| = [My|, where |A| is the
size (i.e., the number of qubits) of the register A.

e In step 4, C chooses b < {0, 1} and applies the CPTP map Enc(sk, -) on each M, for i € [t]. C then
sends the all outputs to A.

Then, in this modified game, Pr[T < C| < % + negl(\) for any QPT adversary A and any polynomial t.

Definition 2.7 (One-way States Generators (OWSGs) [MY22a, MY22b]). A one-way states generator
(OWSG) is a set of algorithms (KeyGen, StateGen, Ver) such that

. KeyGen(l)‘) — k : It is a QPT algorithm that, on input the security parameter )\, outputs a classical
key k.

* StateGen(k) — ¢y : It is a QPT algorithm that, on input k, outputs a quantum state ¢y.
e Ver(k',¢r) — T /L : Itis a QPT algorithm that, on input ¢y, and a bit string k', outputs T or L.

We require the following correctness and security.

11



Correctness:

Pr[T « Ver(k,¢;) : k < KeyGen(1%), ¢, < StateGen(k)] > 1 — negl()\). (6)

Security: For any QPT adversary A and any polynomial t,
Pr[T « Ver(K, ¢p) : k + KeyGen(1%), 63" < StateGen(k)®!, k' «+— A(1*, 7)) < negl(N).  (7)

Here, ¢7" < StateGen(k)®! means that the StateGen algorithm is run t times.

3 Unpredictable State Generators

3.1 Definition

In this subsection, we define UPSGs. The syntax is given as follows.

Definition 3.1 (Unpredictable States Generators (UPSGs)). An unpredictable states generator is a set
(KeyGen, Eval) of QPT algorithms such that

. KeyGen(l)‘) — k : It is a QPT algorithm that, on input the security parameter )\, outputs a classical
key k.

» Eval(k,xz) — (z,¢r(x)) : It is a QPT algorithm that, on input k and a bit string x, outputs x and a
quantum state ¢ (x).

In general, ¢y (x) could be mixed states, but in this paper, we restrict them to pure states.

The security, which we call unpredictability, roughly means that no QPT adversary (who can quantumly
query to Eval(k, -)) can output (x*, p) such that x* was not queried and p is close to | (z*)). In order to
formally define it, we have to clarify what we mean by “quantumly query” and “not queried before”.

Quantum query. We assume that |¢y(x)) < Eval(k, x) is the following QPT algorithm: on input & and
x, it applies a unitary U, on |z)x |0...0)y 5 to generate |z)x |¢k(2))y |junky), and outputs the X and 'Y
registers. Note that it is not the most gene’ral case. First, as we have mentioned, we assume that the output
|¢x(z)) is pure. Second, in general, the junk state |junk;) could depend on z, but we here assume that it
depends only k. These two restrictions seem to be necessary to well define the quantum query.

With such Eval, the quantum query to the oracle Eval(k, -) means the following:

1. Asstate ), o, |2)x |£2) is input to the oracle, where {c, }, are any complex coefficients and {|£;) }.
are any states.

2. The oracle adds the ancilla state |0...0) 5 and applies U on theregisters X, Y, Z of 3 o [7)x [0...0)y 7 |€2)
to generate Y o |2)x |0k (2))y [junky)z [€2)-

3. The oracle removes the junk register Z and outputs the state >_, o |2)x |¢r(2))y |&z)-
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Not queried. We define the word “not queried” as follows. Assume that A queries the oracle ¢ times. For
each ¢ € [g], let |¢);) be the entire A’s state immediately before its ith query to the oracle. (Without loss of
generality, we can assume that .4 postpones all measurements to the last step, and then .A’s entire state is
always pure.) We say that =* is not queried if (¢;|(|z*)(z*|x ® I)|¢;) = 0 for all ¢ € [g]. Here, for each
i € gl [1) = Yy calz)x @ ).

Now we define the unpredictability.

Definition 3.2 (Unpredictability). Let us consider the following security game:
1. The challenger C runs k <+ KeyGen(1%).

2. The adversary ABval(k.) (1)‘) outputs a bit string x* and a quantum state p, and sends them to C. Here,
A can make quantum queries to Eval(k, -). x* should not be queried by A.

3. C projects p onto | (x*)). If the projection is successful, C outputs T. Otherwise, C outputs L.
For any QPT adversary A, Pr[T < C] < negl(\).
Remark 3.3. Note that the projection of p onto |¢y(2*)) can be done as follows:

1. Prepare |z*)(z*| ® p ® |junk,) (junk,|.

2. Apply U} on |2%) (2| ® p ® [junk,,) (junk,|.

3. Measure all qubits in the computational basis. If the result is 2*|0...0, the projection is successful.
Otherwise, the projection is failed.

Remark 3.4. Tt is easy to see that UPSGs with O(log \)-qubit output do not exist. !

Remark 3.5.In [BZ13], they define a security of digital signatures against quantum adversaries. Their
security definition is as follows: any QPT quantum adversary, who queries the signing oracle ¢ times, cannot
output ¢ + 1 valid message-signature pairs. We could define a quantum version of unpredictability based
on their security definition, but exploring this possibility is beyond the scope of the present paper. At least,
their definition seems to be incomparable to Definition 3.2. In particular, we do not know how to construct
IND-CPA-secure SKE from their definition, because we do not know how to use the duality in that case.

3.2 Relation to PRFSs

In this section, we recall the definition of PRFSs and construct UPSGs from PRFSs.

Definition 3.6 (Pseudorandom Function-Like States (PRFSs) [AQY22, AGQY22]). A pseudorandom
function-like state (PRFS) (generator) is a set of algorithms (KeyGen, Eval) such that

. KeyGen(l)‘) — k : It is a QPT algorithm that, on input the security parameter )\, outputs a classical
secret key k.

» Eval(k,xz) — |¢pr(x)) : It is a QPT algorithm that on input k and a bit string x, outputs a quantum

state | (x)).

UThe adversary has only to output 0...0 and maximally-mixed state.
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We require the following security. For any QPT adversary A,
| Pr1 « AB2E)(10] — Pr[1 « A%Haar (14)]] < negl()). (8)

Here, AB %) means that A can quantumly query the oracle Eval(k, -) in the sense of Section 3.112. A9Haar
means that A can quantumly query the oracle O a4, in the following sense.

1. Astate Y, oy |x)x |Ez) is input to the oracle, where {ag }, are any complex coefficients and {|&;) }»
are any states.

2. The oracle returns Y, oy |)x |Vg)y |E2), where 1)y is a Haar random state.
Theorem 3.7. If PRFSs exist then UPSGs exist.

Proof of Theorem 3.7. Let (KeyGen, Eval) be a PRFS. We show that it is a UPSG. Assume that it does not
satisfy the unpredictability. Then, there exist a polynomial p and a QPT adversary A that can quantumly
query Eval(k, -) such that

S Prfk ¢ KeyGen(1M)] 3 (| (0 () | ABA0) (1) 17 g (7)) > —— ©)
k

-~ p(A)

for infinitely many A € N. Here, A()(1*) denotes the state of A(") before the measurement. Then, the
following QPT adversary B3 breaks the security of PRFS.

1. The challenger C’ of the PRFS chooses b < {0, 1}.

2. Run A oninput 1. When A queries the oracle, B simulates it by querying B’s oracle (that is Eval(k, -)
if b =0and Opger if b =1).

3. B measures the first register of A(')(lA) to get x*. Query z* to B’s oracle to get |£), which is
|€) = |¢pr(2*)) if b = 0 and a Haar random state [i,+) if b = 1.

4. B does the swap test between the second register of A®)(1*) and |€). If the swap test succeeds, B
outputs 1. Otherwise, 3 outputs 0.

Ifb=0,

Pr[l < B] = = + = Y Pr[k < KeyGen(1*)] > (z* (¢ (a™) AR ED (1Y) [2%) |9 (2¥))  (10)
k

x*

DO =

1 (11)

1
2
1
2" 2p(\)

for infinitely many A. Here we have used Equation (9). On the other hand, if b = 1,

1 1

> Prik « KeyGen(1Y)] > |wﬂa#(ﬂ«”*|<1/)|v401“"“”(1A)IJ«"*>|¢> (12)
k T*

1
< 3 + negl(A), (13)
where 1 denotes the Haar measure and we have used Ey., ()] o [1) < negl()) for any state 0. Therefore,

B breaks the security of the PRFS. O

2[n [AQY22, AGQY22], they do not explicitly consider the junk state |junk, ). Here, we assume that |junk, ) is independent of
z similarly to the case of UPSGs.
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3.3 Pure OWSGs from UPSGs

In this section, we show that UPSGs imply OWSGs with pure output states.
Theorem 3.8. If UPSGs exist, then pure OWSGs exist.

Proof. Let (UPSG.KeyGen, UPSG.Eval) be aUPSG. From it, we construct a pure OWSG (KeyGen, StateGen)
as follows.

» KeyGen(1*) — k' : Run k + UPSG.KeyGen(1%). Choose z; < {0,1}¢ for i € [n]. Here,
n = |k| + \. Output &' :== (k, z1, ..., xy,).

* StateGen(k’) — 1y : Parse k' = (k,x1,...,x,). Run ¢i(x;) < UPSG.Eval(k,z;) for i € [n].
Output ¢y = (Qi=; Pk(2i)) @ (Qizy [74)).

For the sake of contradiction, assume that this construction is not secure. This means that there exist
polynomials p and ¢, and a QPT adversary A such that

1

oy = YoPrlklo > Y Prls,al, . ahlkwn e aa] [T Kow(@)|os (@) oy, - (14)
k xlv sTn sl 1€[n]
—ZPr W > Do PY[s,ar, e anlk @] T] (00 (@i)|6s(@)] (15)
Z1yee0sn S i€[n]

for infinitely many \. Here, Pr[k] := Pr[k +~ UPSG.KeyGen(1*)] and

Pr's,xh, ...l |k, z1, ..., xp) == Pr[(s, &, ..., 2)) « A1, ( ®¢k x;)) ® lz:)))®H)]. (16)

Define
1 1
K = {k St Z ZPr’[s,xl,...,xnlk,wl,...,xn] H [ n ()| s (24))]* > m} (17)
T1ytn S icln]

Then, from the standard average argument,

1
S Pik] > (18)
kek 2p(A)
for infinitely many A. Define
1
Xk =1 (21, ...,z ZPr Sy X1y ey T | Ky T1, ooy Ty H [ n ()| s (20)) > > —~— . (19)
Then, from the standard average argument, for any k € K,
1 1
— > 2
ont Z - 4p(/\ ( 0)

(xlwvxn)exk
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for infinitely many A. Define

_ . 2y 1 1
Ny= { P @il > o] = 2}. e
For any k and s ¢ Ny, we have
1
EACE 7 _— §2—n' 22
,M{Ol}llgw )| n () 8pm] (22)

This is because to satisfy [[; |{(¢s(z:)|dx(x:))[* > 1/8p()\), we must have |(¢s(x;)|or(z:))|?> > 1/8p(N)
for all 4, and the probability that it holds is at most 1/2 for each ¢ by the assumption that s ¢ Nj. By the
union bound, for any k,

1
Pr Vs € O,l'k‘ Ng, s(x; T; R —— 23
Lok [ (0.3 Ve, T Hostalon(aF < g5 @3)
1— (2M — Ny -27" (24)
> 1 — 2 Ikl (25)
Define
1
Yy, = {(9617---, n) 1 Vs € {0, 1IHFIN Ny T 1@s () dn ()P < m} (26)
i€[n]
Then, Equation (25) means
1
7 Z > 1 — g~k 27
(15, Tn)EYR

for all k. From the union bound, Equation (20), and Equation (27), for any k£ € K,

1 1
1 N Y (28)
ST VRN 5y

for infinitely many A. Then for any k£ € K and any (21, ...,x,) € X N Yy,

Z Pr'[s, 21, .o, Tplk, 21, ooy T H [(n ()| s ()] (29)
SENy i€[n]

+ Z PT/[S,Qj‘l,...,:L‘n|k?,33‘1,...,:l,‘n] H |<¢k($z)|¢s($z)>|2 (30)
SEN} 1€[n]

1

< Z PI’/[S,Qj‘l,...,ZEn“{T,xl,... H | ¢k :EZ |¢s($2)>|2 + W (31)

SENy i€[n]
1

< Pr'[s,z1,...,xplk, 21, ., Tp] + ——, (32)

SEZNk i 1 ] 8p(A)
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which gives
Z Pr'[s, @1, oo, Tplk, 21, oy 0] > % (33)
SeNk 8p(

for any k € K and any (z1,...,z,) € X; N Y.
From the A, we construct a QPT adversary B that breaks the security of the UPSG as follows.

1. Sample z1, ..., 2, < {0,1} and 2* « {0,1}*.
2. For each i € [n], query z; to the oracle UPSG.Eval(k,-) ¢ times to get ¢ (z;)®".

3. Run (5,7, ..., 20) + A1 (QF ¢r(%:) @ (R, |z:)))®). If 2t # x; for at least one i € [n],
abort.

4. Query z* to the oracle UPSG.Eval(k, -) to get ¢ (z*). Output (z*, i (x*)).

The probability that B wins is

;22Frwgzjzmsmw@me,mmwwmmﬁ (34

T1y-e5Tn S

Z Pr[k ot Z Z Pr'[s, @1, ..., Tp |k, 21,5 oy Ty 24 Z‘ on (") |0 (2 )>!2 (35)

keK (21,0 yxn) EXKNYy SEN

v

IR S S R U S
sz»(@u> ) S B2 Z s G0

for infinitely many A, which means that B breaks the security of the OWSGs. Here, we have used the
definition of N, Equation (33), Equation (28), and Equation (18). O

4 IND-CPA-Secure SKE from UPSGs

In this section, we construct IND-CPA secure SKE from UPSGs.

Theorem 4.1. If UPSGs exist, then IND-CPA-secure SKE schemes for classical messages secure against
classically querying QPT adversaries exist.

Remark 4.2. From Lemma 2.5, IND-CPA-secure SKE schemes for classical messages secure against clas-
sically querying QPT adversaries imply IND-CPA-secure SKE schemes for quantum messages. Therefore,
the above theorem also shows the existence of such SKE schemes if UPSGs exist.

Proof of Theorem 4.1. It suffices to construct an IND-CPA-secure SKE scheme for single-bit messages
because, from it, we can construct an IND-CPA-secure SKE scheme for multi-bit messages by parallel
repetition.® Let (UPSG.KeyGen, UPSG.Eval) be a UPSG. As is explained in Section 3.1, we assume that
UPSG.Eval is the following algorithm: on input k and = € {0, 1}*, it applies a unitary Uy, on |z)x 0..0)y z
to generate |z)x |¢x(2))y [junky),, and outputs the registers X and Y. From (UPSG.KeyGen, UPSG.Eval),
we construct an IND-CPA-secure SKE scheme (KeyGen, Enc, Dec) for single-bit messages as follows.

BSee [KLO7].
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* KeyGen(1%) — sk : Run k +~ UPSG.KeyGen(1*) and output sk := k.

* Enc(sk,b) — ct : Parse sk = k. Choose x,y < {0,1}’. Generate

b _ [0llz)x [6k(0ll2))y + (=1)° [Llly)x |9k (Ly))y

e )xy > @37
and output ct := (z, y, |ctg7y>). Here, |ctg7y> is generated as follows:
1. Prepare |0[|z)x [0...0)y 7 + (—1)%|1]ly)x 0..0)y z-
2. Apply Uy, on the registers X, Y, and Z to generate
0]l)x 165 (0ll))y ljunky) 7z + (—1)° [Llly)x [or(Llly))y liunk) - (38)

3. Remove the register Z.
* Dec(sk,ct) — ' : Parse sk = k and ct = (z,y, px,y). Run the following algorithm.
1. Prepare px,y ® |junk,) (junky|,.
2. Apply U,I on px v ® |junk,) (junky|,.
3. Apply |0) (0] ® X* +|1) (1] ® XY on the register X.
4. Measure the first qubit of the register X in the Hadamard basis to get &’ € {0,1}. Output V'

Correctness is clear. To show the security, we define Hybrid 0, which is the original security game of the
IND-CPA-secure SKE scheme between the challenger C and the QPT adversary A, as follows.
Hybrid 0

1. The challenger C runs k <~ UPSG.KeyGen(1*).

2. C chooses b < {0,1} and z, y < {0,1}*. C generates |ct}, ,) by running UPSG.Eval(k, -) coherently.
Here,

by — 100 66(0l2)) + (1" 1) 1961 1) )

V2

3. Csends ct :== (z,y, |ctg7y>) to the adversary .A.
4. A can classically query to the oracle Oy, where Oy, works as follows:

(a) Oninput ¢ € {0,1}, it chooses z’, 3y’ « {0, 1}¢ and generates |ctss )
(b) Itoutputs (z,y', |ctg, ).

Asends b’ € {0,1} to C.

5. If b=V, C outputs T. Otherwise, C outputs L.
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For the sake of contradiction, assume that our construction is not IND-CPA secure. This means that
there exist a polynomial p and a QPT adversary A such that

1

" p(A)

Pr[T <« Hybrid 0] > (40)

DO | =

for infinitely-many A € N.

Our goal is to construct a QPT adversary B that breaks the unpredictability of the UPSG. For that goal,
we use the duality between swapping and distinction [HMY23]. However, we cannot directly use it here,
because our .4 queries to the encryption oracle O, but the distinguisher in Lemma 2.1 does not access any
oracle. To solve the issue, we have to remove the oracle Oy, from Hybrid 0. Fortunately, Oy, is an encryption
oracle for single-bit messages, and .4 makes classical queries only polynomial times. Therefore, we can give
A enough number of outputs of O, in advance as auxiliary inputs, and .A can use these states instead of the
outputs of 0. In this way, we can remove the oracle Of. We formalize this as Hybrid 1. It is clear that
Pr[T < Hybrid 1] = Pr[T <« Hybrid 0].

Hybrid 1

1. The challenger C runs k <~ UPSG.KeyGen(1%).

2. C chooses b <— {0,1} and z,y < {0, 1}". C generates |ct? ) by running UPSG.Eval(F;, -) coherently.
Here,

by — 100} 66(0lle)) + (-1 1) [9x(11) )

V2

3. Csends ct :== (z,y, |ctg7y>) to the adversary .A.
4. A-can-elassically-query-to-the-oracle-Opwhere- O works-asfolows:
(a) -On-input-e-c{05 1y itchooses #'-4/~+—{0:1} -and-generates-fetS )
(b) -Itoutputs {2’y fetss 7))
A receives |T) = Qi .cefo,1} |l28) |y ‘Ct;:g;,yf) as an auxiliary input, where ¢ is the maximum

number of A’s queries to O, in the step 4 of Hybrid 0, and 2%, 5’ « {0,1}* for each i € [t] and
c € {0,1}. When A queries ¢; € {0, 1} to Oy, in its ith query, it does not query to Q. Instead, it uses
|22 [yL) |ctl; ) as the output of Oy. A sends b €{0,1} to C.
5. If b=V, C outputs T. Otherwise, C outputs L.
Let w := {a%,y.}ieq,cef0,1}» where z € {0,1}" and y% € {0,1}" for each i € [t] and ¢ € {0,1}. Let
Pr[T « Hybrid 1|k, 2, y, w] be the conditional probability that C outputs T given k <~ UPSG.KeyGen(1*)
and x,y, w are chosen in Hybrid 1. We define a “good” set of (k, z, y, w) as follows:

1 1
G = {(k‘,x,y,w) : Pr[T « Hybrid 1|k, x,y, w| > §+m/\$¢w/\y¢w/\x7éy}. (42)

Let Pr[k, z,y, w| be the probability that k,x,y and w are chosen in Hybrid 1. Then, we can show the
following lemma by the standard average argument. We give its proof later.
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Lemma4.3.>" . weq Prlk, z,y, w] > Fb\)for infinitely many \ € N.

Let us fix (k, x,y, w). Moreover, assume that (k, z,y, w) € G. Then from Equation (42), A of Hybrid
1 can distinguish |ctg’y> and |ctglﬂ7y> with an advantage greater than ﬁ using the auxiliary input |7). By using
Lemma 2.1, we can construct a polynomial-time implementable unitary V'** such that

U _[Oll] (@ (Ollz)| (I V (L) [ (Llw)) |7) + (Llyl {r(Lllw)] (7] V [0llz) [ (0l|2)) 7) |

< 43)
2p(A) 2
< max{|(0]|z] (dx (Ol|z)[ (7| V [1]ly) |or. (1Y) [7)], [{Llly] (bx (Llly)| (7] V [0} |pr (Oll)) [7) [}
(44)
<max{|| {(¢x(0]|2)ly (V [Ly)x [ox(Ly))v [7)2) II; (45)
[{ox (L) [y (V [0llz)x [¢x(0]2))y [T)Z)I[}- (46)

From this V, we construct the QPT adversary B that breaks the security of the UPSG as follows.

Adversary B
1. Choose b <+ {0,1}.

2. Choose x,3 < {0,1}*. If x = y, output L and abort. Choose 2% < {0,1}* and 3% + {0,1}* for
each i € [t] and c € {0,1}. Set w := {a%, 9 }ic),cef0,1}- If # € w or y € w, output L and abort.

3. If b =0, get |0]|x) |¢x(0||x)) by querying O||x to UPSG.Eval(k,-). If b = 1, get |1]|y) |¢x(1]ly)) by
querying 1||y to UPSG.Eval(k, -).

4. Foreachi € [t] and ¢ € {0, 1}, generate [ctg, ;) by making the coherent query 0flz) + (—1)° |1y
to UPSG.Eval(k, ). Set |7) = Riclt],ce{0,1} |l28) [y2) \ct;é’y? .

5. If b = 0, apply the unitary V on |0]|z) |¢(0]|z)) |7) and output the second register and 1||y. If b = 1,
apply the unitary U on |1||y) |¢x(1]|y)) |7) and output the second register and 0|x.

Since B does not abort if (k, x,y, w) € G, the probability that the adversary B wins is

Pr{B wins] > (MZ)GGW (Iox(Oll2)by V 11 (66Ul 1)) @)
ey (7 Ol Ol 1) @)
z(szjv)ermax{u<<z>k<ou:c>|y<V|1||y>x|¢k<1||y>>y|f>z>||2 )
by OV ol Oy I} 50
.y Plkaaw 1o s

(k2,5 w)€G 2 4p(N)2 = 32p(N)?

for infinitely many A, where we have used Equation (46) in Equation (50), and Lemma 4.3 in Equation (51).
This shows that B breaks the security of the UPSG. Hence we have shown the theorem. ]

4Note that this V' is independent of (k, x, y, w) since, in the proof of Lemma 2.1, we use .4 only as a black-box. For details, see
[HMY23].
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Finally, we give a proof of Lemma 4.3

Proof of Lemma 4.3. We define

1 1
T := {(ky,x,y,w) : Pr[T « Hybrid 1|k, z,y, w] > 3 + m} . (52)
From Pr[T + Hybrid 1] = Pr[T « Hybrid 0] > 3 + ﬁ for infinitely many A, and the definition of 7T,
! + 1 <Pr[T <« Hybrid 1] (53)
2 p(\) "~
= Z Pr[k,x,y, w|Pr[T < Hybrid 1|k, z, y, W] (54)
(k,x,y,w)eT
+ Z Pr[k,x,y, w|Pr[T < Hybrid 1|k, z, y, W] (55)
(kx,y,w)¢T
1 1
< Z Prlk,z,y, w| + (5 + m) Z Prlk,x,y, w] (56)
(k,x,y,w)eT (k,x,y,w)¢T
1 1
S Z PI'[]C,:E,y,W] + s+t o (57)
(k,x,y,w)eT 2 2p(/\)

for infinitely many A, which means

1
Z Prlk,z,y, w] > —— (58)
(k,x,y,w)eT 2p )\)
for infinitely many A. Thus,
Y. Prkaywl=1- > Prkayw (59)
(k,z,y,w)EG (kyz,y,w)¢G
=1— > Prlk, z,y, w] (60)

(k,z,y,w)¢TVzewVyewVr=y

21 - ( Z Pr[/ﬁ7$7y7w] + Z Pr[k7x7y7w]> (61)
(

kz,y,w)gT rEWVYyEWVr=y

1
zm —negl(A\) > e (62)

for infinitely many A\, where the first inequality follows from the union bound and in the second inequality
we have used Equation (58) and }° ¢ yewva—y PT[K; T, 3, W] = negl(A) since z, y and each element of w
is selected independently and uniformly at random. O

S MAC:s with Unclonable Tags

In this section, we define MACs with unclonable tags and construct it from UPSGs.
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5.1 Definition

First, we give the definition of the standard EUF-CMA-secure MACs. However, in this paper, we consider
more general case where the tags could be quantum states. MACs with classical tags can be considered as a
special case where the tags are computational-basis states.

Definition 5.1 (EUF-CMA-Secure MACs). An EUF-CMA-secure MAC is a set (KeyGen, Tag, Ver) of OPT
algorithms such that

* KeyGen (1)‘) — sigk : Itis a QPT algorithm that, on input the security parameter A\, outputs a classical
key sigk.

o Tag(sigk,m) — 7 : It is a QPT algorithm that, on input sigk and a classical message m, outputs an
n-qubit quantum state T.

* Ver(sigk,m, p) — T /L :Itis a QPT algorithm that, on input sigk, m, and a quantum state p, outputs
T/L

We require the following two properties.

Correctness: For any m,

sigk < KeyGen(1%)

Pr T < Tag(sigk,m)

T <« Ver(sigk,m, 7) : > 1 — negl(\). (63)

EUF-CMA security: For any QPT adversary A,

sigk < KeyGen(1*)

Pr (m*’p) . ATag(sigk,~)(1)\) ] < negl()‘)7

T < Ver(sigk, m*, p) : (64)

where A queries the oracle only classically, and A is not allowed to query m*.
The following corollary is straightforward from the definition of UPSGs.
Corollary 5.2. If UPSGs exist, then EUF-CMA-secure MACs exist.

Proof of Corollary 5.2. Let (KeyGen’, Eval’) be aUPSG. We construct EUF-CMA-secure MAC (KeyGen, Tag, Ver)
as follows:

* KeyGen(1*) — sigk : Run k < KeyGen’(1*) and output it as sigk.
o Tag(sigk,m) — 7 : Parse sigk = k. Run |¢x(m)) < Eval’(k, m) and output it as 7.

* Ver(sigk,m,p) — T/L : Parse sigk = k. Project p onto |p(m)) (¢x(m)|. If the projection is
successful, output T. Otherwise, output L.

The correctness is clear. The EUF-CMA-security follows from the unpredictability of UPSG. O

Next, we define MACs with unclonable tags.
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Definition 5.3 (MACs with Unclonable Tags). Let (KeyGen, Tag, Ver) be an EUF-CMA-secure MAC. If
(KeyGen, Tag, Ver) satisfies the following property (which we call unclonability), we call it MAC with
unclonable tags: For any QPT adversary A and any polynomials t and ¢,

sigk < KeyGen(1%)
(m*,st) <_ATag(sigk,~)(1A)
78« Tag(sigk, m*)®?
£+ ATag(sigk;)(T@t’st)

Pr |Count(sigk,m*, &) >t+1: < negl(}), (65)

where A queries the oracle only classically, and A is not allowed to query m*. 7% < Tag(sigk, m*)®*
means that Tag algorithm is run t times and t copies of T are generated. & is a quantum state on { registers,
Ry, ...,Ry, each of which is of n qubits. Here, Count(sigk, m*, £) is the following QPT algorithm: for each
J € [4), it takes the state on R as input, and runs Ver(sigk, m*,-) to get T or L. Then, it outputs the total
number of T.

Remark 5.4. EUF-CMA security is automatically implied by the unclonability, Equation (65).%

5.2 Construction from UPSGs

In this subsection, we construct MACs with unclonable tags from EUF-CMA-secure MACs and IND-CPA-
secure SKE schemes.

Theorem 5.5. If EUF-CMA-secure MACs (secure against classically querying QPT adversaries) and IND-
CPA-secure SKE schemes for classical messages (secure against classically querying QPT adversaries) exist,
then MACs with unclonable tags exist.

Because EUF-CMA-secure MACs (secure against classically querying QPT adversaries) can be con-
structed from UPSG (Corollary 5.2), and IND-CPA-secure SKE schemes for classical messages (secure
against classically querying QPT adversaries) can be constructed from UPSGs (Theorem 4.1), we have the
following corollary:

Corollary 5.6. If UPSGs exist, then MACs with unclonable tags exist.

Proof of Theorem 5.5. Let (MAC.KeyGen, MAC.Tag, MAC.Ver) be an EUF-CMA-secure MAC secure against
classically querying QPT adversaries and (SKE.KeyGen, SKE.Enc, SKE.Dec) be an IND-CPA-secure SKE
scheme for quantum messages. (From Lemma 2.5, such SKE schemes exist if SKE schemes for classical
messages secure against classically querying QPT adversaries exist.) We construct a MAC with unclonable
tags (KeyGen, Tag, Ver) as follows:

* KeyGen(1%) — sigk’ : Run sk < SKE.KeyGen(1*) and sigk <~ MAC.KeyGen(1"). Output sigk’ :=
(sk, sigk).

e Tag(sigk’,m) — 7' : Parse sigk’ = (sk, sigk). It does the following:

1. Choose z,0 <« {0,1}* and generate |z),. Here, |z}, = Ricp HY |2%), where H is the
Hadamard gate, and 2* and 6 denote the 7’th bit of x and 6, respectively.

15The proof is easy. Let A be a QPT adversary that breaks the EUF-CMA security, which outputs (m*, p). Then the QPT
adversary B that breaks the unclonability is constructed as follows: it first simulates A to get (m*, p). It then sends m* to the
challenger to get its tag 7. It finally sends 7 and p to the challenger, both of which are accepted as valid tags.
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The
tion

2. Run 7 + MAC.Tag(sigk, m/||x||0).
3. Run ct <— SKE.Enc(sk, |z||0) (z||0| ® 7).

Output 7" := |x) (x| ® ct.

e Ver(sigk’,m, p) — T /L : Parse sigk’ = (sk, sigk). Let p be a state on two registers A and C. (If p is
honestly generated, pa ¢ = (|z)(x]p)a ® ctc.) It does the following:
1. Run SKE.Dec(sk, -) on the register C to get another state pZA’M on the registers A and M.
2. Measure the first 2\ qubits of M in the computational basis to get the result 2’||6’.

3. Run MAC.Ver(sigk, m||z’||6’, ) on the remaining qubits of the register M to get v € {T, L}.
Project the register A onto |2'),. If the projection is successful and v = T, output T. Otherwise,
output .

correctness is clear. Since the unclonablity implies EUF-CMA security, it suffices to show our construc-
satisfies the unclonability. Let ¢t and ¢ be polynomials. We define the Hybrid 0 as follows, which is the

original security game of unclonability between the challenger C and QPT adversary A.

Hybrid 0

1.

The challenger C runs sk «+ SKE.KeyGen(1*) and sigk < MAC.KeyGen(1*).

2. The adversary A sends m* to C, where .4 can make classical queries to the oracle Oy sigx and does

not query m”*. Here, Ogy sigk takes a bit string m as input and works as follows:

(a) Choose 7,6 < {0,1}* and generate |z),.
(b) Run 7 <— MAC.Tag(sigk,m/||z||0) and ct <— SKE.Enc(sk, |z||6) (x]6]| ® 7).
(c) Output |z) (x|, @ ct.

3. For each i € [t], C does the following.

(a) Choose x;, 6; < {0, 1}>‘ and generate |33i>0i‘
(b) Run 7; + MAC.Tag(sigk, m*||z;||0;) and ct; < SKE.Enc(sk, |z;(/6;) (x;]|60;| ® 7).

4. C sends {|z;) (zi]y, ® cti}icpy to A

5. Asends &R, ... R,» Where A can make classical queries to the oracle Og sigk and does not query m*.

Here R; has two registers A ; and C; for each j € [(].

6. For each j € [¢], C does the following.

(a) Run SKE.Dec(sk, -) on the register C; to get the state on the registers A ; and M.
(b) Measure the first 2\ qubits of the register M ; in the computational basis to get the result :n; ||9;
(c) Run MAC.Ver(sigk, m*||z}||0}, -) on the remaining qubits of the register M to get v; € {T, L}.
(d) Project the register A ; onto |3:;> o

g

(e) If the projection is successful and v; = T, set w; := 1. Otherwise, set w; = 0.

24



7. If Z§:1 w; >t + 1, C outputs T. Otherwise, C outputs L.

To show the theorem, let us assume that there exists a QPT adversary A such that Pr[T « Hybrid 0] >
Boly () for infinitely many A. Our goal is to construct an adversary that breaks the security of the Wiesner
money scheme from A. For that goal, we want to make sure that two copies of |x)y are generated when
C outputs T. The next Hybrid 1 ensures such a situation, and the hop from Hybrid O to 1 can be done by

invoking the EUF-CMA security of the MAC. ¢

1

Hybrid 1
1. The challenger C runs sk <~ SKE.KeyGen(1*) and sigk <— MAC.KeyGen(1*).
2. The adversary A sends m* to C, where .4 can make classical queries to the oracle Oy sigx and does
not query m”*. Here, Ogy sigk takes a bit string m as input and works as follows:
(a) Choose x,6 <+ {0,1}* and generate |z),.
(b) Run 7 <— MAC.Tag(sigk,m/||z||0) and ct <— SKE.Enc(sk, |z||6) (x| 6| ® 7).
(c) Output |z) (x|, ® ct.
3. For each i € [t], C does the following.
(a) Choose z;,6; < {0,1}* and generate \xi>9i.
(b) Run 7; « MAC.Tag(sigk, m*||«;]|0;) and ct; < SKE.Enc(sk, |z;|0;) (x;]|0;] @ 7).
4. C sends {|z;) (w]y, ® cti}icpy to A
5. Asends &R, ... R,» Where A can make classical queries to the oracle Ogy sigk and does not query m*.
Here R; has two registers A ; and C; for each j € [(].
6. For each j € [¢], C does the followings.

(a) Run SKE.Dec(sk, -) on the register C; to get the state on the registers A ; and M.
(b) Measure the first 2\ qubits of the register M ; in the computational basis to get the result a:; HH;
(c) Run MAC.Ver(sigk, m*||z}||0}, -) on the remaining qubits of the register M} to get v; € {T, L}.
(d) Project the register A; onto [z7}),, .

J

(e) If the projection is successful and v; = T, set w; := 1. Otherwise, set w; = 0.

7. If Z§:1 w; >t + 1 and the event £ does not occur, then C outputs T. Otherwise, C outputs L. Here

F is the event defined as follows:

* Event £: there exists j € [{] such that (z,07) & {(zi,0;) }icpy and w; = 1.

Lemma 5.7. Pr[T < Hybrid 0] < Pr[T < Hybrid 1] + negl()).

16This is actually a well-known technique to construct a full money from a mini-scheme [AC12].
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Proof of Lemma 5.7. We can show
Pr[E] < negl(\) (66)
whose proof is given later. If Pr[E] < negl()\),

Pr[T < Hybrid 0] = Pr[T < Hybrid 0 A E] 4+ Pr[T < Hybrid 0 A E] (67)
< negl(\) + Pr[T <« Hybrid 1], (68)

which shows the lemma.
Let us show Equation (66). Assume that Pr[E] > m for infinitely many A € N. Then the following
QPT adversary B breaks the EUF-CMA security of the MAC:

1. The adversary B runs sk «— SKE.KeyGen(1%).

2. B simulates the interaction between C and A in Hybrid 1 by querying to MAC.Tag(sigk, -) up to the
step 5. Then, B3 gets a classical message m* and a state £ on the registers Ry, ...Ry, where m* is a
challenge message that 4 sends to C in the step 2. Here R; has two registers A; and C; for each
Jj € 4.

3. For each j € [{], B does the following:

(a) Run SKE.Dec(sk, -) on the register C; to get the state on the registers A ; and M.
(b) Measure the first 2\ qubits of the register M ; in the computational basis to get the result w; HH;

4. B chooses j* < [(]. If (2},0%.) € {(2i,0;)}iepy, B aborts. Otherwise, B outputs m*||2}.[|6. and

the all qubits of the register M« except for the first 2\-qubits.

It is clear that B does not query m* Hx; 95»*. Let Pr[Bwins] be the probability that /3 wins the above security

game of EUF-CMA security. Then, we have Pr[3 wins] > } Pr[E]. Therefore, B breaks the EUF-CMA
security if Pr[E] > for infinitely many A € N. This means Pr[E] < negl()). O

_ 1
poly(A)

If Pr[T <« Hybrid 1] > m for infinitely many ), at least two copies of |z)g for some x and 6 should
be generated due to the pigeonhole principle. In the following Hybrid 2, we randomly guess the indexes of
such states. Then we have the following lemma.

Lemma 5.8. Pr[T « Hybrid 2] > 1 Pr[T « Hybrid 1].

Hybrid 2
1. The challenger C runs sk <~ SKE.KeyGen(1*) and sigk <— MAC.KeyGen(1*).

2. The adversary A sends m* to C, where A can make classical queries to the oracle Ogy sigk and does
not query m*. Here, Og) sigk takes a bit string m as input and works as follows:

(a) Choose z,6 < {0,1}* and generate |z),.
(b) Run 7 <~ MAC.Tag(sigk,m/||z||#) and ct < SKE.Enc(sk, |z||0) (x| 6] ® 7).
(c) Output |z) (x|, ® ct.
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3. C chooses i* < [t]. For each i € [t], C does the following.

(a) Choose z;,6; < {0,1}* and generate \xi>9i.

(b) Run 7; « MAC.Tag(sigk, m*||«;]|0;) and ct; < SKE.Enc(sk, |z;||0;) (x;||0;] @ 7).
4. C sends {|z;) (wi]y, ® ct;}iepy to A

5. Asends &R, ... R,» Where A can make classical queries to the oracle Og sigk and does not query m*.
Here R ; has two registers A; and C; for each j € [¢].

6. For each j € [/], C does the followings.

(a) Run SKE.Dec(sk, -) on the register C; to get the state on the registers A ; and M.
(b) Measure the first 2\ qubits of the register M ; in the computational basis to get the result a:; HH;
(c) Run MAC.Ver(sigk, m*||z}||0}, -) on the remaining qubits of the register M} to get v; € {T, L}.
(d) Project the register A ; onto \x;> o+
J
(e) If the projection is successful and v; = T and ( L0 ) = (i, 0;), set w; = 1. Otherwise, set
=0.
wj -

7. }f—gjtrw~—>—t—+—l—aﬂd—fh%evem—,€—dees—ne{—eeear— If Zé,l w; > 2, C outputs T. Otherwise, C
outputs L. HereF-is-the-event-defined-asfolows:

. ) L ' B
. VERS] 19V 1 J
Let us define Hybrid 3 as follows. The following lemma is straightforward.

Lemma 5.9. Pr[T < Hybrid 3] > Pr[T < Hybrid 2].

Hybrid 3
1. The challenger C runs sk < SKE.KeyGen(1*) and sigk <— MAC.KeyGen(1*).

2. The adversary A sends m* to C, where .4 can make classical queries to the oracle Oy sigx and does
not query m*. Here, Ogy sigk takes a bit string m as input and works as follows:

(a) Choose x,6 <+ {0,1}* and generate |z),.
(b) Run 7 <— MAC.Tag(sigk,m||z||0) and ct <— SKE.Enc(sk, |z||6) (x| 6] ® 7).
(c) Output |z) (x|, @ ct.

3. C chooses i* < [t]. For each i € [t], C does the following.

(a) Choose x;,0; < {0,1}* and generate |Zi)g,-
(b) Run 7; +— MAC.Tag(sigk, m*||z;||0;) and ct; +— SKE.Enc(sk, |z;||0;) (z;]|0;] ® 7).
4. C sends {|z;) (zi], ® cti}icpy to A
5. Asends &R, ... R,» Where A can make classical queries to the oracle Ogy sigk and does not query m*.

Here R; has two registers A ; and C; for each j € [(].
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6. For each j € [¢], C does the followings.

7.

Set (%, 07) = (@, 0+).
(c) Run MAC.Ver(sigk, m*||z}||0}, -) on the remaining qubits of the register M to get v; € {T, L}.

(d) Project the register A ; onto |3:;> o
J
e) If the projection is successful and v; = T I 9y = (20, set w; := 1. Otherwise, set
p J J 707 9 J
w; = 0.
J

If Z§:1 w; > 2, C outputs T. Otherwise, C outputs L.

Now in Hybrid 3 two copies of |x;«)g,. are generated. In order to use it to break the security of the Wiesner
money scheme, we have to remove the classical description of BB84 states “hidden” in the ciphertexts. If
we introduce Hybrid 4 as follows, the following lemma is straightforward.

Lemma 5.10. Pr[T <+ Hybrid 4] > Pr[T < Hybrid 3].

Hybrid 4

1.
2.

The challenger C runs sk «+ SKE.KeyGen(1*) and sigk < MAC.KeyGen(1*).

The adversary A sends m* to C, where .4 can make classical queries to the oracle Oy sigx and does
not query m*. Here, Og) sigk takes a bit string m as input and works as follows:

(a) Choose z,6 <+ {0,1}* and generate |z),.

(b) Run 7 «+— MAC.Tag(sigk, m||z||#) and ct +— SKE.Enc(sk, |x||0) (z||0| ® 7).

(c) Output |z) (x|, ® ct.

. C chooses i* < [t]. For each ¢ € [t], C does the following.

(a) Choose z;,0; < {0,1}* and generate \xi>9i.
(b) Run 7; « MAC.Tag(sigk, m*||«;]|0;) and ct; < SKE.Enc(sk, |z;|0;) (x;||0:] ® 7).

C sends {|z;) (zi]y, ® cti}icpy to A.

. Asends (R, .. R,, Where A can make classical queries to the oracle Oy sigk and does not query m*.

Here R ; has two registers A; and C; for each j € [¢].

For each j € [¢], C does the followings.

37

(b) Set (2%,0") == (w0 ).

(c) Run

Does nothing in this step.

(d) Project the register A ; onto |33;>93

28



7.

(e) If the projection is successful and-wv;—=—F, set w; := 1. Otherwise, set w; = 0.

If Z§:1 w; > 2, C outputs T. Otherwise, C outputs L.

Now, we are ready to remove the information about the BB84 state from ct; by invoking IND-CPA
security. We formalize it as Hybrid 5.

Hybrid 5

1.

2.

7.

The challenger C runs sk < SKE.KeyGen(1*) and sigk <~ MAC.KeyGen(1?).

The adversary A sends m* to C, where A can make classical queries to the oracle O gigx and does
not query m*. Here, Og) sigk takes a bit string m as input and works as follows:

(a) Choose x,6 <+ {0,1}* and generate |z),.

(b) Run 7 <— MAC.Tag(sigk,m||z||0) and ct <— SKE.Enc(sk, |z||6) (x| 6| ® 7).

(c) Output |z) (x|, ® ct.

. C chooses i* < [t]. For each ¢ € [t], C does the following.

(a) Choose x;,6; < {0, 1}>‘ and generate |33i>02-‘

(b) Run 7; <~ MAC.Tag(sigk, m*||x;||0;) and-et;«~—SKEEne(sk{z:{{6:)<(x:[:+2F) Run ct; <
SKE.Enc(sk, |0...0) (0...0]).

C sends {|z;) (zi]y, ® cti}icpy to A.

. Asends (R, .. R,, Where A can make classical queries to the oracle Oy sigk and does not query m*.

Here R; has two registers A; and C; for each j € [¢].

. For each j € [¢], C does the followings.

(a) Does nothing in this step.

(b) Set (2%, 0%) = (i, 0).

(c) Does nothing in this step.

(d) Project the register A ; onto \x;> o+

(e) If the projection is successful, set]wj = 1. Otherwise, set w; = 0.

If Z§:1 w; > 2, C outputs T. Otherwise, C outputs L.

Lemma 5.11. | Pr[T < Hybrid 4] — Pr[T <+ Hybrid 5]| < negl(X).

Proof of Lemma 5.11. Note that the difference between Hybrid 4 and Hybrid 5 lies only in the step 3b.
Let us consider the following security game of IND-CPA security between a challenger C’ and a QPT
adversary B:

1.

2.

The challenger C’ runs sk < SKE.KeyGen(1?).
B runs sigk <~ MAC.KeyGen(1?).
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8.

. B simulates A in Hybrid 4 by querying to SKE.Enc(sk, -) up to the step 2. B gets m*, where m* is

the challenge message that .4 sends to C in the step 2.

BB chooses i* < [t]. For each i € [t], B does the following: B chooses x;,6; + {0,1}* and prepares
the state 7Y := |z;(|6;) (x;]|60;| ® 7; by running 7; +— MAC.Tag(sigk, m*||z;]|0;). B also prepares the
state 7} == |0...0) (0...0.

. B sends the states @:_; n? and ®’_, n} to C'.

C' chooses b < {0,1} and gets &, ct; by running ct; « SKE.Enc(sk,n?) if b = 0 and ct; <«
SKE.Enc(sk,n}) if b =1 for each i € [t]. C’ sends Qe cti to B.

. B generates ®;cpy |i)y,- B simulates the interaction between C and A from the step 4 of Hybrid 4

to the last step by using &, cti ® Qe |2i), and querying to SKE.Enc(sk, -). If C outputs T, B
sends b’ := 0 to C'. Otherwise, B sends &’ := 1to C'.

C' outputs T if b = '. Otherwise, C’ outputs L.

Let Pr[b/ < B|b < ('] be the probability that B sends b’ € {0,1} to C’ when C’ chooses b € {0,1}. It
is clear that Pr[0 < B|0 < C'] = Pr[T « Hybrid 4] and Pr[0 < B|1 + C'| = Pr[T <« Hybrid 5].
Therefore, if | Pr[T + Hybrid 4] — Pr[T « Hybrid 5]| > —L~ for infinitely many A € N, B breaks the

poly(\)

IND-CPA security. O

Let us define Hybrid 6 as follows. The following lemma is straightforward.

Lemma 5.12. Pr[T < Hybrid 5] = Pr[T < Hybrid 6].

Hybrid 6

1.
2.

The challenger C runs sk «+ SKE.KeyGen(1*) and sigk <~ MAC.KeyGen(1*).

The adversary A sends m* to C, where A can make classical queries to the oracle O gigx and does
not query m*. Here, Og sigk takes a bit string m as input and works as follows:

(a) Choose x,6 <+ {0,1}* and generate |z),.

(b) Run 7 <~ MAC.Tag(sigk,m/||z||0) and ct <— SKE.Enc(sk, |z||0) (x| 0] ® 7).

(c) Output |z) (x|, ® ct.

. C chooses i* < [t]. For each ¢ € [t], C does the following.

(a) Choose z;,0; < {0,1}* and generate \xi>9i.
(b) Run-m—~<—MACTag(sigk;m™ {}#:{{6;)- Run ct; - SKE.Enc(sk, |0...0) (0...0]).
C sends {|z;) (zi]y, ® cti}icpy to A.

. A sends R, .. R,, Where A can make classical queries to the oracle Oy sigk and does not query m*.

Here R; has two registers A; and C; for each j € [¢].
For each j € [¢], C does the followings.

(a) Does nothing in this step.
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(b) Set (2,0%) = (i, 0 ).
(c) Does nothing in this step.
(d) Project the register A ; onto |3:;> o
J
(e) If the projection is successful, set w; := 1. Otherwise, set w; = 0.
7. If Z§:1 w; > 2, C outputs T. Otherwise, C outputs L.

Finally, we construct an adversary that breaks the security of the Wiesner money scheme from A of
Hybrid 6, which concludes our proof of the theorem.

Lemma 5.13. Pr[T < Hybrid 6] < negl(\).

Proof of Lemma 5.13. Let us assume that there exist polynomials ¢, ¢ and a QPT A adversary such that

Pr[T < Hybrid 6] > m for infinitely many A € N. From this A, we can construct a QPT adversary B

that breaks the security of the Wiesner money scheme as follows:
1. The challenger C’ chooses z, 8 < {0, 1}* and sends |x), to B.
2. Bruns sk «+ SKE.KeyGen(1*) and sigk <~ MAC.KeyGen(1?).

3. B simulates the interaction between the challenger and .4 in Hybrid 6, where, in the step 3, B chooses
i* < [t] and replaces |z;+),  With [x),. Then, B gets {r,,..R, from A. B chooses jo, ji + [¢] and
outputs the register A ;) and A, .

The probability that B wins is

2 1

70— 1) poly (V) ©

~1
Pr[B wins] > <§> Pr[T <« Hybrid 6] >

However, this contradicts the security of the Wiesner money scheme, Lemma 2.2. Therefore, Pr[T <«

Hybrid 5] < negl(\). O

By combining Lemmata 5.7 to 5.13, we have Pr[T <« Hybrid 0] < negl()\), but it contradicts the
assumption that Pr[T < Hybrid 0] > m for infinitely many A. Therefore we have Pr[T < Hybrid 0] <
negl(\). O
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A Proof of Lemma 2.5

In this section, we give a proof of Lemma 2.5. To show it, we use the following lemma whose proof is
straightforward. (For example, see [Mah23].)

Lemma A.1 (Pauli Mixing). Let A be an n-qubit register. Then, for any state pa B on the registers A and

B)

= > ((X*Z%)a)®I)paB((Z°X")A © I) = 5 @ PB- (70)
z,z€{0,1}m

Here, pg = Trapa B and Tr A is a partial trace of the register A.

Proof of Lemma 2.5. Let (KeyGen, Enc, Dec) be an IND-CPA-secure SKE scheme for classical messages
that is secure against QPT adversaries that query the encryption oracle classically. From this, we construct
an IND-CPA-secure SKE scheme for quantum messages (KeyGen’, Enc’, Dec’) as follows:

* KeyGen’(1*) — sk’ : Run sk < KeyGen(1*) and output sk := sk.
¢ Enc'(sk’, p) — ct’ : Parse sk’ = sk. Let p be an n-qubit state. It does the following:

1. Choose z, z < {0,1}" and apply X*Z* on p.
2. Run ct < Enc(sk, z||z).
3. Output ct’ :== (X*Z*pZ*X*) ® ct.

e Dec/(sk’,ct’) — p : Parse sk’ := sk. Let ct’ be a state on the register C. The register C consists of
two registers M and B. If ct’ is honestly generated, ct = (X*Z*pZ*X")m ® ctB.

1. Run Dec(sk, -) on the register B to get 2/||2’.
2. Apply Z% X' on the register M and output the register M.
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First, we show the correctness. Fix bit strings x, z € {0, 1}" and a polynomial p. Define the set

Sy p = {sk : Pr[z||z < Dec(sk,ct) : ct < Enc(sk, z|[z)] > 1 — %} . (71)
p

From the correctness of (KeyGen, Enc, Dec) and the standard average argument, we have
Pr[sk € S, ., : sk < KeyGen(1*)] > 1 — negl(\). (72)
Let us fix sk € S . ,. We define Enc’(sk’, -),; - as the following CPTP map:
1. Apply X*Z# on the input register M.
2. Run ct < Enc(sk, z||z), and set the output ct on the register B.

3. Output the registers M and B.

It is clear that | Dec’(sk’, -) o Enc’(sk’, "), . —idm|le < ﬁ since sk € S, . ,. From this and Equation (72),
EgKeyGen(12) |Dec’ (sK', -) 0 Enc’(sK’, -) - — idm|lo < ﬁ + negl(\) for all z, z. Therefore we have

E Dec/(sk’, ) o Enc'(sk’, -) — id 73
ske—KeyGen’ (1} |Dec’(sk’, -) o Enc'(sk’, ) — idm||o (73)
= E Dec’(sk’, - E Enc/(sk’, ), » — id 74

sk<KeyGen’ (1*) H e (S ) ° x,2+{0,1}" nc (S ) ) ! MHO ( )
< kel E  |[Dec/(sK’) o Enc/(sK, ). — idwllo 75)

" sk«KeyGen’(1*) z,z+{0,1}7

2
< ) + negl(A), (76)

for any p, which shows the correctness.

Next, we show the security. We define Hybrid 0, which is the original security game of IND-CPA
security for quantum messages, as follows.

Hybrid 0
1. The challenger C runs sk < KeyGen(1%).

2. The adversary A sends two n-qubit registers Mg and M; to C, where A can query the oracle Ogy.
Here, O takes n-qubit register M as input and works as follows:

(a) Choose o, 3 < {0,1}" and apply X®Z” on the register M.
(b) Run ct + Enc(sk, «||3).
(c) Output the register M and ct.

3. C chooses b <— {0, 1} and does the following:

(a) Choose x, z < {0,1}" and apply X*Z* on the register M.
(b) Run cty, < Enc(sk, z||z).

4. C sends the register M, and ct;, to A.
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5. Asends V' € {0,1} to C, where A can query the oracle Ogy.

6. If b =1, C outputs T. Otherwise, C outputs L.

For the sake of contradiction, assume that there exist a polynomial p and a QPT adversary .A such that
Pr[T <« Hybrid 0] > % + ﬁ for infinitely many A. Define the following Hybrid 1.
Hybrid 1

1. The challenger C runs sk < KeyGen(1%).

2. The adversary A sends two n-qubit registers Mg and M; to C, where A can query the oracle Ogy.
Here, Os takes n-qubit register M as input and works as follows:

(a) Choose o, 3 < {0,1}" and apply X®Z” on the register M.
(b) Run ct + Enc(sk, «||3).
(c) Output the register M and ct.

3. C chooses b <— {0, 1} and does the following:

(a) Choose x,z « {0,1}" and apply X*Z* on the register M.
(b) Run-ety<~—Ene{sky2{fz): Run ct, < Enc(sk,0...0).

4. C sends the register M and ct;, to \A.
5. Asends b’ € {0,1} to C, where A can query the oracle Og.
6. If b =V, C outputs T. Otherwise, C outputs L.
Lemma A.2. | Pr[T < Hybrid 0] — Pr[T < Hybrid 1]| < negl(\) for any QPT adversary A.

Proof of Lemma A.2. For the sake of contradiction, let us assume that there exists a polynomial p and a QPT
adversary A such that

Pr[T « Hybrid 0] — Pr[T « Hybrid 1]| > (77)
y y

1
p()
for infinitely many A. From this A, we construct a QPT adversary B that breaks the SKE scheme for classical
messages.

1. The challenger C’ of the SKE scheme for classical messages runs sk < KeyGen(1*).

2. B simulates A in the Hybrid O up to the step 2 and gets two n-qubit registers M and M ;. Here, when
A queries Ogy, B simulates it by querying Enc(sk, -).

3. B chooses z, z <+ {0,1}". B sends z||z and 0...0 to C'.

4. (' chooses b < {0,1}. If b = 0, C’ runs cty + Enc(sk,z||z). If b = 1, C’ runs ct; < Enc(sk, 0...0).
Then, C’ sends ct;, to B.

5. B chooses b/ + {0,1}. B applies X*Z* on the register M.
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6. B simulates .4 from step 4 to step 5 on input the register M, and ct;,.
7. Bgetsb” € {0,1} from A, and outputs 1 if and only if b = b'. Otherwise, B outputs 0.

It is easy to see that Pr[1 <— B|b = 0] = Pr[T <« Hybrid 0] and Pr[1 < B|b = 1] = Pr[T « Hybrid 1].
Therefore, from the assumption, Equation (77), we have

1
Prll1+ Blb=0]—-Pr[ll+ Blb=1]| > —— (78)
| Pr| |b=0] — Pr b= 1]] o)
for infinitely many A, which breaks the security of the SKE scheme for classical messages. O

Let us define the following Hybrid 2. From Lemma A.1, the following is straightforward.

Lemma A.3. Pr[T « Hybrid 1] = Pr[T <« Hybrid 2].

Hybrid 2
1. The challenger C runs sk < KeyGen(1%).

2. The adversary A sends two n-qubit registers M and M; to C, where A can query the oracle Ogy.
Here, Os takes n-qubit register M as input and works as follows:

(a) Choose o, 3 < {0,1}" and apply X®Z” on the register M.
(b) Run ct < Enc(sk, «||3).
(c) Output the register M and ct.

3. C chooses b < {0, 1} and does the following:

(a) Cheesex2+—{0-1}"and-apply X2Z% ontheregister My Set M, to the maximally mixed
state /2.

(b) Run ct;, < Enc(sk,0...0).
4. C sends the register M, and cty, to A.
5. Asends V' € {0,1} to C, where A can query the oracle Ogy.
6. If b =0/, C outputs T. Otherwise, C outputs L.

It is clear that Pr[T <« Hybrid 2] = % Therefore, from Lemmata A.2 and A.3, we conclude that
Pr[T « Hybrid 0] < % + negl(X), but it contradicts the assumption. O

B Private-Key Quantum Money

In this section, we recall the definition of private-key money and prove Corollary 1.3.

Definition B.1 (Private-Key Quantum Money Schemes [JLS18, AC12]). A private-key quantum money
scheme is a set of algorithms (KeyGen, Mint, Ver) such that

. KeyGen(l)‘) — k : It is a QPT algorithm that, on input the security parameter )\, outputs a classical
secret key k.
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* Mint(k) — $ : It is a QPT algorithm that, on input k, outputs an m-qubit quantum state $j.
* Ver(k,p) — T /L :Itis a QPT algorithm that, on input k and a quantum state p, outputs T /L.

We require the following correctness and security.

Correctness:

Pr[T « Ver(k,$i) : k < KeyGen(1*),$x < Mint(k)] > 1 — negl(\).

Security: For any QPT adversary A and any polynomial t,
Pr[Count(k,&) >t +1: k < KeyGen(1"),$2" < Mint(k)®", & « A($T")] < negl()),

where £ is a quantum state on £ registers, R, ..., Ry, each of which is of m qubits, and $§t + Mint(k)®!
means that the Mint algorithm is run t times. Here, Count(k,£) is the following QPT algorithm: for each
J € [{], it takes the state on R as input, and runs Ver(k, ) to get T or L. Then, it outputs the total number
of T.

Corollary B.2. If MACs with unclonable tags exist, then private-key quantum money schemes exist.

Proof of Corollary B.2. Let (MAC.KeyGen, MAC.Tag, MAC.Ver) be a MAC with unclonable tags. From
this, we construct a private-key quantum money scheme as follows:

* QM.KeyGen(1*) — k : Run sigk <~ MAC.KeyGen(1*) and output k := sigk.
* QM.Mint(k) — $, : Parse k = sigk. Run 7 +— MAC.Tag(sigk, 0...0) and output $;, := 7.
* QM.Ver(k,p) — T /L : Parse k = sigk. Run v < MAC.Ver(sigk, 0...0, p) and output it.
The correctness and the security are clear from those of MAC with unclonable tags. O

From Corollary 5.6 and Corollary B.2, UPSGs imply private-key quantum money scheme, which means
Corollary 1.3. Namely, if UPSGs exist, then private-key quantum money schemes exist.
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