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Abstract

The current blockchain system for cryptocurrency exchanges primarily employs elliptic
curve cryptography (ECC) for generating key pairs in wallets, and elliptic curve digital
signature algorithms (ECDSA) for generating signatures in transactions. Consequently, with
the maturation of quantum computing technology, the current blockchain system faces the
risk of quantum computing attacks. Quantum computers may potentially counterfeit
signatures produced by ECDSA. Therefore, this study analyzes the vulnerabilities of the
current blockchain system to quantum computing attacks and proposes a post-quantum
cryptography (PQC)-based blockchain system to enhance security by addressing and
improving each identified weakness. Furthermore, this study proposes PQC-based wallets and
PQC-based transactions, utilizing PQC digital signature algorithms to generate PQC-based
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signatures for the inputs in PQC-based transactions, thereby preventing signatures from being
counterfeited by quantum computing. Experimental results demonstrate that the efficiency of
the Dilithium algorithm, a PQC digital signature algorithm, in producing wallets, generating
signatures, and verifying signatures surpasses that of ECDSA in the current blockchain
system. Furthermore, the Dilithium algorithm also exhibits a higher security level.

Keywords: Blockchain, post-quantum cryptography, performance analysis
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BERSE IR AT A HEZSR TS B S S bk VAR Bl Hh R B & R RUA A D 1.51
Ef~1.84 ZMER(ERE - B EENETSTREIRNET > FriblEEF %R
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B R4 o Dilithium SHESE S RIEZ 2 %54% 235 SBAE(H
dilithium?2_aes ~ dilithium3_aes ~ LU dilithium5_aes) - 31fi B, 7T LIEREZ ] LLAE 0.61
EH~1.52 EREL - EEVE - HF I T EES S MR fr e e
S B2 4 S H B B - AHIZEIRE Falcon SEDA(BLES
#4H 4 falcon_512 - falcon_1024)#1 SPHINCS+35 &34 (i 2 840 & shake_128f -
shake_192f - shake_256f)#E{TEEES ; BfEZR Falcon JEELER SPHINCS+EELET] L
RN E TR BN (2 ERS Gl R S P EE B S EHEE
1 Dilithium SFEE «

®1 ERSSERERLEELN  2D)

HEEE 28 ZeFh  ENBERE
ECDSA (Baliker et al., 2024) P-256 e 1.51
ECDSA (Baliker et al., 2024) P-384 AEE 1.71
ECDSA (Baliker et al., 2024) P-521 e 1.84
Dilithium dilithium2_aes 2 0.61
Dilithium dilithium3_aes 3 0.81
Dilithium dilithium5_aes 5 1.52
Falcon falcon_512 1 12.55
Falcon falcon_1024 5 32.58
SPHINCS+ shake_128f 1 5.32
SPHINCS+ shake 192f 3 7.53
SPHINCS+ shake 256f 5 19.4

4.3 EHEERRILE

TEEERIAT By A2 th 1 SR 7 B & G SR RL R 3 Sl A e
HE o SEEEE M HHEN 2 BE S S RIENE 2 R - Hf > HE
Epah SR TT A BRI T IR S S S ER P RS B phly 4R B (i o T e B A B B =
[E77A 1.24 Z2F0~1.88 ZF) » (HL2FHR BN LR - HNEHERE T HEIEEHE
BENAHTEFTRERENRES ARG ERETHRE > TTEZEE
LA 5 IFVFRIR - EhasE AL R Dilithium fE 2840 & dilithiumb_aes Ay #4
HEEIGRTE 2.66 = F) - Falcon {2 H4H 4 falcon_1024 (YA SIZ =GR R 3.22 =
Fb ~ SPHINCS+/{F£:#14H & shake_256f 11 B 25 251 [ 42 386.98 =) - I »
A A AR [ 22 2 4R 5 T > Dilithium SEEE T DR R Ry s g 223y
% o b2 4k > BT DL 22 Dilithium fES 404 dilithium?2_aes fy7s B g 2% R
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2114 SRS R (T SRR A (S B & P-256) « Falcon S5 85 (S 804h
2 falcon 512) fy 75 1% 25 0% ¥ 45 © th 5f 5 Dilithium 38 & 5% (2 541 &
dilithium?_aes) e LI 5L RAIEI 4408 5 533 B A (S AL 5 P-256) » Falcon 33
ER(284A & falcon_512) 8 b H 22 2 HIRUEE -

®2 ENEERCRIEE(EL - Z28)

HEE 28 TeFH ERETRE
ECDSA (Baliker et al., 2024) P-256 A% 1.24
ECDSA (Baliker et al., 2024) P-384 e 1.52
ECDSA (Baliker et al., 2024) P-521 AEE 1.88
Dilithium dilithium2_aes 2 1.14
Dilithium dilithium3_aes 3 1.65
Dilithium dilithium5_aes 5 2.66
Falcon falcon_512 1 1.94
Falcon falcon_1024 5 3.22
SPHINCS+ shake 128f 1 121.61
SPHINCS+ shake_192f 3 193.49
SPHINCS+ shake_256f 5 386.98

4.4 B ERILE

FEERRE X SRR T LR FEHEEX S AT A EEZEL S
i AR BT - SEEEDA R HH BN 2 Bl n B E R E R 3
A - B EpaE A ] DUB{ZE 2] Falcon JEEUARYEREE & =T HIfAD > /it 0.28 2
#0~0.46 =F) ; 1My Dilithium JEEANSRRE 2 =GR - /1L 0.46 Z/0~1.3 &
¥ - Falcon JEEEAR Dilithium JEEUAERREFEAEELIRT T ER BRI S 40 ek FH RIS B
SH HEE AR R TR L 2.82 270 ~3 5 2 M0) 2 H WAGHIEREE %
EEHFH] -

A

BN LEE i & & T i e E B AN EE S I i T IR R 2R
5 FFHYFRIA - EEp4SF R Dilithium fE 282 & dilithiumb_aes BB % B[]
2 1.3 ZF) - Falcon fE28404 falcon_1024 1YE#E &R 2 0.46 ZF)
SPHINCS+{E 2840 & shake_256f HyEnae# = FfE 2 10.59 ZF) o KL - AHEEA]
HIFEAE R 22 4RI EDL T - Falcon JEEDA Al DASR b TRAYZE B3 253 » AiTRA
Falcon 50 ] DUSE 8 72 75 B S iR Spse s = Y S DR 2475 -
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® 3 BRSERTERCRIEE (B : ZD)

HEE 28 TeFR BEEHRERE

ECDSA (Baliker et al., 2024) P-256 e 2.82
ECDSA (Baliker et al., 2024) P-384 A% 3.39
ECDSA (Baliker et al., 2024) P-521 A% 3.5
Dilithium dilithium?2_aes 2 0.46
Dilithium dilithium3_aes 3 0.64
Dilithium dilithium5_aes 5 1.3

Falcon falcon_512 1 0.28

Falcon falcon_1024 5 0.46
SPHINCS+ shake 128f 1 7.3

SPHINCS+ shake 192f 3 10.62

SPHINCS+ shake_256f 5 10.59

4.5 TIEEJHZ &M

HH TAE SRS E 2R OE I HARE L SN A E R SRR
sT R BEFIAT L (EcEEE Ry 0 AZ 1k - AR B S A RER EIRTE
HESHREIESC T - RIET L BT il s B ORI HI L T eil SR 17

W QR RBEE R R AP L/, o IRIL - ARHSES TR B AL S T 2525y

FoPa(EE S © (1) A FEE RSN P TEEEYET R - (QFEEERT L
(B CESRIE i > EEREERT AT -

4.5.1 HE(1) - FNEEE B EREN Y T FEBH R

FolRagAE AR H AR LAY LA F Eag T R ] > 35175 @ H AR RS
L Ry 4~8~12-16 20 LIf 24 > B#{T 100 KA GHY P19 LAF BT Ry
[ - FHE BRI o] AR mI A > B8 S H AR S R [ B0 Dkks - -39 TAE &
HIET R 25580 - K> MEHERE L & 4 Ky P TIEEEWET
RFEERR 0.31 2/ > A LURPETRMEER @ A - Bt RSBEAETLRES
HPRERAYE BRI - 1S R HARRIE L Ry 24 5 > P T/ E R R A
ETE] 4196.17 =D > Adw R EHE AT BN EE TR e I H AR A
o AR BER IRt R RSO0 - AR - EE S IR A - LR AR
RAVEEE H R R A E T 2 21k -
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x4 AEEEHERENVTEEEHER R EL | 20)

HEHERE TAEEEH RN
4 0.31
8 1.06
12 2.41
16 17.22
20 321.4
24 4196.17

4.5.2 HER(2) : FAERT L B TR ERES 253

Foliaa R R ERT L (BT SR 253 > AT AR L &
8 > il H¥A{T 10000 XA SRR AR ERT L B TACE TG e - fEREERET
fraE > ARIEHERELL 16 FEALFIRER - FERERT 2 (8 16 A HI{E~ 00 »
01~ ...~ FF- 3t 256 2 o RS iEiEN T B EH SR ERHRE

e =1pee = 0391% ; BIEEEANE —EAAHLEREHRTES

0.0011 + P-value % 1+ FFIfEGRST 5 —FRAL A B AL MR B S (30 S 7%
S AT 5 -

HEANEGE IR E L @S 225 - (BT RS IR R L 2 470 8
B BIER SRR L (T A e By O MR A HER AT L it 2 s 17
HIMER 407 5 BT - ENEFSRMUSTET  “HERIEAT L T4 B I
e AT L BT 23 B By O SRR (1 » FF LUAELAE T (F BB B 2
BRI L (R T2 s I @ F s L e a T -

RS FEREATL EAITEEL - Z8)

BEAEREL MREMLEMTER0  FMERER LECTER

6.249% 6.241%
4
FIE T HHAZEE ¢ 6.25%) (FFEHEAZEE ¢ 6.25%)
0.391% 0.390%
8

CIE A © 0.391%)  (BArfiE(E * 0.391%)
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4.6 /NESEETR

SRS AT E R LUE R @B RN R E T F A IR 24y
HiF2% -

(). EFRETEHEHERREEARESE E o] DS ERA Dilithium JEHE
7% o Dilithium JEEVAEERIEE - EHEE - ST DHRCRE S NIETE
B 2 IS R SR B s = RUA - W H. > Dilithium JEREVEEHFIE T51HE
WEHYREST > ArLL Dilithium JERDAR 2 2B R A ER IR 1T R i 2 A El
SENHEERE -

(). BETEHEET FEEEE Falcon HEAEMSZENSE LER
REY - PRI S15R7A RE B B Bt o T S DR M 2 e (50 I 530Rs » mT LLBR A Falcon

R -

Q). MEANTFEE BrsE R FE=ERT L E T2 a0 S R eREC FER ERT L
(B TCEEE Ry ORISR —LE - [Nt - £ TIF EsHRVET BT U
R Al RERERT L BT eE S R UAdertZd et -

5. &TEm BRI FE

AW AR TH S S AU E DR TR 5%, I HfR RN R E T
BRGER H i B 2 - SR TH i DR 2 P A AE Y B 9 R TR FR T T 2 &
P o Hoo s AR EE R AN R E THEHRRE > EENKRE THIBE R
RN RE T HISEERY | I AVURMEEEN R E THEHE S > £
ERe 8T HBiEE 5 EN%E T HBEE B &= RE AR Sim A E %
HoWMPHEEMETEIENE - &R AR TEERH et - o
FERERERTER » DUKTE 4.6 B A suE 7= -

FERAHTFE 0] LUK AT FE T2 LRV E R B T H U5 AT i B o A A B PR A
SR IS 'R ASCHE R £ - DIRTHRITR R me 22t -
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